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1 Introduction

1.1  About This User Manual

Conventions

Note: This product is a Charging Station Management System and is
abbreviated as CSMS in the following chapters.

The two tables below show the notation and icon conventions used throughout

this manual.
bold Fields/blocks, user/surface interface elements, window-
and dialog names of the software, special emphasis of
terms
[OK] Push buttons in square brackets
File|Save Notation for menus and menu entries
Hyperlink Hyperlinks and references

]
<
3
T
=]

This icon indicates notes and tips that facilitate your
work.

This icon warns of dangers that could lead to damage.

This icon indicates more detailed information.

This icon indicates examples.

This icon indicates step-by-step instructions.

This icon indicates multimedia files like e.g. video clips.

This icon indicates an introduction to a specific topic.

| = e

This icon indicates text areas containing basic
knowledge.

1]

This icon indicates text areas containing expert
knowledge.
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Introduction

1.1.1 Warranty

Restriction of We reserve the right to modify the contents of the documentation or the
warranty software without notice. We disclaim all liabilities for the completeness or

correctness of the contents and for damages which may result from the use of
this documentation.

1.1.2 Trademarks

Protected All brand names in this documentation are either registered or non-registered
trademarks trademarks of their respective owners.

© Vector Informatik GmbH Version 3.13



Introduction

1.2 Important Notes

1.2.1 Safety Instructions

=

Caution: In order to avoid personal injuries and damage to property, you must
read and understand the following safety instructions and hazard warnings prior
to installation and use of this product. Provide this documentation (manual) to
every user of this product.

1.2.1.1 Proper Use and Intended Purpose

=

Caution: This product is a Charging Station Management System which is
mainly used to monitor and control charging sessions of electrical vehicles.

This product may only be operated according to the instructions and
descriptions of this manual.

This product is exclusively designed for use by skilled personnel as its
operation may result in serious personal injuries and damage to property.
Therefore, only those persons may operate this product who (i) have
understood the possible effects of the actions which may be caused by this
product; (ii) are specifically trained in the handling of this product, charging
stations and the system intended to be influenced; and (iii) have sufficient
experience in using this product safely.

1.2.1.2 Hazards

=

Caution: This product provides functionality to control the start and stop of
charging sessions and their power consumption. Wrong configuration of this
product can lead to an increased power consumption, which could result in an
overload of the transformer station and/or higher electricity costs.

1.2.1.3 Disclaimer

=

© Vector Informatik GmbH

Caution: Claims based on defects and liability claims against the provider of this
product are excluded to the extent damages or errors caused by improper use
of this product or use not according to its intended purpose. The same applies
to damages or errors arising from insufficient training or lack of experience of
personnel using this product.

It is not the responsibility of this product or the product provider to monitor
safety critical parameters (e.g. over-current) of the transformer station, the
charging infrastructure (e.g. cables), the charging stations and of the vehicle
and its battery.

Version 3.13 -8-



1.2.2 Prerequisites

Introduction

In order to use the Charging Station Management System (CSMS) as intended, the
following services/materials must be provided by the customer:

>

The CSMS provides functions to manage charging stations. The charging
infrastructure (charging stations, electrical infrastructure and IT systems) is
not part of the CSMS and must be provided by the customer. The charging
station must support OCPP (see chapter 3) and must be able to connect to
the CSMS by an appropriate IT infrastructure.

The charging stations must be configured by the customer to establish an
OCPP communication with the CSMS. Since the configuration process
depends on the used charging station model, additional support by the
charging station manufacturer might be necessary.

For On-Premise customers: The CSMS is a software product. Server
hardware which fulfills the minimum requirements stated in chapter 12.3
Setup must be provided and operated by the customer. The customer is
responsible for a reliable environment, monitoring and data backups.

For Software-as-a-Service (SaaS) customers: The CSMS is offered as an
internet service. The connection between the charging stations and the
internet must be provided by the customer. The connection should be
reliable to ensure a stable operation.

1.2.3 General Data Protection Regulation

Cookies

© Vector Informatik GmbH

When visiting the CSMS user front end, information may be retrieved or stored,
mostly in the form of cookies. This might include information about the user, his
preferences or the device and is mostly used for improvements of the website.
The information usually does not directly identify the user, but it can provide a
more personalized web experience. Blocking some types of cookies may impact

your user experience of the site and the services offered.

Note: Every user of the CSMS front end must be informed about the usage of
cookies. The user accepts the usage of cookies by opening the CSMS front
end.

Version 3.13 -9-



Introduction

1.2.4 Data Storage

Backup

© Vector Informatik GmbH

The CSMS uses a database to store different kinds of data:
> User Accounts

> Username and password of individual users (email address is used as
username)

> Permissions of users
> Last login date and time
> License options of customer

> Relevant data received via OCPP from the charging stations, for example:
> Status information of charging points, e.g. which connectors are in use
> Provisioning data, e.g. configuration parameters of charging stations
> Metering information, e.g. consumed energy
> Authorization requests from customers/vehicles

> Data entered via the user front end, for example:
> Configuration of charging stations and vehicles
> Certificates
> Firmware files for charging stations

> Data exchanged via APIs (REST, VDV261, VDV463, OCPI, ...), for example:
> Fleet management information, e.g. departure time of vehicles
> Preconditioning information
> Clearing information

The data is stored for different time periods depending on the data and corresponding
use-case. Data backups are created by the operator of the CSMS infrastructure.

Users can use the provided reports to export the most important statistics. An export
of the entire database is not provided.

On-Premise customers are responsible to create backups of the database for
themselves.

Version 3.13 -10 -



Introduction

1.2.5 Open-Source Licenses

Open-Source
Licenses

Written offer for
GPL/LGPL source
code

© Vector Informatik GmbH

The CSMS includes several open source software tools. This open source
software is governed by the terms and conditions of the applicable open source
license. You are bound to the terms and conditions of the applicable open
source license in connection with your use and distribution of the open source
software in this product.

A complete list of open source software modules and their respective licenses
can be found in the user frontend via Settings|About and the button [Third Party
Licenses].

On request, a SBOM file can be provided.

Upon request, we will provide the applicable GPL source code files via a link for
a nominal cost to cover provisioning as allowed under the GPL. This offer is valid
for 3 years.

Version 3.13 -11-



1.3 Overview

1.3.1 Architecture

Local E Backend
i OCPI —
: OCPP1.6
Charging | Charging Station &
Station and | Management
Electric Vehicle | System
OCPP 1.6] i
OCPP 2.0.1 |
_C' OCPP 2.1 i %] VDV 463
VDV 261
OCPP 1.6] i
OCPP 2.0.1 '
= OCPP 2.1 ; REST { }
VDV 261 o— !
Edge Device E
Modbus TCP/RTU !
I ,
Energy Management 5 OpenADR
System :
v Exchange of energy data E
opPCP ﬁ

Architecture with
Edge-Device
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Introduction

Clearing Backend
Exchange of data with
Payment and Billing software
providers

eDMS

Exchange of data with
(e-) depot management
systems

Third Party Software
Exchange of data e.g.

with fleet management
systems

Grid Operators
Control signals for grid-
friendly charging

Certification Authority
Provisioning of charging
station certificates

The OCPP connection of the charging station can be made either directly with
the backend or with an edge-device. The following advantages result from a

connection with an edge-device:

> By integrating a smart meter or an energy management system, dynamic
load management can be used. This means that the building connection can
be utilized even more efficiently. This means that more power is available
for the charging infrastructure without incurring a higher risk of overload.

> Load management - static or dynamic - reacts promptly and reliably, without

the connection quality to the CSMS playing a role.

> Charging sessions can be authorized, started and stopped independently of
the CSMS connection. If the CSMS connection is disrupted, e.g., due to a
poor Internet connection, the charging infrastructure continues to be

available with all functions.

Version 3.13
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Introduction

1.3.1.1 External Interfaces

Protocol Description Security (SaaS)

OCPP Communication interface to charging Websocket

(Websocket) | station(s) connection
encryption is 2.8.6
mandatory.

URL (SaaS)"

> wss://ws.vcharm.vector.com/ocpp/<tenant-id>
> Port 443

> TLS/SSL must be activated in charging station

HTTP Access to webserver which provides the | TLS (HTTPS)
graphical user interface encryption is 2
mandatory.

URL (SaaS) " https://vcharm.vector.com

REST API HTTP REST interface to connect with TLS (HTTPS)
other external applications, e.g. Fleet encryption is 8.2.4
Management Systems mandatory.

URL (SaaS) " https://api.vcharm.vector.com/csmsapi/<tenant-id>

VAS Value-Added-Service communication TLS (HTTPS)
with vehicle encryption is 8
mandatory.

URL (SaaS)™
https://api.vcharm.vector.com/csmsapi/<tenant-
id>/vehicle/vas/preconditioning/message

The placeholder <tenant-id> is provided during the setup process.

1.3.1.2 TLS Encryption

Root Certificate In principle, TLS encryption is required for every connection with CSMS. If the
required root certificate is not installed on the end device (charging station,
desktop computer, mobile end device), it will not be possible to establish a
connection. The following certificate must be installed in the device's trust
store: https://letsencrypt.org/certs/isrgrootxl.pem

For on-premise installations, the IT administrator is responsible for activating
TLS and installing the correct certificates.

" For On-Premise customers, the URL differs and must be provided by the customer’s IT department.

© Vector Informatik GmbH Version 3.13 -13 -
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1.3.2 Features

Charging Station
Administration and
Control

Notifications

Vehicle
Authorization

Reporting

Events

Browser User
Interface

Role Management

Sub-Clients

© Vector Informatik GmbH

Introduction

Add, configure and monitor your charging stations via OCCP 1.6, 2.0.1 and
2.1. Change the availability, restart the charging stations and update their
firmware.

Charging points can be configured, monitored and controlled via the user
interface. Guided dialogs support the operator in his various tasks. In case of
problems with a charging session, the operator is notified and supported in
failure diagnosis. Communication with the charging station is via the
manufacturer independent OCPP protocol.

React fast with notifications on events and failures.

Notifications about events occurring in the charging infrastructure, that can
disrupt the operation are classified by severity level and provided in the front
end, via E-Mail and Push Notifications.

Manage and verify vehicle authorization requests.

Various methods are available for the authorization of charging sessions. The
CSMS supports established technologies such as RFID chips, Plug&Charge and
and Autocharge.

Evaluate the usage of your charging infrastructure with comprehensive
reports.

Reports with statistics on completed charging operations can be created for
various purposes. Predefined reports can be customized, exported and
analyzed if desired.

Analyze the behaviour of the charging station.

All information exchanged with the charging stations is listed. Both the original
OCPP message and an event history showing all important information are
displayed.

Keep track of your charging infrastructure via web browser.

Use the CSMS from a browser-based interface with a modern and intuitive user
experience. It allows the user access to all functions. An HTTPs connection
secures the access.

Different rights can be granted to specific user groups.

It is possible to restrict the access to certain functionalities via user accounts and role
permissions. Customized views depending on the user role are available.

Manage multiple customer instances that share an electrical connection.

Independent customers can be created in one instance, whose configuration
and data are stored separately. Load management nevertheless takes all
customer charging points into account and finds the optimum power
distribution. Users only see content in the web interface that has been granted
to them.

Version 3.13 -14 -



Change History

Mobile App

Load Management

Clearing Interface

Certificates / Plug
and Charge

Data Interface
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Introduction

Keep track of configuration changes.

Configuration changes are logged and can be tracked retrospectively.

Stay informed anywhere thanks to our mobile app and push notifications.

iOS and Web App that contains the most important features for charge point
operators.

Manage the maximum load statically or dynamically and benefit from a
variety of charging strategies.

Load management is required at the latest when the total power of the charging
stations exceeds the available installed power. However, costs can also be
saved beforehand by avoiding peak loads at individual charging stations.
Therefore, the available power is divided between all active charging stations
depending on their power limits.

Log billing-relevant data from charging sessions in a lawful manner (CDR) and
exchange it with payment systems via OCPP or OCPI.

Meter readings are centrally recorded and processed. The data is made available for
billing transactions. The meter readings can be protected against manipulation by a
digital signature in order to meet the requirements of the new calibration law.

The Charge Data Records (CDR) can be exported via several interfaces. For the
integration with external payment and billing providers, the standardized OCPP and
OCPI protocol is supported.

Manage certificates for security features.
Authorize vehicles without driver interaction based on digital certificates.

Certificates can be installed and managed on charging stations. They are used
for several security features, for example Plug and Charge.

Certificates can optionally be automatically generated and provided by a
certification authority.

Automate the data exchange e.g. for important planning data with other
management systems.

Existing fleet and depot management systems can be integrated via an
automated data interface and used for optimized load management or pre-
conditioning control. Fleet and depot management systems can use the CSMS
data for their own purposes, e.g. for availability display. Further tools can also
be integrated, such as a maintenance ticket system.

For the integration of electric bus Depot Management Systems (eDMS) or
Intermodal Transport Control Systems (ITCS), the VDV 463 interface is
supported. This bi-directional communication allows the exchange of status
information and planning data.

Version 3.13 -15-



Introduction

Vehicle Monitor and control the vehicle preconditioning via VDV 261.

Preconditioning The control of the preconditioning of electric buses was standardized by the

Verband Deutscher Verkehrsunternehmen (VDV) as a Value-Added-Service.
The CSMS supports the VDV 261 specification.

Charging Schedule Optimized load management based on charging schedules.

Charging schedules can be imported into the CSMS to ensure that vehicles are
fully charged on time for departure. The data can either be received via the
VDV463 interface or imported via an Excel file.

Single-Sign-On Login via Single Sign-On (SSO)

Users can use their company organization account to log in to the CSMS. This
saves users having to enter a password and makes it easier for organization
administrators to manage access to the CSMS.

Optionally, multi-factor authentication (MFA) can also be activated in the
company's identity provider.

Grid-friendly Controllability by Grid Operators

Charging Controllability by grid operators can be implemented via the OpenADR interface

and the interface for external power limits. This may be mandatory by the grid
operators in the case of large charging park installations and is even rewarded
financially in some cases.

Stationary Batteries Control of Stationary Batteries

To avoid peak loads and to save energy costs, stationary battery storage
systems can be integrated and controlled. The CSMS creates a plan for
charging and discharging the storage systems and optimizes it depending on
the charging infrastructure.

Telematics Integration of Telematics Services

Integration Vehicle data can be retrieved via an interface with telematics service providers.

This data is available even when the vehicle is currently in transit and not
plugged into a charging station. Additionally, other data is available that is not
included in other CSMS interfaces, such as OCPP.

© Vector Informatik GmbH Version 3.13 -16 -



Web Browser User Interface

2 \Web Browsenr User Interface

2.1 General

General

Language Selection

Login

Password Entry for
Single Sign-On

© Vector Informatik GmbH

The user interface is a browser-based application. The CSMS can be run with
the following web browsers:

> Google Chrome
> Mozilla Firefox
> Microsoft Edge

The current CSMS version has been tested with the following browser versions:
> Google Chrome v152 64-bit

> Mozilla Firefox v153 64-bit

> Microsoft Edge v152 64-bit

Full functionality is guaranteed with these versions.

Navigate to https://vcharm.vector.com to open the user front end. For On-
Premise installations, the responsible IT department must provide the URL of the
server where the CSMS is running.

On of the following languages can be selected for the user interface:

> English
> German
> French

The login credentials are provided via email. The email contains a temporary
password, which is valid for 60 days and must be changed after the first login.
In case the user forgot the password, a new password can be requested with a
click on “"Forgot Password?”.

After a successful login, the password can be changed in the settings section.

If the email address belongs to an organization that uses the Single Sign-On
procedure, no password is entered in the CSMS. Instead, the user is redirected
to a page of the organization to enter the password. After successfully entering
the password (possibly with multi-factor authorization), the CSMS is opened.

Therefore, the initial invitation email does not contain a temporary password and
the password cannot be changed via the CSMS.

Version 3.13 -17 -
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Web Browser User Interface

— Username*

‘ department@company.com

Privacy Policy Language @

— Username*

department@company.com

— Password*

Forgot password?

Privacy Policy Language &

Client Selection In case the user account is linked to multiple clients, the desired client must be
selected after login. If the user is already logged in, the client can be changed in
the settings menu.

© Vector Informatik GmbH Version 3.13 -18 -



Navigation

© Vector Informatik GmbH

Web Browser User Interface

Select Instance

Your account is linked to more than one instance.
Please select the instance you wish to open:

Instance*

( Company A

Use the navigation bar to open one of the following views, which are explained
in the following chapters.

Navigation with titles Navigation without titles

~
v

<

=
=

Charging Infrastructure
Charging Infrastructure
Requests

New Connections o

& Vehicles v
Vehicles o

® a8 o B %

Tokens

Vehicle Models

Charging Schedule

» £ 0

Map

& 8B O

Events

Messages

Reports

Certificates v

®» O 0

Certificates

Certificate Signing Requests

8 Settings B
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Web Browser User Interface

The header provides access to additional functions:
> Notifications

> Support

> Language selection

> Client selection

If a specific client is selected, the initials of the client are displayed beside the
settings icon.

% 5@ 200

Troubleshooting If your browser does not show the front end but an error message regarding
certificate issues, your browser does not know the certificate used by the
CSMS server. Ask your IT department to install the corresponding Root
Certificate. As a short-term solution the warning can be ignored, but then your
connection is vulnerable for attacks.

© Vector Informatik GmbH Version 3.13 -20-



Web Browser User Interface

2.2 Charging Infrastructure

Overview The “Charging Infrastructure” view is used to configure, control and monitor all
components of a charging infrastructure, especially charging stations.

Before any of the provided functions can be used, the infrastructure topology
and charging stations must be configured.

2.2.1 Topology

Root Node The topology is represented by a tree view and is used both for navigation and
for configuring load management.

The top-level node of this structure is called "Charging Infrastructure” and is
used to combine several independent locations/regions and therefore not
relevant for the load management. It is not possible to configure load
management limits of the top-level node.

The next level in the structure can either be of the Region or Location type.

Region A region has no properties other than a name. It can be used to group several
locations. Another region can also be created below a region if no location has
been created yet. Further levels of the region type are not possible.

Regions are optional. Locations can also be created directly without any
functional disadvantages.

1 Remote Start/Stop #¢ Detailed Diagnosis § Change Availability [ Update Firmware i More Options
Add Region
As sub-element of: Charging Stations
Regions form the highest level in the structure and combine several locations under cne geagraphical name
Europa @
6/255
Cancel Save
Locations and Locations can be created below the start group and below regions. Usually, this
Group Nodes level represents the transformer station and defines the maximum available

power granted by your electric utility.

Create Location The location can be configured in the Charging Infrastructure view in the left
side-panel. Use the B button to open the “Add Location” dialog.

© Vector Informatik GmbH Version 3.13 -21-



Web Browser User Interface

General 0 Add Location
As sub-element of: Charging Stations

Locations form the middle or top level and represent locations with their own grid connection point and possible a load management canfiguration

Location Name* @

0/255

Loadmanagement (@ off () static ) () Dynamic (3

oo | N

A location can contain groups or charging stations, but not both. Further nested
groups could represent other limiting components of the charging
infrastructure, e.g. fuse boxes. A group can be also used to divide charging
stations into logical groups, e.g. customers and employees, although they all
share the same electrical installation.

A group is configured similarly to a location using the menu in the sidebar. Click
the [Add Group] button to open the configuration dialog. If the button is not
available, charging stations have already been created at this level.

Note: Charging stations and group nodes cannot be mixed.

I

Q. Search

~ B Charging Infrastructure
~ @ T @ Building Downtown
=) Battery Booster Pack Downtown
B DC Station 1
By DC Station 2
B DC Station 3
I DC Station 4
» @ Building North
hd G& Southern Region
- 9 ? Building South
~ MRE Underground Garage
&) Battery Booster Pack South
) Ac station 1
I Ac Station 2
[ AC Station 3

I Ac Station 4
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Charging Station

Node with
Charging
Point and
Connector
PaN
e
Edit Topology
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Web Browser User Interface

A charging station represents the device, which opens the OCPP connection to
the CSMS. It can contain multiple charging points with separate Electric Vehicle
Supply Equipment (EVSE) units, so a charging station could charge multiple
vehicles at the same time. Each charging point can contain one or multiple
connectors. A connector is the device, which is plugged into the electric
vehicle.

Example: Triple-Chargers provide three connectors: one CCS, one CHAdeMO
and one GB/T. All of them can be used at the same time, so three EVSEs with
one connector each are necessary.

The number of charging points and connectors is defined by the charging
station manufacturer. The CSMS can auto-detect the configuration and creates
all required elements automatically. Nevertheless, all topology elements can be
also configured manually in the CSMS.

It is recommended to use the automatic configuration process (see 2.2.3
Charging Station Configuration) to configure new charging stations.

Elements except the top-level node can be edited by using the ¢ button:

> Add Charging Station: Add a new charging station below the selected group.
This option is only available for groups.

> Send E-Mail for Setup of Charging Station: Send an email to the installer
with all the information required to set up the charging station.

> Configure: Edit basic information of group or charging station node.

> Move: Move a group or a charging station to a new location within the
topology. All sub-elements are also moved.

> Copy: Copy a group or a charging station. The dialog offers the option to
copy also all sub-elements or just the selected element. All information
except the OCPP ID are copied since this identifier is unique for each
charging station.

> Delete: Delete a group or a charging station. All sub-elements are also
deleted.
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Add Charging Station
Send E-Mail for Setup of Charging Stations

Configure

Copy

Delete

0 Caution: None of these actions can be reverted!
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2.2.2 Load-Management

Activate Load-
Management
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At the site level, load management can be enabled for all charging stations
belonging to this group. When load management is enabled, you can select
either static or dynamic load management.

With static load management, the maximum available power for the charging
infrastructure is fixed. The available power is distributed among all active
charging sessions so that the grid connection limit is not exceeded.

With dynamic load management, the available charging power is continuously
adjusted to the building's current energy consumption. This is achieved using
an edge device that monitors the building’'s consumption via an energy meter.
This ensures that the available connection power is utilized optimally.

The decision on whether to use static or dynamic load management can be
made separately at the location level and for each group level. However, the
setting is only available at the group level if load management has been enabled
for that location.

Caution: The infrastructure topology and the configuration parameters (e.g.
maximum power) are used for calculations in the load management
algorithms. Incorrect configuration has an immediate impact on the behavior
of the load management and the charging session.

Overload of the charging infrastructure (e.g. transformer) must be monitored
and prevented by corresponding safety components. The load management
of the CSMS avoids power peaks but does not have direct control of the
power consumption of charging stations and other loads (e.g. heating
installation).

Note: Dynamic Load Management with a single metering point:

If the site has a low-voltage connection or a single medium-voltage transformer,
dynamic load management is configured at the location level. Groups can be
used to represent substations or to divide the charging stations into logical
groups.

Dynamic load management with multiple metering points:

If multiple medium-voltage transformers are operated at a single grid
connection and load management is to be controlled separately for each
transformer, a group is created for each transformer under the location. Static
load management is selected at the location level, and dynamic load
management at the group level.
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2.2.21 Static Load Management Configuration

Configuration of
Static Load
Management

0
=
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If static load management is activated, the following parameters from the
section General must be entered:

> Charging Strategy: This determines the algorithm of the load management,
i.e. how the available power is distributed to the charging stations. The
individual strategies are described in more detail below.

> Number of Phases: Number of separate phases used for the electrical
wiring.

> Maximum Current in Ampere: The total available current for each phase.
This parameter depends on the installed transformation station or fuses. If
the total current (per phase) from all charging stations in this group is higher
than this value, the load management will limit the consumption to the given
value. Depending on the fuse trip time, a reserve might be necessary to
avoid an overload.

> Phase Voltage in Volt: The voltage measured between any phase (e.g. L1)
and neutral. In most parts of Europe it is 230V.

In the section Peak Shaving, the following parameters must be entered:

> Maximum Load in KW: This parameter is not relevant for the overload
protection but can be optionally used to limit the power in order to prevent
exceeding the average power value contractually agreed with the grid
operator (Peak Shaving).

> Power Supply Limit in kW (read-only): This is the maximum deliverable
power of the connection. This value is calculated by the parameters above
(No. Phases * Max. Current * Phase Voltage).

> The configuration of charging schedules is described in 2.2.2.3 Power
Schedule Configurations

In the section Advanced Settings, the following parameters can be entered
optionally:

> Fallback Charging Limit: Maximum charging power per charging point (DC
Charging): This value is stored in the charging station. It specifies the power
limit of the charging point if the connection to the backend is interrupted.

> Fallback Charging Limit: Maximum charging current per charging point (AC
Charging): This value is stored in the charging station. It specifies the
current limit of the charging point if the connection to the backend is
interrupted.

Note:
When AC chargers are used, the maximum current must be at least 6A.

When DC chargers are used, the maximum power must be at least 3kW.

Caution: If the parameters “Number of phases"” or "Phase Voltage" are changed
in an existing configuration, the new values are also applied for all sub-nodes.
This could lead to unintended limits, so all limits should be checked after this
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change.

Caution: Load management basically regulates consumption by the vehicle.
Power losses caused by cables or voltage converters in the charging
infrastructure are not taken into account. If these losses are too high,
appropriate buffers must be added in the load management configuration.

Sub-Groups For sub-groups the same Number of Phases, Phase Voltage and Charging
Strategy is used and therefore these properties cannot be changed. However,
the Maximum Current and Maximum Load must be entered. This is relevant if
the group represents a limiting component in the infrastructure or a virtual limit
should be used for all charging stations of this group.

@ Core Add Group

As sub-element of; Charging Stations
Peak Shaving

— Group Name*
Advanced Settings
Depot

Loadmanagement™ () off (@ sStatic () Dynamic

Charging Strategy

— Select Strategy*

Balanced

Charging Rotation @i Interval minutes

Power Supply

Number of phases
Maximum Current”

16

— Phase Valtage~

230

Pawer Supply Limit*

11.04

S
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2.2.2.2 Dynamic Load Mangement Configuration

Configuration of
Dynamic Load
Management

Meter Configuration
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Note: Measured values of the building consumption are required for dynamic
load management. The integration of an edge-device is therefore required for
this feature. The configuration is described in Chapter 4 Edge-Device.

If static load management is activated, the following parameters must be
entered in addition to the static load management:

> Maximum Load in kW: The maximum total power (charging infrastructure,
building, Machines, etc.) to be consumed. The dynamic load management
controls the power consumption of your charging infrastructure so that the
specified limit is not exceeded. In contrast to static load management, this
value does not only refer to the charging infrastructure, but to the total
consumption.

> Fallback Value — Maximum Power: The power to be consumed by the
charging infrastructure when the meter has not sent a reading to the CSMS
for a certain time (e.g. network fault). The value must be selected so that,
together with the consumption of other consumers, the connection limit is
not exceeded.

> Time without measurement: When no meter reading was received for the
specified time, the fallback power value will be applied.

In addition, you must select the energy meter to be used for dynamic load
management. In the "Energy Meter"” section, first select the appropriate energy
meter model. If the appropriate model is not listed, you must add it in the
settings (see 2.10.6 Modbus Device Models).

If a Modbus/TCP device has been selected, the following settings must also be

configured:

> Modbus TCP Server IP Address: The network IP address of the meter
through which the meter reading can be retrieved. The IP address must be
accessible from the edge device.

> Modbus TCP Server IP Port: The TCP port number for the Modbus
connection. The default value is 502.

Regardless of the meter type, the following settings must be configured:

> Polling Interval: The interval in seconds specifying how often a new reading
should be retrieved from the meter. For example, a value of 1 means that the
value is updated every second. A shorter interval allows load management
to respond more quickly to changes in building consumption.

> Device ID: A unique ID for the meter. The ID can either be set on the meter
or found in the device manual.
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Add Location

As sub-element of:

General

Peak Shaving

Energy Tariffs (Beta)
Eneroy Meter Type*

PV Usage Modbus Device

Energy Meter

Advanced Settings

Device Selection®

Janitza Umg 96

192.168.0.11

502

Modbus TCP Server IP

Charging Stations

Energy Meter Configuration

Address®

Modaus TCP Server Part
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Locations form the middle or top level and represent locations with their awn grid connection peint and possible a load management configuration.

@ ~nedge device is required to connect a modbus device. The Modbus devices can be edited in the settings.

Cancel Save

Certain load management configurations require preplanning, such as the
Schedule-based charging strategy or the strategy option Cost Optimization.

To ensure that the preplanning is as accurate as possible, the restrictions by
dynamic load management must also be taken into account.

For this purpose, an average value is determined based on historical values,
which is used in the planning. The historical values from the last 3 weeks are
used for the respective weekday and time and the average is calculated.

If insufficient data is available, half of the power limit is assumed as the building
consumption. It is therefore possible that the optimization results in the first 3

weeks are not yet ideal.

Example: The forecast for Tuesday, 17:00 - 17:15 in calendar week 30 is the
average value for Tuesday, 17:00 - 17:15 from weeks 29, 28 and 27.
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2.2.2.3 Power Schedule Configurations

Overview The "Maximum Power" parameter, which is set as the upper limit for the
charging infrastructure in static load management and as the upper limit for total
consumption in dynamic load management, can also be configured to be time-
dependent. Up to 12 entries with individual power limits can be defined for each
day of the week, which overwrite the "Maximum Power" parameter. If no entry
is created for a certain period, the "Maximum Power" value applies again.

Schedule The configuration of the individual days of the week is displayed in the "Peak

Configuration Shaving” section. After a weekday has been unfolded, a new power value can
be configured using the [Add entry] button. The period for this limit must not
overlap with other entries.

Unnecessary entries can be deleted.

Copy Entries If the configuration is identical/similar for several or all days of the week, the
entries can be copied to other days of the week using the copy button:

- For other weekdays
- For all weekdays Monday - Friday

- For all weekdays

@ General Add Group

As sub-elerment of: Charging Stations
Peak Shaving

— Maximum Power {Charging Infrastructure + Building) * - Power Supply Limit*

il W@ fom 11.04

Advanced Settings

k Value - Maximurn Pawer (Charging Infrastructure) * —————————— — Time without measurement

W@ after 10

Monday
0:00 - 24:00 T1kw

Tuesday
F
0:00 - 24:00 11kW ® 0D

Wednesday
0:00 - 24:00 11kw

@0

Thursday
F
0:00 - 24:00 11kW ® O

Friday
0:00- 24:00 11kW

@D

Saturday
0:00 - 24:00 11kw

® M0

@ The following examples demonstrate how versatile time-based limits can be
used.
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Example 1: If a peak load is expected for a limited time due to the charging
infrastructure and other large consumers (e.g. a canteen or machines), the
charging power can be reduced during this time. Outside of this time, charging
can take place at full power.

Example 2: Charging can be completely deactivated for certain periods of time
by reducing the limit to OkW. For example, charging points without authorization
could be made available to visitors, which can only be used during office
opening hours.

2.2.2.4 Charging Strategies

2.2.2.4.1 Charging Strategy Balanced

Charging Strategy
Balanced

Charging Rotation

The "Balanced"” charging strategy distributes the available power evenly across
all charging sessions. This allows as many vehicles as possible to charge at the
same time, but the individual charging session may take longer until the battery
is fully charged due to the divided power.

Vehicles that are already fully charged are considered in the planning with 6A
per phase (AC charging) or 3kW (DC charging). This allows the vehicle to
continue to draw energy at a later time, e.g. for trickle charge or the auxiliary
heating.

As the number of charging sessions increases, the available power is
distributed until the minimum power or current is reached for all of them. After
that, charging sessions must be paused so that the limit of the power supply is
not exceeded.

If the Charging Rotation feature is activated, vehicles get up to 30min. charging
time. The interval time of 30 minutes can be adjusted if required. After that, the
power is assigned to other vehicles that have been paused so far. Vehicles that
are already fully charged are also offered power. If the charging session does
not start within 3 minutes, the power is reassigned to another vehicle.

2.2.2.4.2 Charging Strategy Schedule-based

Charging Strategy
Schedule-based

Assignment of
Planning Data

© Vector Informatik GmbH

In schedule-based distribution, the departure time and the Target-SoC of the
vehicle are used for prioritizing the charging sessions. Therefore, this charging
strategy can only be used meaningfully if this data is provided by a planning
system (e.g., depot or fleet management system).

The different options to manage charging schedules are explained in 2.5
Charging Schedules.

When a new charging session is started, a check is made within the available
planning data to see whether there is a matching data record. An assignment
takes place if the vehicle linked to the started charging session matches the
vehicle in the planning data and the start time of the charging session matches
the period in the planning data. In this case, the actual arrival time may be
between 2 hours before the planned arrival time and the planned departure
time.
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The data record is also used if the bus charges at a different charging station /
charging station group than described in the planning data.

The planned data (VDV463) may change during the charging session (target
SoC, departure time, preconditioning values). The Load-Management then
performs a recalculation and, if necessary, updates the charging profile for all
affected charging stations.

If planning data is incomplete, substitute values are used for the missing values.
The values are described under "Spontaneous Charging”.

Charging sessions that are started without planning information are scheduled
and prioritized according to the same procedure as charging sessions for which
planning data has been received in advance. The following values are assumed
for calculating the priority:

> Energy demand: The energy demand is calculated from the current battery
charge level (SoC) and a charging target of 100%. If the current battery
charge level has not been received from the charging station, the
configured battery capacity is used as the energy demand instead. If this
information has not been configured, 300kWh is used as a default value.

> Standing time: 8 hours

If planning data for vehicles is only created and received after charging has started,
charging begins as a spontaneous charging session and is updated later with the
planning data.

2.2.25 Strategy Options

Configuration of
Load Management
Behavior

Regardless of the charging strategy, there are configuration options that can be
used to adjust the load management behaviour. These options are available in
every charging strategy, but can have different effects depending on the
charging strategy.

2.2.2.51 Cost-optimized Charging

Cost Optimization

=
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With the option cost-optimization, the costs for charging can be reduced if the
energy supplier's tariff includes variable prices, for example a day/night tariff.

Costs can be saved by prioritizing charging sessions at times when prices are
low. It is usually possible to postpone charging sessions if vehicles are parked
at the charging station for significantly longer than they are actually charged.
This is often the case, for example with employee vehicles during working
hours or with fleet vehicles during the night.

The load management creates a charging plan and starts/pauses charging
sessions based on the price information so that the vehicles receive the
necessary energy to fully charge before the vehicle leaves again.

Caution: The cost optimization is still in beta status, as not all planned
functionalities have been implemented yet and can only be used with
restrictions.
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Basis Configuration The following parameters are necessary for calculating the charging plan:

> Parking Duration: To ensure that the vehicle is reliably fully charged, it is
necessary to know the minimum time the vehicle will be at the charging
station. The departure time is calculated from the arrival time and the
Parking Duration parameter.

> Maximum Amount of Energy per Charging Session: The amount of energy
required must be known so that the charging session is not paused for too
long. A high amount of energy can lead to the charging session being
started even at high prices. This ensures that the vehicle is fully charged
before departure.

> Optimization Risk: Defines the risk that is taken during optimization in order
to shift charging to periods with low electricity costs. If a high risk is
specified, as much of a charging session as possible is shifted to periods
with low electricity costs, but this means that there is a possibility that a
charging session that deviates from the assumed values (shorter parking
duration or higher energy quantity) will not be fully charged.

" Cl [l AV | =
General Add Location

As sub-element of: Charging Stations

Peak Shaving
Locations form the middle or top level and represent locations with their own grid connection point and possible a load

Enerqy Tariffs (Beta) management configuration.

Advanced Settings
L Use Cost Optimization

Default Assumptions

Default Parking Duration 8 ~ hours 0 ~ minutes @
Default Maximum Energy Amaunt per Charging Session*
50 kwh | @
Optimization Risk () Low (® Medium () High @

Used Electricity Tariff
Select Tariff Source*

Custom -

Notes

Day-/Night Tarif EV101 ®

Base Cost per kWh*

03

Energy Tariffs If the cost optimization has been activated, price information must be
configured. There are two sources for price information:

> Weekly schedule with fixed prices
> Dynamic day-ahead prices, automatically received from the spot market
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For the weekly schedule, the currency is not relevant for load management, so
any currency can be used.

Up to 12 entries with individual prices can be defined for each day of the week.
If no entry is created for a specific period, the "Base price" value applies again.

General Add Group

As sub-element of: Charging Stations
Peak Shaving

Ene rgy Tariffs (EE|3J — Seleot Tarifl Seurce™
Custom
Advanced Settings
~ Motes

Day-/Night Tariff EV101

B Cost par kith™
03

Monday
0:00- 6:00 0.2 cost/kWh | 6:00-22:00 0.3 cost/kWh | 22:00 - 24:00 0.2 cost/kWh

00:00 06:00 ‘ 02 costkWh

22:00 ‘ 02 cost/kiwh

Cancel Save

The configuration of the individual days of the week is displayed in the Energy
Tariffs section. After a weekday has been unfolded, a new price can be
configured using the [Add entry] button. The period for this price must not
overlap with other entries.

Unnecessary entries can be deleted.

If the configuration is identical/similar for several or all days of the week, the
entries can be copied to other days of the week using the copy button:

- For other weekdays
- For all weekdays Monday - Friday

- For all weekdays

As an alternative to the weekly schedule, price information can also be received
automatically from the exchange. The support is available to help you configure
the relevant parameters.

The "Parking Duration" and "Maximum Amount of Energy per Charging
Session" values are automatically determined individually for each vehicle over
time. The last 10 successful charging sessions are used as a basis, whereby AC
and DC charging sessions are considered separately. If not enough charging
sessions have taken place, the default values (see above) are used.
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Whether the individually learned values should be used or the default values
instead can be set separately for each vehicle (parameter "Use learned values
of the vehicle for the cost-optimized charging strategy" in the vehicle settings).

For vehicles with very fluctuating charging behavior (e.g. company pool
vehicles), it is recommended to fall back on the default values and deactivate
the function on the vehicle.

Use historical data in Load Management [©] l l
[] Avoid Charging Breaks @ [

[[] Keep minimum power after charging has finished @

The currently learned values can be checked in the vehicle view.

The "Charging Session Details" report can be used to check which values were
actually used for a charging session. After expanding the desired entry, the
values are displayed under "Assumed Parking Duration Used by Load
Management" and "Assumed Charged Energy Used by Load Management".

Assumed Parking Duration Used by Load Management 6h8min

Assumed Charged Energy Used by Load Management 23,08 kWh

2.2.2.5.2 Manual Priorisation

Summary

© Vector Informatik GmbH

If the prioritization in the selected charging strategy is not correct in individual cases,
the prioritization can be influenced manually. The following options are available:

> Prioritization of charging points: The “Charging Priority” parameter in the
charging point configuration (see 2.2.3.4 Charging Station Parameters) is
used to prioritize all charging sessions that take place at this charging point.

> Prioritization of vehicles: All charging sessions from this vehicle are
prioritized via the "Charging Priority” parameter in the vehicle configuration
(see 2.4.4 Vehicle Parameters).

> You can view and change the current priority using the configuration dialog
for a running charging process (see 2.5.3 Manual Administration of
Charging Schedules).

> Anindividual charging session can be prioritized via the [Boost Charging
Session] option. The setting only applies to the current charging session.
The option can be accessed from various menus.

"Boost Charging Session” options:

> In the "Charging Infrastructure” view at group level, the option is located in
the “Details"” table in the action menu for each charging point.

> Inthe “Charging Infrastructure” view at charging station level, the option
can be found in the action menu of the respective charging point.
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> Inthe "Vehicles" view at vehicle level, the option can be found in the action

menu.
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2.2.2.5.3 Power After Charging Is Finished

Power After

Charging Is
Finished
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0e
Parameters

© Vector Informatik GmbH

Vehicle

S5-V2234

S-V4015

Bus &-
V7601

3-v6D10

SVI012

Current
Power

50.36 kw

49.68 kw

81.21kw

38.5kw

39.65 kW

Peak Power
L6 b

265.5 kil

SoC

97.5%
90 %
35%

60 %

Gharged Energy
flast & oz
254.5 kwh

W Stop Charging Session

»

Boost Charging Session

Restart Charging Station

Chart Change Availability

Ener¢
Edit Location

a @ o

©

Open Event History
[ Open Report »

76.43 kWh 2h0min

25 kwh 50 min

17.35 kWh 24 min

The power distribution after the end of charging can be influenced by a setting,

as this situation often requires a compromise.

As soon as the vehicle signals that no power is currently required, no more
power should be allocated to this vehicle and instead the power should be made
available for other charging sessions.

However, this vehicle can then no longer independently call up energy that is
required, for example, to recharge the battery or to heat/air-condition the

vehicle.

Example: In a property with 30 AC charging stations and a grid connection of
125 kW, for example, 15 fully charged vehicles would block half of the grid

connection if the minimum load is reserved for each vehicle.

Depending on the charging situation, it may make more sense to provide a
vehicle with the minimum power or to use the power for other charging
sessions. The "Power after Charging Is Finished" option can be used to control
the behavior.

To do this, open the settings at location level via [Configure] and open the
[Advanced Settings] section. The following options are available:

> After end of charging continue to reserve minimum power: Power is reserved
for the vehicle, even if the vehicle is not currently charging. The power for
other ongoing charging sessions may therefore have to be reduced.
However, the paused vehicle has the option of continuing the charging
session or receive energy for the air conditioning/heating system at any time.
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> After end of charging allocate power preferentially to ongoing charging
sessions: If there is no more unused power, the power is allocated to
ongoing charging sessions. The paused vehicle is limited to 0 A / 0 kW and
may no longer get any energy. If there is still unused power available, the
minimum power is allocated to the vehicle again.

| & Remale Slarl/Slap #{ Delailed Diagnasis 8 Change Availabilily B update Firmware B Cerlificates - B LogFiles - i Mora Opli

ing Stations P

Configure Building Downtown

General

Locatiens farm the middle or top level and represent locations with their awn grid connection point and possible a load management configuration
Pesk Shaving

Energy Tariffs (Beta) Charging Points - Fallback Charging Limit
o shaaing sower 39 oharging soint D1 Craring

Advancad Settings 500 vje

RASHITAM GRarIng SUTER par <harmng Pt AT Gharg g

10 L@

External Pawer Limit (EMS) &

&% clivale External Pawer Limil

Fower After Charging Is Finished &

Afterend of cherging (@) conlinue to reserve minimum power () allocale power preferentially lo ongoing charging processes i

cancel save

191€ 14% 341.4 kW 548.9 kWh

Reference: Other settings that have an influence on load management but are
assigned to a vehicle are described in chapter 2.4.4 Vehicle Parameters.

PV Usage

Charging vehicles with energy from a photovoltaic system can offer economic
and environmental benefits. Therefore, the CSMS includes a feature that allows
vehicles to be charged exclusively with PV energy.

The CSMS allows users to set time periods during which power is allocated to
vehicles only as long as the energy is being generated locally. Control is similar
to that of dynamic load management, based on consumption measurements at
the grid connection point. The control system regulates the consumption of the
charging stations so that consumption is 0 kW. If consumption from the grid is
measured, the power to the charging stations is gradually reduced until
consumption returns to 0 kW. If energy is measured being fed back into the
grid, the power to the charging stations is gradually increased, if possible.

In principle, this method can also be used for other local energy sources, such
as wind power.

Since the power output and amount of energy generated by the photovoltaic
system can be highly volatile and constantly fluctuate with weather conditions,
this setting does not guarantee that the vehicles will be fully charged. If
necessary, the charging period must be ended early enough to allow the vehicle
to be fully charged using energy from the grid if needed.
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Example: If vehicles are only needed on weekdays and are connected to the
charging point from Friday evening through Monday morning, the time window
for PV charging can be set from Friday at 6:00 p.m. to Sunday at 10:00 p.m. The
vehicles are then charged with PV energy during the day on Saturday and
Sunday. If heavy cloud cover prevents a full charge, the vehicle is fully charged
using grid power from 10:00 p.m. on Sunday until early Monday morning.

oD

Prerequisites An edge device is required for dynamic control of consumption at the grid
connection point. A power meter must be connected to the edge device.

In addition, the “"Cost-Optimized Charging” option must not be enabled.

Activation of PV To enable this feature, you must turn on the [Enable PV Usage] toggle in the
Usage Location-level settings. If cost-optimized charging is already enabled, the
toggle will be grayed out.

Maximum Output Next, you must enter the Maximum Output Power of PV inverter. This is not the
Power of PV peak power of the PV system (kWpeak), but rather the output power of the
Inverter inverter (AC voltage).

During a period when charging is to be powered exclusively by PV energy, the
maximum output power of the PV inverter serves as the power limit for the
charging infrastructure; in other words, no more power than this value is
allocated to the charging points. Outside the configured time periods, the limit is
determined by the static/dynamic load management setting plus the maximum
output power of the PV inverter. Thus, the charging stations can be charged at
the full power of the grid connection plus the full power of the inverter.

If PV usage is disabled, the maximum output power of the PV inverter has no
effect on load management.

Configuration of You can then define the time periods during which charging should be done

Time Periods exclusively with PV energy. The dialog displays the individual days of the week.
After expanding a day of the week, you can configure a new time period by
clicking the [Add Entry] button. Time periods must not overlap with other
entries.

Unnecessary entries can be deleted.

Copy Entries If the configuration is identical or similar for several or all days of the week, you
can use the Copy button to apply the settings to other days of the week:

- For other days of the week
- For all days of the week, Monday through Friday

- For all days of the week
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General Configure Building Downtawn

Locations form the middle or tap level and represent locations with their own grid connection point and possible a load management configuration

Peak Shaving .
o
-~ .
Energy Tariffs (Beta)
@ Encble PV Usage @ b

PV Usage

Maximum Cutput Power of PY Inverter a
Advanced Setlings 220 kw @

PV only schedule
Defines the time slots where charging sessions with priority Nermal and High are only supplied with power from the PV system. Charging
sessions with pricrity Highest (Boost) are always supplied with the maximum power,

«e  Manday
v X
= 0.00-10:00 Disabled 110:00 - 16:00 Enabled | 16:00 - 24:00 Disabled

10:00 16:00 ]

+ Add entry m

. Tuesday

@b

- 0:00-10:00 Disabled | 10:00 - 16:00 Enabled | 16:00 - 24:00 Disabled @n
|
> & r{:;jelsndgi Disabled | 10:00 - 16:00 Enabled | 16:00 - 24:00 Disabled @D
’ E ;’:;JE:E-“‘EIIZYDO Digabled | 10:00 - 16:00 Enabled | 16:00 - 24:00 Disabled @ rD
S B e e e emn -
‘ Gancel Save

2.2.2.7 External Power Limits

Summary

Interfaces

Configuration
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The CSMS can take several power limits into account simultaneously when
calculating the charging profiles. The limits for static and dynamic load
management have already been explained in the previous chapters.

Limits from external systems can also be taken into account. These systems
can either set event-based limits, for example only during an overload situation.
Alternatively, the systems can also set and update the limits on a recurring
basis. This can be used for the integration of energy management systems
(EMS) in order to react dynamically to the current load situation. This also
makes it possible for the regulation for dynamic load management not to take
place in the CSMS, but in an external system that can also control other
consumers in addition to the charging infrastructure.

The following interfaces are provided for integration:
> Modbus/TCP
> REST

These interfaces are offered by an edge-device. Details on the interface
description can be found in the edge-device documentation.

The interface must be activated in the CSMS so that the limits are taken into
account in the calculation.
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To do this, open the [Configure] menu in the top group. If an edge-device has
been connected to this group, the “External Power Limit" functions can be
activated and deactivated in the "Advanced Settings” section.

| & Remale Slart/slap #{ Delailed Bingnasis 8 change Availability B update Firmware B Gertificales - B LogFiles - i More Opli

ing Stations.

General Configure Building Downtown

Locations form the middle er top level and represent locations with their own grid connection point and possiole a load management configuration
Peak Shaving

Energy Tariffs (Beta) Chargi - Fallback Chars

Advanged Settings 500 kw | @

N charing cutent pr charging pnt (€ Charging)
10 A@

External Power Limit (EMS) &

& Actvale External Pawer Limil

Power After Charging Is Finished &

Afterend ol charging (@) continue to reserve minimum power () allozate power preferentially to ongoing charging processes

191€ 14% 3414 kw 548.9 kwh

The received limit can be checked both in the edge-device interface and in the
CSMS interface (see 2.2.4 Status Overview).

Automatic Power Adjustment

Load management can set power limits for the charging infrastructure in order
to limit power consumption. However, actual consumption is always controlled
by the electric vehicles. While the vehicles are not allowed to consume more

than the limit set by the CSMS, they can consume less. This unused power can
be distributed to other charging sessions through automatic power adjustment.

The CSMS continuously monitors the vehicle power consumption. If the CSMS
detects that consumption is lower than the amount allocated to the charging
point, it assigns a new, lower limit.

Since the CSMS does not know the vehicle's current power demand and can
only make conclusions based on measured values, it allocates slightly more
power to the charging point than the vehicle is consuming (provided this does
not cause any other limit to be exceeded). This allows the vehicle to increase its
consumption again at any time.

Upon the first reduction, the charging point receives the currently consumed
power plus 10% of that amount. If the vehicle utilizes the new limit, it can be
assumed that the vehicle would charge at an even higher power level.
Therefore, the limit is adjusted to a higher value if the next measurement
indicates that the vehicle is utilizing the 10% additional power. The new limit
corresponds to half the difference between the charging point’s maximum
power and the current consumption. If the next measurement indicates that this
power is also being fully utilized, the maximum possible power is allocated.

Automatic power adjustment begins no sooner than 120 seconds after the start
of the charging session, and the system waits for the first measurement value.

Consumption is measured regularly by the charging infrastructure and sent to
the CSMS. Depending on the configured measurement interval, it may take
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several minutes for the limit to be adjusted up or down. If this delay is too long,
the measurement interval must be set to a shorter duration.

Example: A DC charging station can deliver a maximum of 150 kW of power to a
vehicle. Once the charging process has started, the full 150 kW is assigned as
the limit.

o)

The vehicle initially uses only 50 kW, so after a short time the limit is reduced to
55 kW (50 kW + 10%).

Later, the vehicle wants to increase the power to 150 kW, but it cannot exceed
the 55 kW limit. As soon as the CSMS receives a new power consumption
reading, the limit is adjusted to approximately 100 kW.

If the vehicle also reaches this limit, the full 150 kW is reassigned after the next
power consumption reading.

In the meantime, the unused power has been made available to other charging
sessions.

2.2.3 Charging Station Configuration

Summary A new charging station can be configured using two different methods:

> Automatic configuration process: First, the charging station is configured
and put into operation. The charging station establishes an OCPP
connection to the CSMS and is displayed there as a new charging station. In
order to use all functions, the charging station must still be configured in the
CSMS. During configuration, only information that has not yet been
transmitted by the charging station needs to be added.

> Manual configuration process: First, the charging station is created in the
CSMS with all the necessary information. After commissioning, the charging
station can then connect to the CSMS at any time and immediately use the
full range of functions.

Depending on the cooperation model with the electrician on site, one or the
other method may be more efficient and simplify the installation and
configuration process.

Note: The following information is typically required to configure the OCPP
backend connection in the charging station:

> OCPP backend address: The connection address in URL format (see 1.3.1.1
External Interfaces)

> OCPP ID: A unique identifier for each charging station

> Password: An individual password that protects the connection to the OCPP
backend

> TLS root certificate: The correct root certificate for TLS encryption, if not
already installed by the charging station manufacturer (see 1.3.1.2 TLS
Encryption)
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2.2.3.1 Preparing the Charging Station Commissioning

Prepare Charging
Station

© Vector Informatik GmbH

To provide the installer with all the necessary information about configuring the
OCPP connection, an email containing all the relevant information can be sent
from the CSMS.

The dialog box can be opened via the [New Connections] view and the [Send
Installation Instructions by E-Mail] button.

At least one email recipient must be entered in the dialog box. Optionally,
additional recipients (direct or in copy) can be entered.

Then, any number of charging stations that are configured by the installer can
be entered. The following information can be filled in:

> OCPP ID: The charging station is identified by the OCPP ID. Therefore, the
OCPP ID must be unique for each charging station.

> Vendor / Model: Optionally, a vendor and model can be selected. If the
fields are filled in, the email will contain a PDF guide with all the relevant
steps for configuration. If the desired model is not available in the list, the
fields can be left blank.

> Comment: A comment with additional information for the installer, e.g.,
assignment to parking spaces, phase rotation, etc.

If many similar charging stations need to be created, a completed entry can be
duplicated using the plus symbol and then customized. An entry can be deleted
using the trash can symbol.

The email is sent by clicking on [Send].
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@ Send E-Mail With Installation Instructions
Send an E-Mail with detailed instructions on how to setup a charging station to a coworker or contractor.

name@company.de & ‘

‘ CC ‘

Charging stations to be added

— OCPPID* (— Vendor — Model (— Comment
& | cPa ‘ Vector Informatik ~ ~ Vector Model 1 - Parking Lot A ‘ ]
— OCPPID* (— Vendor — Model (— Comment
o | cP2 ‘ Vector Informatik =~ ~ Vector Model 1 - Parking Lot B ‘ [
OCPP ID* ‘ Vendor - Model - Comment ‘

o For the OCPP IDs only numbers, letters and the chars ._%+@- are allowed.

2.2.3.2 Automatic Configuration Process

Summary Once the charging station has been configured and an OCPP connection to the
backend has been established, information about the charging station model is
automatically requested. This information simplifies the next configuration step
and prevents inconsistent configuration.

Charging stations that have connected to the CSMS but have not yet been
configured are listed under [New Connections].
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Send Installation Instructions per E-Mail | (¢}
Open Connections

(@ How to connect a charging station

>

For charging stations tc appear in the table below, they must be connected to the following OCPP URL:
‘ wss://ws.vcharm, works/ocpp/ i0) Copy OCPP URL

« Charging stations connected via OCPP are displayed here until you have completed their setup.

+ Click on Complete Setup in the table to finish the configuration of the selected station.

+ Only accept charging stations that you trust.

= To help you to configure your charging station, you can use our commissioning slides, which show how this works for different
manufacturers: Commissioning Slides

OCPP Last Vendor Model Serial Firmware Charging Status
ID request Number points
Ci Ready f
charger!  2hrsago ompany HPC 123456 10 2 o Joadytor Complete Setup
Inc. Setup
Cx Ready f
charger2  2hrsago . HPC 123456 10 o Readyfor Complete Setup
Inc. Setup
Vector Vector Ready for
h -3 h 2 v
charger- an hour ago Informatik Model 1 Setup Gomplete Setup
Compan: Ready far
charger-4 LR HPC 2 v g Complete Setup
Inc. Setup
harger-5 h Missing Detailed Di
charger- an hour ago Password etailed Diagnosis
charger-6 2 hrs ago Missing Detalled Diagnosis
g g Credentials 9
. Username . . .
acppld-1 9 mins ago Conflict Detailed Diagnosis

Open Connections  The table contains the following information:

> OCPP ID: The ID with which the charging station identified itself. Since the
OCPP ID must be unique for each charging station, the CSMS can use it to
determine whether the charging station has already been configured or not.

> Last request: The time at which the last OCPP message was received.

> Vendor / Model / Serial Number / Firmware: Information about the charging
station that was transmitted by the charging station.

> Charging points: Number of charging points that were detected.

> Status: If all the information required for configuration has been exchanged,
the status is “Ready for Setup.” Otherwise, the status indicates which
information is missing.

If communication with the charging station is faulty or incomplete, further
information can be displayed via [Detailed Diagnosis]. The scope of the detailed
diagnosis is described in 2.2.5 Charging Point State Diagnosis.

Once all the necessary information has been received from the charging station,
the configuration can be created via [Complete Setup]. A dialog box for
completing the configuration opens.

First, the location or group from the topology where the charging station is to be
added must be selected. All other fields that need to be filled in are described in
2.2.3.4 Charging Station Parameters.

© Vector Informatik GmbH Version 3.13 -44 -



Web Browser User Interface

2.2.3.3 Manual Configuration Process

Summary If the charging station has not yet been put into operation but the CSMS
configuration needs to be created, a charging station can be created in the
topology at any time.

Use the E button for a location without a group or for a group to open the "Add
Charging Station” dialog.

2.2.3.4 Charging Station Parameters

Summary The following parameters are relevant to create a charging station. If
parameters are mandatory but no valid value has yet been entered, saving is not
possible. In addition, a red dot is displayed in the menu on the left-hand side for
entries that are still incomplete.

Charging Station The number of charging points and connectors has already been automatically

Components detected and created during the automatic configuration process. If the
automatic detection was incorrect, the number can be corrected by clicking on
the pencil icon. Charging points and connectors can be added using the plus
icon and removed using the trash can icon.

In the manual configuration process, one charging point and connector has
already been created and must be expanded if necessary.

@ Add Charging Station @
Add ta*

CZ  Building Downtown

Charging Station Name*
[y Parking Spot 3 /7 { Parking Spot 3

o Charging Point 1 14/255
.1l Connection Data

0 Connector 1 OCPP ID Charging Station™*

charger-1
@ Connector 2

@ Charging Point 2 T Power Supply
— Maximum Current*

@ Connector 1 16

@ Connector 2
B Optional

‘ Cancel ‘ Save and Restart |

Connection Data Each component (Charging Station, Charging Point and Connector) requires an
OCPP ID:

> OCPP ID Charging Station: This ID is used during the connection setup
between a Charging Station and the CSMS. This ID must be unique across
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all charging stations. Only numbers, letters and the chars ._%@+- are
allowed.

> Charging Point OCPP ID: This ID identifies the charging point and must be
unique across all charging points of this charging station. Usually, this ID is a
consecutive number starting with 1.

> Connector OCPP ID: This ID identifies the connector and must be unique
across all connectors of this charging point. Usually, this ID is a consecutive
number starting with 1.

If the automatic configuration process was used, the OCPP IDs for all
components are already entered correctly.

Power Supply If load management is activated for this specific group, additional parameters
Configuration must be set.

For the Charging Station, the Maximum Current in Ampere must be set. This
value depends on the charging station model, the wiring, and fuses. The total
current of all charging points (per phase) will be limited to this value.

The power supply settings must also be entered for each Charging Point. The
settings are different for AC and DC charging points:
AC:

> Phase Rotation: To avoid an unbalanced load, it is recommended to rotate
the phases for each charging station. Especially if vehicles only use one
phase, the phase rotation ensures a distribution of the load over all phases.
The load management considers this information in the calculation of the
current load.

> Maximum Current in Ampere: The maximum permissible current per phase.

> Phase Voltage in Volt (read-only): This value is derived from the top-level
group.

> Power Supply Limit in kW (read-only): This value is calculated by the
parameters above (No. Phases * Max. Current * Phase Voltage).

> Maximum Current in Ampere: This value is calculated by the parameters
below (Power Supply Limit / No. Phases / Phase Voltage).

> Phase Voltage in Volt (read-only): This value is derived from the top-level
group.

> Power Supply Limit in kW (read-only): This is the maximum deliverable
power of the connection.

Caution: The actual number of phases used depends on the vehicle and may
vary with each charging session. The CSMS automatically detects the phases
used, provided phase-specific currents or power are sent by the charging pole.

Therefore, the MetervaluesSampledData configuration parameter must
contain either the Current . Import Or Power.Active.Import value.

Recommended configuration:

Energy.Active.Import.Register,Current.Import

Configuration of parameters is described in chapter 2.2.10.
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The charging priority influences the power distribution in load management.
Depending on the set charging strategy, the charging session is prioritized for
power distribution if the value "High" or "Highest" is selected.

Add Charging Station @
As sub-element of

Underground Garage

— Charging Point Name*
[+) USSR + Charging Point 1 ‘
0 Charging Point 1 + 0 — Charging Priority 16/500
Normal -
@ Connector 1 [] @
.1] Connection Data
— QCPP 1D Charging Point*
1 ‘
T Power Supply
Charging pointtype: @ AC (O DC
Phase Rotation*
[U-LZ—LE ~ | Number of phases: 3
Current*
( 16 A @
Phase Voltage*
230 \s @
Power Supply Limit*
11.04 kw @
[ Location
Ci
(e,g‘ 48.824453,9.09832 9

Vehicle Name Orientation
( Loft ]

Note: The setting “Charge Point Type" and “Power Supply Limit" (only for DC)
should also be entered if no load management is used. This information
improves the display and search in the map views.

Additional information can be stored for documentation purposes:

> Location (Optional): The location where this charging station is installed, e.g.
the address.

> Notes (Optional): Additional information.

When the configuration is saved, the charging station is automatically triggered
to restart and should automatically re-establish a connection after a few
minutes.

If the automatic restart is not successful, the charging station must be restarted
manually.
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2.2.3.5 Authentication of the Charging Station

Security

Alternative User
Name

Password

Change Password

If the charging station is connected via public internet, an authentication is required
for security reasons. Therefore, Basic Authentication (Username and Password) is
used during the connection setup. According to the OCPP specification, the
username shall be identical to the OCPP ID. However, for more flexibility the CSMS
offers the possibility to also choose another username. If this is desired, the option
“OCPP ID as username” must be deactivated.

However, for more flexibility, the CSMS offers the option of choosing a different
user name. If this is desired, the option “Custom username” must be activated.

The password is set on the charging station.

In the automatic configuration process, the password is transferred to the
CSMS when the connection is first established. Each time a connection is
established in the future, the password sent is checked against the stored
password.

The same procedure can be used in the manual configuration process if the
option "Accept first password sent by the charging station” is activated when
creating the charging station. Otherwise, a password must be entered directly
during creation, which must match the password in the charging station
configuration.

If the password is to be changed at a later date, this must be done
simultaneously on the charging station and the CSMS side. The saved password
can be changed via the “Configure" dialog.

2.2.3.6 Modular DC-Charging Stations

Summary

Control of Modular
DC-Charging
Stations
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To save costs, some manufacturers offer DC charging stations in which several
charging points are supplied by a central power unit. The power unit is divided
into individual modules that can be dynamically assigned to the charging points.
Since the power unit is the most expensive component of a charging station,
costs can be saved by not equipping every charging point with the maximum
power, but instead assigning the power modules to the charging points where
the power is currently needed.

When distributing power in load management, the CSMS offers the option of
taking into account the special requirements of modular DC charging stations.
Since a power module can only ever be assigned to one charging point, it
makes sense to take the power limit of the module into account in load
management distribution.

The number of available modules and the power of a module can be freely
configured in the CSMS.
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Example: The following example illustrates why modular DC charging stations
must be given special consideration in load management.

A charging station with three charging points uses a central power unit
consisting of three 60 kW modules.

Each charging point can therefore deliver a maximum of 60 kW, 120 kW, or 180
kW, depending on the assigned power modules.

If two charging points are occupied in parallel, only a limitation to 60 kW/120 kW
or vice versa makes sense.

All other values, e.g., 100 kW (2 modules) and 80 kW (1 module), mean that the
available power cannot be fully utilized. Since in the example the second
charging point has only received a single 60kW module, the requested 80kW
cannot be called up. The first charging point, on the other hand, does not fully
utilize the power of the two power modules, as it has been limited to 100kW
instead of 120kW.

Caution: The control of modular DC charging stations has not yet been
standardized via OCPP. The CSMS offers a generic option for configuring and
controlling modular DC charging stations. However, it must be checked in each
individual case whether the function is compatible with the respective charging
station.

Due to the lack of standardization, different variants are supported by the
CSMS:

Variant with one charging station and multiple charging points:

A charging station has multiple charging points that share power modules. The
charging station is created in the CSMS as described in chapter 2.2.3 Charging
Station Configuration.

Once at least two DC charging points have been created (automatically or
manually), the information about the power modules can be added. To do this,
activate the "This charging station uses shared power modules for DC
charging” function in the charging station configuration dialog and enter the
following data:

> Number of power modules: Number of power modules available in total for
the DC charging points.

> Power of each module: Power in kilowatts provided by each module.
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Configure Charging Station
As sub-element of The connection URL for the Charging Station
Matrix Charger 2 [ wss:iws staging.veharm works/ocpp/s1douzenr2/modular_de_charger

charging Station Name*

By Modular Charging Station + Modular Charging Station
@) Charging Point 1 +3 24255
.1l Connection Data
§ Connector 1 | | OCPR ID Charging Station
modular_de_charger
@) Charging Point 2 + 3 T
@ Connector 1 i @ Custom Username
®
Passwaord (already set) @
T Power Supply
00 e
s ®
60 w | @
B Optional v
Configuration of Variant with multiple charging stations and one charging point each:

several Charging
Stations with only
one Charging Point

If each charging point uses its own OCPP connection, this charging point is
referred to as a charging station in accordance with the OCPP standard and
must therefore also be created as a separate charging station in the CSMS.

If multiple charging stations share a power unit, the charging stations must be
created under a group (not a location). Only DC charging stations that are
supplied by the same power unit may be included in this group.

The settings are not made at the charging station, but in the configuration dialog
of the group. After the “This group uses shared power modules for DC
charging” function has been activated, the following data must be entered:

> Number of power modules: Number of power modules available in total for
the DC charging points.

> Power of each module: Power in kilowatts provided by each module.

After saving, the icon of the group changes and is framed.
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General

Peak Shaving

Advanced Settings

Configure Modular Charging Station 1

Groups are areas within a location in which other groups or charging stations are located.

Group Name*
(Modular Charging Station 1

o

Power Supply

Number of phases ©* 3

26/255

Maximum Current*
( 1000

A‘®

Phase Voltage*
230

Power Supply Lirnit*

690

Q This group uses shared power modules for DC charging

W@

Number of power modules*
(3

Power of each module*
( 60
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2.2.4 Status Overview

Charging Stations

BE Dashbaard % Ongoing Requests
$ Remote Start/Stop #{ Detailed Diagnosis § Change Availability Update Firmware B Certificates ~ BB LogFiles = & More Options
Status Power Consumption &
24 Charging Points (@© Last6 hours
;g 2
150
100
W enuse 12 Available [ 1 noperative 992 A 242 PM
I 2 offine Power Charging Points
Statistics
Savings (2] Current Pawer Peak Pawer Charged Energy
109€10% 341.4 kW 403 kW 548.9 kWh
Status Overview The status overview shows all charging stations in one of the following

categories:

> In Use: A vehicle is connected to this charging point

> Available: No vehicle is connected to this charging point, but ready to use
> Inoperative: This charging point cannot be used at the moment
>

Offline: The charging station is not connected or startup process not
completed successfully

The view is limited to those charging stations, which are configured within the
current selected group and their sub-groups.

Power A summary of usage, including various statistics, is displayed for each group,

Consumption charging station, and charging point. The statistics contain data from the
selected time interval. The time interval can be adjusted via the [Date Range]
dialog. You can either use a preset option (e.g., last 7 days) or select any time
period using the date/time selection. You can also select a time period with the
mouse (hold down the mouse button to select the range).

The data is aggregated from all charging points that belong to this group /
charging station.

Two different consumption curves can be displayed:

> Power consumption of the charging points (green): Contains the
consumption totaled for all selected charging points (depending on the
selected group). The consumption is sent from the charging station to the
CSMS at regular intervals. The frequency can be influenced via the
configuration parameters (see 2.2.10 Configuration Parameters, section
"Recommended Parameter Values"). The resolution in the statistics depends
on the frequency. As the consumption values of several charging points are
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not sent to the CSMS synchronized in time, this can lead to incorrect
displays if consumption fluctuates.

> Power consumption of the infrastructure (gray): If dynamic load
management is used, the building consumption is also displayed in the
graph. As the building consumption includes the consumption of the
charging points, the building consumption is usually higher than the
consumption of the charging points. However, this does not apply if there
are local generators, such as photovoltaics.

In addition to the consumption values, the load limits are also displayed when
load management is activated:

> Power limit (blue): The power limit that is configured in the CSMS. If time-
variable power limits have been set (see 2.2.2.3 Power Schedule
Configurations), the line in the diagram changes over time. If load
management was subsequently activated, the line only starts from this point
in time.

> External power limit (purple): The limit set by an external system (see 2.2.2.7
External Power Limits).

> Effective power limit (red): The minimum of the previous power limit that
was actually applied in load management.

Lines that are not relevant can be hidden by clicking on them in the legend. The
entry is then shown crossed out.

The graph shows averaged values at 5-minute intervals. The charging station can
send readings at shorter or longer intervals. If the charging station sends readings at
shorter intervals, the average of the 5-minute interval is used. If the charging station
sends readings at longer intervals, the previous reading is used until the new value is
received. In the latter case, upon receipt of a new measurement value, the display is
retroactively adjusted to the updated value.

The Power Consumption report (see 2.8.3 Power Consumption) can be opened via
the export icon in the upper right corner. The filter settings are carried over from the
chart.

@ Power Consumption ®

500

(© Last6 hours -

400
350
300
250
200
150
100

50

10:00 AM 11:00 AM 12:00 PM 1:00 PM 2:00 PM 3:00 PM

Power Charging Points . Power Infrastructure . Effective Power Limit - Static Power Limit . External Power Limit
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Temperatures In addition to consumption, temperature measurements from the charging
stations can also be displayed. To do this, change the view in the diagram using
the [Temp] button.

The diagram is used in the same way as the consumption diagram. Different
time intervals can be selected and individual curves can be shown or hidden
using the legend.

The view is not available at the region, location, and group levels, as the
diagram quickly becomes complex for a group of charging stations and
temperature values cannot be summed up like consumption values. To display
the temperature values, the desired charging station must therefore be
selected.

If values have been received from several temperature sensors, the diagram
contains one curve per temperature sensor. The label in the legend contains the
name of the charging station/charging point and the location of the temperature
sensor.

The charging station must be configured accordingly for the temperature values
to be sent. The parameter can be edited via the CSMS (see 2.2.10 Configuration
Parameters):

> Parameter: MeterValuesSampledData
> Additional value: Temperature

The value should be added and the existing values should not be
replaced/removed. To add a new value to the parameter, first add a comma and
then the value at the end.

Fa¥ Example:

DO
= Old Value:
Energy.Active.Import.Register,SoC,Power.Active.Import

New Value:
Energy.Active.Import.Register,SoC,Power.Active.Import, Temperature

positions of the temperature sensors may also vary between charging station
models. Details on the temperature sensors can be found in the charging station
manual.

ﬁ Note: Not all charging stations have temperature sensors installed, and the

Limitation: Temperature values from charging stations can currently only be
received via OCPP1.6.
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@ Temperature

Charging Sessions

Details
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4 Power § Temp (O Last6hours -

25.20
25.15
25.10

25.05

Temperature [°C]

25.00

24.95
4:00 AM 5:00 AM 6:00 AM 7:00 AM 8:00 AM 9:00 AM

B &teftspeyy ] Cable (Left Spot) Body (Right Spot)

All active charging sessions are displayed in two different views:
> Details: Tabular view of the charging points
> Schedule: Display of past, current and planned charging sessions

Charging points are displayed in a table in the Details section. You can
customize which columns are displayed. These settings are saved separately
for each user. Clicking the gear icon in the upper-right corner displays a list of
all available columns. You can use the checkboxes to show or hide columns.
The default configuration can be restored using the [Reset to Default] button.

The data displayed depends on the current status of the charging point. Some
columns contain data only when the charging point is in use and a charging
session is active. The entries in the action menu also depend on the current
status of the charging point. Only actions that are applicable in the current state
are displayed.

When a charging session is active, the priority of the charging session is also
displayed in the “Status” column. A single arrow icon indicates “High" priority,
while a double arrow icon indicates “Highest” priority. No symbol is displayed
for “Normal” priority. The priority can be adjusted as described in 2.2.2.5.2
Manual Priorisation.

The number of entries displayed can be adjusted at the bottom of the table. If
there are more entries than selected, you can navigate between pages using the
arrow buttons.
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Details

Iy
= Status Q, search
Choose visible columns
harging Charging Status Vehicle Authorization Current SoC Charged
tation Point Method Power Energy Charging Point
[] Manufacturer
& Status
Cstation | o spot O charging Sv2234 50.36 kw 20% 9.65 kWh =
Vehicle
" Autharization Method
Cstation  ihispot @) & Charging  SV4015 4068KW  975% 4892 Kkwh
[] Assigned Power by Load Management
. Current Power
Cstation | o gpot © charging 3356051 81.21 kw 00%  73.28 kWh
SoC
Charged Energy
Cstation  ciohispot @) Charging SV6010 385KW  35% 25 kiwh
Duration
oot Predicted Total Charged Energy
AtON | eft spot @ charging Sv1012 39.65 k' 60%  17.35kwh
Predicted End Of Charge Time

() Reset to defaults
Items per page: 5 -

If the vehicle is currently in a charging pause, this is indicated by a separate
status. There are two possible reasons for a charging pause:

> The vehicle does not require any further energy and switches to pause
mode (paused by vehicle).

> Load management enforces a charging pause because no power is
currently available or the charging session is to take place at a different time
(Paused by load management).

For DC charging sessions, the CSMS does not receive an explicit message
when the vehicle enters a charging pause. Therefore, the CSMS assumes that
the charging session is paused if the vehicle consumes less than 1 kW of power.
As soon as the vehicle consumes more than 1.5 kW, the charging session is
displayed as active again.

In the section Schedule, all active charging sessions are displayed as blue bars.
Each charging session is assigned to the corresponding charging point. A pop-
up with detailed information is displayed after a click on the bar.

The bar contains the actual charging power (kW) for running charging sessions
or the start time for sessions planned in the future.

If the departure time is available, the bar ends at the given time slot. Otherwise
the bar fades out.

If a new operation is started, a corresponding entry is shown in the category
"Requests”. Each of the listed operations has been started in the CSMS. The
current status is listed in the table.
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The following operation requests will be shown:
> Change Availability

> Restart

> Firmware Update

> Certificate Installation

Use the J button to select further options:
> Details: All information related to this operation

> Delete: Some operations can be deleted. This is only possible if the
operation is planned for the future and not already sent to the charging
station.

2.2.5 Charging Point State Diagnosis

Summary

Connection Setup
Diagnostics
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If a charging station / charging point is not connected correctly or is faulty, a
status diagnosis is displayed in the dashboard. The diagnosis indicates which
steps have been completed successfully and which step is the cause of the
problem.

The connection setup contains several individual steps, all of which must be
successfully completed in succession. If the diagnostics detects an error, the
corresponding step is highlighted and displayed with further information.

First, the following steps must be successfully completed in accordance with
the OCPP standard:

> Internet Connection: The charging station must establish a TLS-protected
connection to the CSMS backend.

> Authentication: The charging station must authenticate correctly with
username and password. This step can be optional for on-premise
installations.

> Websocket Connection: The charging station must establish a valid
websocket connection.

> Startup: The charging station must register correctly with OCPP messages.
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B3 Dashboard Bl Requests

4 Restart 3§ Remote Start/Stop § Change Availability Update Firmware [3 Configure Parameters i More Options

Status Diagnosis

= 0 © @

Internet Connection Authentication Websocket Connection Startup

No connection with the charging station. Verify the OCPP and network configuration in the charging station settings.

To help you to configure your charging station, you can use our commissioning slides, which show how this works for different manufacturers:
Commissioning Slides

Following OCPP connection URL must be configured in the charging station
I0) wss:/fws.staging.vcharm.works/ocpp/s1d9u2enr2/One

The network configuration of the charging station must allow a websocket connection to the Internet via port 443. Firewall / proxy settings may
have to be checked for this.
Since communication is encrypted via TLS, the charging station's system time must be correct. If the root certificate of the certification authority

is not yet installed on the charging station, the following file can be used

& CRT Format: https://comadoca.my.salesforce.com/sfc/p/#1N000002Ljih/a/31000000VZ4M/ie5Sho19mBSLITZkH_YL8efOD1qyGFtohbJuTddt

2.2.6 Change Availability

Summary

Select Charging
Point
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The availability of each charging point can be controlled. The following states are
possible:

> Available: The charging point can be used as long as no error is detected by
the charging station itself.

> Unavailable: The charging point is deactivated and cannot be used by any
electric vehicle.
To change the availability, the [Change Availability] dialog must be opened.

In the first step, all charging points must be selected which shall be updated
with a new state.
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Change Availability

©

DC Station 1

= Filter ’

Min. 3 characters

[l charging Point Current Status =

Left Spot Occupied

Right Spot Occupied

The filter can be used to search for certain charging point names. Furthermore, the

list can be filtered by the current status of the charging point by clicking on the =
symbol next to “Current Status”.

Select new options  In the next step, the new state can be selected (Unavailable or Available).

If the new state shall be applied immediately, the check box "As soon as
possible” must be activated. Otherwise, a date and time can be selected when
the state change shall be sent.

For each charging point, only the last availability change will be stored and
delivered to the charging station.
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Change Availability

S ®

DC Station 1

1 Charging Point(s) selected . Change availability to :

Unavailable

Some charging points may have running charging sessions. The changes are applied
when the sessions are finished.

When should the change be requested?

(O Onaspecificdate (8 As soon as possible

Confirmation The last step of the dialog summarizes all information. The request will be

scheduled by finishing the dialog.

Request Status After submission, the current status of the request can be tracked under

“"Requests.”

Charging Infrastructure » Building Downtown
BS Dashboard

B Requests
Type Charging Point Date and Time Status
[y DC Station 1
Change Availability a Left Spot Dec 20, 2025, 1:02:42 PM Succeeded
[ DC Station 1
Change Availability @ Right Spot Dec 20,2025, 8:02:42 AM Failed

An ongoing request can be deleted by clicking on the E button, if the request
has not been sent to the charging station yet.
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=
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A charging station can be restarted. This is usually necessary when the
charging station does not behave as expected or an error prevents the charging
of vehicles.

To restart a charging station, the [Restart] dialog must be opened. This
command is only available for a charging station node, not for a group of
charging stations.

The restart request can be postponed until a running charging session is
completed. If the charging station shall be restarted although a charging session
is active, the check box “Stop running charging sessions” must be activated.

The request will be scheduled by closing the dialog.

Restart request
A restart request is about to be sent to DC Station 1

The charging station may have running charging sessions. Shall they be stopped remotely or shall the restart be postponed
until the charging sessions are finished?

D Stop running charging sessions

After submission, the current status of the request can be tracked under
“"Requests.”

Caution: A reset will abort all running charging sessions. It is not guaranteed
that a ch arging session will be resumed after the reset. It might be necessary to
re-plug the cable.
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2.2.8 Remote Start/Stop

Summary

Start Charging
Session

Vehicle Selection
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New charging sessions can be authorized, and ongoing charging sessions can
be stopped.

The function can be accessed either from the action menu via the [Remote
Start/Stop] entry or in the Details view in the action menu via the [Authorize
Charging Session] or [Stop Charging Session] entries.

B3 Dashboard % Ongoing Requests
£ Restart § RemoleStart/Stop 4 Detailed Diagnosis 8 Change Availability B Update Firmware @ Configure Parameters ¢ More Options
Status Power Consumption ®
2 Charging Points @© Last12hours -

200

a0

Left Spot Right Spot D’(

—_— e —

1 Al 0

40

Charging Charging o

B Stop Charging Session

¥  Stop Charging Session boost [ Static Power Limit

42) Restart Charging Station
Statistics
§ Change Availability
Gharging Stratogy KJ  Edit Location :rf‘.;a‘i E:r:eﬂgy
Costoptimized (Beta) 194.2 kWh
(D Open Event History
Left Spot [4 Cpen Report >
Status Vehicle i Status Vehicle
Charging €@ & Sv2234 Charging @ A V4015
Current Power SoC Current Power SoC
50.36 kW 20% 49.683 kW 97.5%
Charged Energy Duration Charged Energy Duration

If a new charging session is to be authorized, the desired charging point must
first be found.

> Variant 1: Search for the charging point in the Remote Start/Stop dialog. The
list is based on the current group that was previously selected. If the list is
very long, the text search can be used for filtering. Once the desired
charging point has been found, the desired vehicle can be selected via the
Start button.

> Variant 2: Search for the charging point in the details table. The list is based
on the current group that was previously selected. If the list is very long, the
text search can be used for filtering. Once the desired charging point has
been found, the desired vehicle can be selected via the [Authorize Charging
Session] action menu.

Before starting the authorization process, a vehicle must be selected. The token
for the selected vehicle is used during authorization, which links the charging
session to that vehicle. The selection list displays only vehicles that are
authorized to charge at the selected charging point and for which a valid token
has been configured. If multiple tokens have been configured, one of them is
selected automatically. When the charging process is subsequently started, this

Version 3.13 -62-



Stop Charging
Session

© Vector Informatik GmbH

Web Browser User Interface

token is used in the background for authorization, and the charging session is
linked to it.

The selection dialog is sorted by vehicle groups and can be filtered using the
search field. If the charging session is not to be linked to a specific vehicle, a
default token (CSMS Master Token) can be used instead.

The user can then plug in the charging cable, and the charging session will
begin. Only then does the charging point status change. If the user does not
plug in the cable for an extended period, re-authorization may be required
(depending on the charging station).

Mrras iy LT ETELTv IR D L LIL® [ IR I PRI IR e rene L

‘ < Authorize Left Spot ©

(® CSMS Master Token

Q, Search

>

v B8 Vehicles
v 2= E-Buses
() fm BusSV7601

(O @ BussVv9812 |

O fm BusS-V3303
v B8&8 Employees
O = SV1012
] O ) S-V2234 I

O fm S-V2030 v

The charging session will not be linked to a vehicle.
Cancel » Start I

If an ongoing charging session is to be stopped, the desired charging point
must first be found.

> Variant 1: Search for the charging point in the Remote Start/Stop dialog. The
list is based on the current group that was previously selected. If the list is
very long, the text search can be used for filtering. Once the desired
charging point has been found, the charging session can be stopped using
the Stop button.

> Variant 2: Search for the charging point in the details view. The list is based
on the current group that was previously selected. If the list is very long, the
text search can be used for filtering. Once the desired charging point has
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been found, the charging session can be stopped via the [Stop Charging
Session] action menu.

The charging session is then displayed as completed. The charging point is only
available again after the user has unplugged the cable.

Remote Start/Stop

Q, search ‘

Right Spot

DC Station 3 n -
Charging Point Status: Available

Request Status: n/a Remote start

Left Spot
DC Station 4
Charging Point Status: Available

Request Status: n/a

Right Spot
DC Station 4
Charging Point Status: Available

Request Status: n/a

Items per page: 5 6-80f8

Cancel
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2.2.9 Firmware Update

Summary

=
=

Select Firmware

New charging station firmware versions can be installed remotely. The firmware
must be provided by the charging station manufacturer.

Caution: The charging station manufacturer and the charge point operator must
ensure that only compatible and released firmware versions are used for
updates. Incompatible software can lead to an outage of the charging station
and/or to damage of the hardware.

Caution: The charging station is not available during firmware updates. An
update will abort all running charging sessions. It is not guaranteed that a
charging session will be resumed after the update. It might be necessary to re-
plug the cable.

To start a firmware update, the [Firmware Update] dialog from the action menu
must be opened. First, the new firmware must be selected. The dialog shows all
available firmware versions, which have been uploaded before and are
compatible with the selected charging station.

Alternatively, an URL can be used, which points to a HTTP or FTP server
providing the new firmware file.

@ Firmware Update

Firmware Upload
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®

@ Use file (O Use URL

Upload new firmware

Datei auswéhlen 2020-05-Firmware.bin

& Upload

Available firmware files:

Vector Firmware
2.0

Selected: Vector Firmware
EE s CIE

If no compatible firmware is available, new firmware files can be uploaded. After
selecting the correct file from the hard drive, additional information can be
entered after clicking the [Upload] button. It is mandatory to enter a name. If
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additional properties are specified, e.g. the model, this information is used to
check the compatibility and filter the list.

Available firmware files can be edited, downloaded and deleted by using the
corresponding buttons in the dialog.

@ Editing Firmware info

Firmware URL

Security

© Vector Informatik GmbH

lame .

B Vector Firmware
& Vecwo

@ VSECC

R 20

] 1920

E New Features: -

</

If no firmware file is available, the firmware can be also provided as HTTP or
FTP URL. This URL can be either provided directly by the charging station
manufacturer or hosted locally.

Note: The charging station must have access to this URL, i.e. if the URL refers
to a public internet address, the charging station must be also connected to the
internet.

Optionally, the charging station manufacturer can secure the firmware with a
digital signature. The signature can be used to detect manipulations of the
firmware.

If the charging station manufacturer requires this security mechanism, a
certificate file and the signature file must be provided together with the link to
the new firmware version.
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Firmware updates can be installed on one or several charging stations.

If the dialog is started from a charging station node, this charging station is
automatically selected for the update. If the dialog is started from a group node,
the desired charging stations can be selected from a list.

Update Firmware

®

= Filter
DC Station 1 from VSECC Vector Informatik

Depot City-Center

DC Station 2 from VSECC Vector Informatik 1.0.0
Depot City-Center

DC Station 3 from VSECC Vector Informatik 1.0.0
Depot City-Center

DC Station 4 from VSECC Vector Informatik 1.0.0

Depot City-Center
:

The filter can be used to search for certain charging station names.
Furthermore, the list can be filtered by the current firmware version of the
charging station by clicking on the = symbol next to “Current Version”.

Updates can be scheduled for a future date, e.g. at a time when no charging
sessions are expected. If the firmware update shall be started immediately, the
check box "As soon as possible” must be activated.

Furthermore, the firmware update can be postponed until a running charging
session is completed. If the update shall be started although a charging session
is active, the check box “Force to end running transactions” must be activated.

The last step of the dialog summarizes all information. The update will be
scheduled by closing the dialog.

After submission, the current status of the request can be tracked under
"Requests.”

An ongoing request can be deleted by clicking on the B button.
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After the firmware has been installed successfully, the new version can be
reviewed in the details section of each charging station.

2.2.10 Configuration Parameters

Summary

=

Value Overview

Parameter
Structure
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Charging stations can offer several parameter and sensor values, which can be
accessed via the CSMS. The number of parameters depends on the charging
station model. The CSMS provides a generic view to show and change these
values.

Caution: The parameters can have direct impact on the behavior of the
charging station and the charging session. Please read the charging station
documentation carefully regarding the meaning of the parameters, before
changing any values.

Invalid parameter values can lead to an outage of the charging station and/or to
damage of the hardware.

The configuration parameters can be accessed in a separate view, which can
be opened via the button [Configure Parameters] of a selected charging station.
This view is not available on group node level.

The parameters are represented as a tree view. The structure and the
parameters are defined by the charging station manufacturer; therefore, this list
can vary for each charging station model / manufacturer.

Each parameter can have the following characteristics, although some of them
are optional:

> Unit: The representation unit of the value, e.g. C°, RPM, ...
> Values:

> Current: The last value reported by the charging station

> Set-Point: The desired target value

> Minimum: The current value shall not be lower than this minimum

> Maximum: The current value shall not be greater than this maximum
>

Persistence: If the parameter is persistent, the value is stored in the
charging station permanently and is still available after a restart. If the
parameter is not persistent, the value is lost after a restart.
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% ClockCtlr @ -
*® EVSE @ -
* Fan @ -
L Left {Unknown Charging Point } -
L Speed -
Attribute : defaultinstance
Bi Inthe charging station & Desired new value
RPM EY
RPM EY Set-Point RPM
It is a NOT persistent parameter Default value : 1000
RPM Y Minimum RPM
Persistent parameter Default valua : 300
RPM EY Maximum RPM
Persistent parameter Default value : 1200
%  Right unknown Charging Point ) -
® 0CPPCommCtrr @ h¢
R smartChargingCtrlr @ -

The displayed values can be refreshed in two different ways:

The button updates the displayed values with the latest values available in
the CSMS. If the CSMS and the charging station are out of sync, the values
could be not up-to-date.

The button discards all stored values and requests the current values from
the charging station.

The left part of the view shows the current values. Each value can be modified
on the right hand side of the view. Modified values are marked with a grey
background.

After all desired values are modified, the modifications must be stored by
pressing the E button.

In the last step, it is possible to select the charging stations to which the
changes made are to be sent. If the same change is to be made at several
charging stations, these can be selected in the dialog.

Caution: All charging stations are displayed in the selection dialog, regardless
of whether the changed parameters are supported by the respective charging
station model. In addition, there are different ways of writing parameters
between charging station models, which must also be handled separately.

It is therefore recommended that the desired changes are made separately for
each model type and sent to all charging stations of the same model type.
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Some parameters can be read-only, e.g. sensor values. These parameters
cannot be modified. The input field for the new value is marked with

Some paramter can be write-only, e.g. user credentials. These parameters can
be updated, but the current value is not displayed. The current value is marked

with

Parameter changes from the past are stored and can be reviewed in the “Last
requests” list. The entries show the current state of the request and the
parameters which have been changed.

= Last requests

Sep 12,2020,121212 PM
o Oct 12, 2018,12:1212 PM

" 0ct12, 2018121212 PM

There are a number of parameters that influence the behavior of the charging
station and the OCPP communication with the CSMS. It is the task of the charge
point operator to decide which of the parameters need to be changed and
which values are appropriate.

The following parameters are recommended to be checked and changed if
necessary:

> MeterValueSamplelnterval: Maximum 900 (15min), minimum 300 (5min)

> AllowOfflineTxForUnknownld: Can increase availability if the Internet
connection is unreliable and no edge-
device is used

> MeterValuesSampledData see 2.2.2

If the value for MeterValueSamplelnterval should be chosen smaller than 300,
not all values will be stored by the CSMS. The CSMS stores values only if they
contain relevant changes and the number does not exceed certain limits.

For failure diagnostic it is possible to download log files from charging stations.
The content and format of the log file depends on the charging station model.
The CSMS stores received log files and provides an overview of already stored
files with a download option.
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Request Before a log files can be downloaded, the file must be requested from the
Log File charging station. The [Request Logs] dialog can be started from the action
menu [More Options] and the sub-menu [Log Files].

Select Charging If the dialog is started from a charging station node, this charging station is
Station automatically selected for the request. If the dialog is started from a group
node, the desired charging stations can be selected from a list.

Log File Content The content of the log file can be limited with two options:
> All logged events: All logged events are uploaded (Security events included)
> Security events: Only security relevant events are uploaded

Furthermore, the time range of the log entries can be limited. If no time range is
given, all available log entries are uploaded.

Note: The charging station manufacturer decides which events are security
relevant, thus the granularity of log files could differ between different charging

ﬂ station models.

Caution: The size of the log files could differ depending on the settings
mentioned above, the charging station model and the number of charging
sessions. The time required for the upload of log files varies depending on the
size. If the charging station is connected via UMTS or similar, this could cause
additional costs.

@ Request Log Files from Charging Stations

w7 =

1 Charging Station(s) selected

Which events shall be included in the log file ?

@ All logged events O Security events

Select the time range of the log files. If omitted all log entries are considered.

From To
B 03052020, 12:50 X B 110572020, 12:50) X
HIE
Confirmation The last step of the dialog summarizes all information. The logs will be

requested by closing the dialog.
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Show Log Files Afterwards log files can be downloaded. The “Show Logs" dialog can be started
from the action menu [More Options] and the sub-menu [Log Files].

Overview The dialog shows all available log files. Each log file has one of the following
status:

> Ready for download: The file is already uploaded and stored in the CSMS.
This entry can be downloaded and deleted, if not required anymore.

> Pending: The upload is ongoing. This entry cannot be downloaded nor
deleted.

> Failed: The upload was not successful. The entry cannot be downloaded but
deleted.

Log Files Overview
Q, Search X

. Charging Station _ Time range 1 Type

DC Station 1 Ready for download From Monday, 27 April 2020, 19:15:23 All logged events
To Wednesday, 24 February 2021, 20:06:36

DC Station 2 Ready for download From Monday, 27 April 2020, 19:15:23 Security events

To Wednesday, 24 February 2021, 20:06:36
DC Station 1 Pending o From Monday, 27 April 2020, 19:15:23 All logged events

To Wednesday, 24 February 2021, 20:06:36
DC Station 2 Pending o From Monday, 27 April 2020, 19:15:23 Security events

To Wednesday, 24 February 2021, 20:06:36
DC Station 1 Failed o From Monday, 27 April 2020, 19:15:23 All logged events

5 - >

0 Log file(s) selected
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2.2.12 Stationary Battery

Summary

Supported Battery
Models

Stationary batteries can support charging infrastructures in the following
situations:

> Expansion of the grid connection can be avoided with additional power from
a battery during peak loads. Since no expansion of the grid connection is
necessary, investment costs can be saved.

> Peak loads on the grid connection can be reduced by a battery with
additional power. Lower peak loads also result in lower grid fees.

> With dynamic energy tariffs, energy costs can be reduced by charging the
battery from the grid when energy prices are low, thereby avoiding energy
consumption from the grid when energy prices are high.

> Batteries can be combined with a PV system to increase the self-
consumption of self-generated energy.

To take full advantage of these benefits, integration with the charging
infrastructure is necessary. The CSMS therefore controls the battery to charge
and discharge it at the right moment.

So far, there is no standard interface for controlling stationary batteries.
Modbus/TCP is generally used as the protocol, which is supported by the CSMS
when using an edge device.

The Modbus/TCP registers vary from battery model to model, which means that
each model requires individual integration into the CSMS. The following models
are currently supported:

> ADS-TEC ChargePost
> Tesvolt

2.2121 Configuration

Prerequisites

Configuration
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Before a battery is installed and configured, the load management for the
charging stations should already be fully configured. Depending on the selected
charging strategy, the battery is used differently in the charging schedule. With
the "Balanced” charging strategy, the battery storage system is discharged as
soon as the grid connection capacity is no longer sufficient for all ongoing
charging sessions. With the "Schedule-based” strategy, the battery storage is
used in such a way that the vehicle is fully charged in time for the departure
time. Additionally, charging sessions with the “Highest” priority always receive
energy from the battery storage, if necessary.

A battery can be added in the “Charging Infrastructure” view. Similar to a
charging station, batteries are added via the topology menu. The battery can be
created at the location and group level. If multiple batteries are used at the
same location, they must not be created at different levels in the topology.
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The power limits at the location and at the groups must also include the power
for charging the battery and be adjusted if necessary.

The configuration dialog box is opened via the [Add battery] menu.

General settings:
> Name: A meaningful name for display in the CSMS
> Capacity: The storage capacity of the battery in kWh

> Maximum charging power: The maximum power in KW at which the battery
can be charged

> Maximum discharge power: The maximum power in kW at which the battery
can be discharged.

> Minimum SoC: The state of charge (SoC) in percent that should not be fallen
below. Load management does not discharge the battery below this value or
charges the battery with the highest priority if the value is fallen below.

> Maximum SoC: The load management system charges the battery until this
value is reached. If the battery can only be charged up to a certain SoC, this
value should be entered as the maximum.

> Minimum Charging Session Priority: If the battery is to be reserved for
charging sessions with higher priority, this can be configured using this
parameter. The charging session must then have at least this priority for the
battery to be scheduled as a backup. The priority of the charging session
can be adjusted in various ways (see 2.2.2.5.2 Manual Priorisation).
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@ Configure Battery Booster Pack Downtown
General

— Name*

Modbus Settings ‘ Battery Booster Pack Downtown

Associated Charging Point
— Capacity (kWh)*

200

Cost Optimization

(— Maximum Charging Power (kW)*

= 150
— Maximum Discharging Pawer (kiW)*

150
— Minimum SoC (%)*

g o @
— Maximum SoC (%)*

oo ®@

— Minimum Charging Session Priority*

B Normal - ®

Modbus Settings The following settings are required for the Modbus connection:

> Battery model: Since each battery model uses different Modbus/TCP
registers, the correct model must be selected. New models will be added
upon request.

> IP address: IP address of the Modbus/TCP interface on the battery. The
battery and the Edge-Device must be on the same network for
communication to be established. The IP address can be adjusted in the
battery settings.

> Port: TCP port for establishing a Modbus connection with the battery. This
information must be taken from the battery manual and can be probably
adjusted in the battery settings.
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Configure Battery

General

— Battery Model*
Modbus Settings @ ADS-TEC ChargePost Power Unit 1

Associated Charging Point

— IP Address* Port*
Cost Optimization <> 192.168.100.5 (9 502

Cancel

Assigned Charging Certain battery models are an integrated system with a charging point. For

Point these batteries, it is necessary to link the charging point in the configuration.
The charging point must already be created and can then be selected under
[Associated Charging Point]. The selection can be deselected using the trash
canicon.
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Configure Battery

General

Modbus Settings If a charging point is associated with the battery,

o the load management system controls it via the

Associated Charging Point battery.

Cost Optimization Q, Associated Charging Point

v Q@ Battery
> [ CP1
> [ cP2

> [y CP3

Cancel

If cost optimization in load management is activated for the location, the
stationary battery is also charged in the most cost-optimized way possible.

Two additional parameters must be set for this.

Load management creates an updated charging plan for each relevant event
change. If the stationary battery is not needed to charge a vehicle, the CSMS
checks whether the battery should be charged during this time. If the state of
charge (SoC) is lower than the value set in “Start Cost Optimized Charging
above SoC," charging will begin immediately up to this value.

The remaining charge up to the value set in “Maximum SoC" is then planned.
The energy costs for the next few hours are taken into account for this. The
period for consideration is set in “"Optimization window". Within this time,
enough energy is planned until the battery is charged to the desired SoC. Care
is taken to ensure that the energy is charged at the lowest possible cost.

If a vehicle charging session or other relevant event occurs in the meantime,
planning is repeated using the same procedure and the optimization window is
restarted.
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Configure Battery

General

— Optimization window (hours)*

Modbus Settings @ 5

Associated Charging Point
— Start Cost Optimized Charging above SoC (%)*

Cost Optimization E 50

Cancel

Configuratin A battery that has already been created can be modified later via the
Changes [Configure] menu item, moved in the topology via [Move], and removed from
the configuration via [Deletel].

2.2.12.2 Status Overview

Status After the battery has been connected, a status overview with various status
information is displayed. The following information is displayed in the details
window:

> Status: The connection status with the battery. If no communication can be
established for more than 180 seconds, the status changes.

> SoC: State of charge of the battery in percent.

> Current Charging Power: The battery is currently being charged with this
power in KW.

> Current Discharging Power: The battery is currently being discharged with
this power in kW.
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Max. Charging Power: The maximum power at which the battery can be
charged. This value can be set in the configuration and is complemented by
data from the Modbus interface.

Max. Discharging Power: The maximum power at which the battery can be
discharged. This value can be set in the configuration and is complemented
by data from the Modbus interface.

Temperature: Temperature of the battery. The position of the temperature
sensor depends on the battery model.

The diagram shows the charging and discharging power as well as the state of
charge (SoC). The diagram contains separate scales for power (left) and SoC
(right). Clicking on the thermometer icon displays the temperature of the
battery.

Details Power, SoC and Temperature Graph

stat Date Range
atus
Last 24 haurs
Connected D T ]

Last Response: a minute ago

SoC 180 ———
65% 160

Current Charging Power
75.00 kW

Current Discharging Power 0 40
0.00 kw o a0

Max. Charging Power
165.00 kW

. . Mar 30 Mar 30 Mar 31 Mar 31 Mar 31 Mar 31
Max. Discharging Power

157.50 kW [ Charging Power [l Discharging Pawer [l SoC [l Max. Charging Power Max, Discharging Power

Temperature
23°C
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Charging points can be displayed in a map view. Depending on the zoom level,
the charging points are displayed individually or grouped together.

If charging points are grouped, the symbol shows in the middle the number of
charging points. In addition, the colored border shows the percentage
distribution of the charging point status. The color codes correspond to the
color codes from the "Charging Infrastructure” view.

A more detailed view shows the charging point. The icon is also coloured
according to its status. If a vehicle is connected to the charging point, the
vehicle name is displayed next to the charging point.

Clicking on the charging point icon displays additional details in a sidebar.

At the top of the sidebar is an action menu for the following actions:
> Remote start/stop of the charging session
> Boost the charging session

> Restart the charging station

Below that, information about the charging point and charging session is
displayed, depending on the current status of the selected charging point.

> %

DC Station 1

Left Spot

Status

© charging
Charging priority
High

Actual Current
2304

D £ 0 B O D =2

Actual Power
50.36 kw/
Actual Voltage
390V

Vehicle
SV2234

Current SoC

Preconditioning

Hot water and heating

6/12/26,3:52PM

©

6/12/26,7:12PM
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2.3.1 Location Coordinates

Configuration of Before charging points are displayed in the map view, the location must be
Location

configured. In the "Charging Infrastructure" view, the coordinates can be
Coordinates entered in the editing dialog for charging points.

Click in the "Coordinates" field to open a map view. There you can use the

cursor to select the location of the charging point. Other charging points are
also displayed, but cannot be edited.

You can also specify whether the name of a connected vehicle is displayed on
the left, right, above or below the charging point in the map view.

Charging station connection is secure (TLS v1.3)
Charging Polnt Name*

) DC Station 2

+ Left Spot
© Leftspot +8 Charging Priority 94500
% e s Highest - ®
= 1
© Right Spot + 8 +| % ‘ ?
| S
# Connector 2 [ ] ‘ 'l-g. v
=
e
@
Iz
15
|2
T3
|& +
=
r:
i /
‘ i = Leaflet| © OpensStreeibtap contibutors
[J Location
~ Courdinates -
48.82758,9.108691 [ ]
Left - ®
L LE

Charging Points To ensure that all charging points already have a location configuration if there
without Location are a large number of charging points, you can filter for this in the details table.
Only charging points without a location configuration are displayed.

The configuration dialog can be opened directly via the action menu in the table.
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@ = Status (!) Q, Search

Charging Points Without Location

2.3.2 Site-specific Images

Summary In some locations, the map data is not sufficient to accurately display the
location of charging stations. Especially on private property, the map data is
incomplete and lacks reference points needed to pinpoint the charging stations.

Therefore, it is possible to overlay custom images, such as schematic drawings.
These images can include private driveways, buildings, underground parking
garages, entrances, and exits, etc. Especially in commercial vehicle depots, the
map function can be used in combination with these custom images to monitor
vehicle positioning.

The images can be overlaid at a desired position with the appropriate scaling
and rotation so that they fit precisely into the map data.
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Note: The support will assist you with integrating the images into the map data.
To do this, you must submit the image files via a support request. You will also
need to provide a description of where the graphic should be displayed.
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2.4 \Vehicles

Summary The Vehicles view shows the current state of the electric vehicles. If a vehicle is
connected to a charging station, information related to this charging session are
displayed.

Additional services are provided if Value-Added-Services are used. Refer to 8.
Value-Added-Services for further information.

2.4.1 Groups

Navigation Vehicles can be organized in groups. The groups are displayed in the navigation
bar on the left, with the assigned vehicles below. Each vehicle is assigned to
exactly one group. The "Standard" group is already created at the start.

e w = New Vehicles

- m Vehicles

¥ 85n EBuses

-~ =B Employees :
@ SV1012 :
m SV2234 :
fm S-V2030 -
+ 8a Pool :
Manage Groups Additional groups can be added via the menu at "Vehicle" level. The name of

existing groups can be changed via the [Configure] menu. If no vehicles are
assigned to a group, a group can be deleted again.
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Vehicle Status
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w := New Vehicles :
Charging

- @ Vehicles :
~ @n E-Buses A AddGroup o
¥ An Employees : Mittwe
¥ An Pool : Donners

If a group is selected in the navigation, a graphical and a tabular overview is
displayed. The graphical overview shows the vehicles in the group in four
categories:

>

>

Vehicles that are not connected to a charging station (black)

Vehicles that are connected to the charging station but not charging
(green):

> The vehicle has been fully charged and has finished charging. AC and
DC charging sessions can behave differently in this respect, as AC
charging sessions are usually not ended but paused.

> The charging session was ended due to an error on the vehicle or
charging station side

Vehicles that are currently charging (blue)

Vehicles for which the charging session has been paused by the vehicle or
load management (yellow)

The tabular overview shows all vehicles with the following properties:

V V V V vV V V V V Vv V

Vendor (if vehicle model is selected)
Vehicle Model

Status

Charging station*

Charging point*

Actual power*

SoC* (only in combination with ISO15118 or DINSPEC-70121)
Capacity (optional configuration data)
Duration*

Predicted Total Charged Energy*
Predicted End Of Charge Time*
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The columns in the table can be shown or hidden individually for each user. The
column configuration can be changed using the gear icon in the upper-right
corner. Columns can be shown or hidden using the checkbox. The default
configuration can be restored by clicking the [Reset to Default] button.

A series of actions can be started for each vehicle:
> Stop charging session*

> Display event history

> Show reports

The entries marked with an asterisk (*) are only relevant if the vehicle is
currently connected to a charging point.

The table can be filtered and sorted. The free text search searches in the
columns Vehicle, Vendor, Model, Charging Station and Charging Point. Clicking
on the column heading sorts in ascending order according to this column,
clicking again sorts in descending order.

At the end of the table, you can set how many search hits should be displayed.
If more vehicles are found, the arrow symbols can be used to scroll through the
result list.

2.4.11 Access restriction for groups

Summary

Configuration

© Vector Informatik GmbH

If it is not desired for individual vehicles to be allowed to start charging sessions
at all charging stations, access can be restricted.

The access restriction is configured at vehicle group level. This means that the
vehicles must be grouped together beforehand.

When creating and editing a vehicle group, charging station groups and
individual charging stations can be selected which may be used by the vehicles.

All charging stations that have not been selected are blocked for charging
sessions. This means that authorization attempts at these charging stations will
be rejected.
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Configure E-Buses
General

[ MName*

@ EBuses

Preconditioning

Access Restriction for Vehicles in Group:

Q, search

~ @ Charging Stations
> @ Building Downtown
> Q@ Building North

> ©Q Building South

12 charging station(s) selected

Note: If a charging station group has been selected, the configuration will be
updated automatically in future. Charging stations that are subsequently created
in the charging station group are also accessible for the vehicle group.

Caution: Charging stations can be configured so that authorization requests are
temporarily stored for a certain period of time. If the access for a vehicle is
blocked at a certain charging station, it is possible for the vehicle to continue
charging there until the cache in the charging station has been cleared
(automatically or manually).

e

charging station groups that belong to the same sub-client as the vehicle group

@ Note: If sub-clients have been configured (see chapter 2.10.2 Sub Clients), only
are displayed in the selection dialog.
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2.4.2 Vehicle Models

Summary

Configuration

New Vehicle Model

Charging
Characteristics

Batterie Balancing

© Vector Informatik GmbH

A vehicle model contains settings that are the same for all vehicles in a model
series. Settings such as minimum and maximum power are identical for vehicles
of the same model and therefore need to be set only once.

Vehicle models are optionaland are intended to simplify the management of
vehicle fleets. However, if the vehicles are very different from one another, it is
not necessary to configure vehicle models.

vohlcla Modols

&

+ Agd Venicle Madel

Minimum Power (DG
Charging)

Mazimum Power (D Ener

rgy Avoid Charging
Cherging) Consumptien Breaks

(AC Charging} [AC Charging}

280 Kim 75 an A 270k 16 ki ke [

290 knin aa sk 260 ko 14 kuhsken Yes

m 2 ¢& B O D B
=
§

Vehicle models are configured in the Vehicles | Vehicle Models menu. The
overview displays all models that have already been created, along with their
configured parameters. The list of displayed parameters can be configured
using the gear icon in the upper-right corner. Models can be edited and deleted
using the action menu.

New models can be created using the [Add Vehicle Model] button. The
following parameters are configured in the General section:

> Model
> Vendor
> Comment

The following parameters can also be configured directly on the vehicle if no
vehicle model has been selected. These parameters are described in section
2.4.4 Vehicle Parameters:

> Battery Capacity

Minimum Current per Phase (AC charging)
Maximum Current per Phase (AC charging)
Minimum Power (DC charging)

Maximum Power (DC charging)

Energy Consumption

V V V V V V

Avoid Charging Breaks

When this option is enabled, the vehicle is periodically charged to the Balancing
SoC rather than the target SoC, allowing the battery to balance itself. If battery
balancing is performed only when the battery is fully charged, low target SoC
values can result in balancing not being performed for extended periods of
time. Contrary to the charging schedule, it may then be necessary to charge the
vehicle to a higher target SoC.
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When battery balancing is enabled for a model, the configured Balancing SoC is
used instead of the target SoC. The Balancing SoC is used only if it is higher
than the target SoC. The Balancing SoC is used depending on the balancing
frequency and is ignored during all other charging processes.

’ 1
@ Add Vehicle Model
General

Charging Characteristics @ Enable Battery Balancing Support [©]

Battery Balancin:
¥ & Balancing SoC* Balancing Frequency*

DC Charging Curve 100 % 10 sessions

Cancel Save

DC Charging Curve During DC charging, the vehicle may not be able to charge at full power in
certain cases to protect the battery from damage or premature aging. Especially
when the state of charge is between 80% and 100%, the charging power
decreases noticeably.

The charging curve takes these effects into account and helps predict the
vehicle's remaining charging time more accurately and better estimate when the
desired charge level will be reached. It is also used at the start of the charging
process to distribute the available charging power efficiently.

The charging curve consists of one data point for every 5% state of charge
(SoC). The maximum power can be set either using the slider or the input field
below it.

Note: The DC charging curve does not limit the charging power during the
charging session. If you want to limit the charging power, you must do so using
the “Maximum Power (DC Charging)” setting.

ﬁ Note: Cost-optimized charging does not take the charging curve into account
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Add Vehicle Model
General
a
The charging curve helps to more accurately predict the vehicle's remaining charging time and betler estimate when the desired charging target

Charging Characteristics
will be reached. In addition, it is used at the beginning of the charging process to distribute the available charging power efficiently. However, it

Battery Balancing does not limit the charging power. The charging curve is not taken into account during cost-optimized charging.

DC Charging Curve SoC 0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50% 55% 60% 65% 70% 75% 80% B5% 90%

kw | 250 || 250 | 250 | 250 | 250 | 250 | 250|250 || 250 | 250 | 250 | 250 | 250 |250 || 250 || 250 250 | 250 | 250

2.4.3 Vehicles
Create Vehicle A new vehicle can be created at the desired group action menu. The dialog
rgquires at least a Vehicle Name which is used to show the vehicle in different
views.
@ Status
- M@ Vehicles :
-~ 8n E-Buses : 3 Vehicles
@) Bus SV7601 M Add Vehicle
() Bus S-V9812 L Configure
(g Bus S-V3303
v @An Employees :
v Bn Pool :
Auto-Pairing The alternative and easier procedure to create vehicles is to use the auto-

pairing feature instead of the manually creation. If a vehicle is connected to the
charging station before it is configured in the CSMS, the vehicle is shown in a
separate list. The following two connections are considered:

> Identification via OCPP
> Identification via Value-Added-Service, see Preconditioning (VDV 261)
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After choosing the desired vehicle from the list, a dialog appears which already
contains all known information. The vehicle is created by closing the dialog.

|
~

+ Add Vehicle

- New Vehicles

= EMAID: DE-811-1A2B3C4D5-9
DC Station 1 (17 hrs ago)

f=} RFID: 044d6db2da3f80
DC Station 2 (18 hrs ago )

(= Key Code: KeyCode1234
DC Station 3 (18 hrs ago)

To identify a vehicle at a charging station, one or several authorization tokens
can be associated with a vehicle. Authorization tokens can be configured in the
second step of the dialog. This process is described in chapter 2.4.4.

Vehicles can be edited by using the ‘& button. The [Configure] command opens
a dialog the change the information listed above.

The "Delete” command removes the vehicle from the configuration. This is only
possible when the vehicle is not connected to a charging system.

2.4.4 Vehicle Parameters

General:

Vehicles
Parameters

Vehicle Model

Assigned Group

Notes

© Vector Informatik GmbH

The name is used to display the vehicle in different views.

Optional selection of the vehicle model (see 2.4.2 Vehicle Models). Once a
model has been selected, the corresponding settings can no longer be
configured directly on the vehicle.

The properties of groups are described in chapter 2.4.1 Groups.

A free text input for general comments.
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Battery Capacity

Minimum and
Maximum Power
Values

Energy
Consumption

Charging Priority
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| fm Vehicles

Configure Vehicle S-v4015

|

General
Vehicle Name*

Load Management m S-Vv4015

Preconditioning

Token fm Vehicle Model - @
Assigned Group*
Q@ Pool -
2 Assigned Driver ®
E Notes

|

The battery capacity is used for the conversion between State-of-Charge (SoC) and
the required amount of energy. This value is only required when load management is
enabled with the “Schedule-based” charging strategy.

When load management is enabled, the minimum and maximum power values
are taken into account when calculating the charging profiles.

The minimum and maximum current are used for AC charging. The minimum
and maximum power are used for DC charging.

The charging power is not below the minimum current/minimum power, unless
charging is to be paused completely, for example because insufficient power is
available or cost-optimized charging requires it. This parameter is useful for
preventing charging interruptions in vehicles that cannot charge at low power
levels.

The maximum current/maximum power limits the charging power in addition to
the limits set in the charging infrastructure. This value is optional and can be
used to optimize power distribution.

The average amount of energy consumed by the vehicle per kilometer. This
value is only required if load management is activated with the "Schedule-
based" charging strategy.

The charging priority influences the power distribution in load management.
Depending on the charging strategy, the vehicle is given priority in power
allocation if the value "High" or "Highest" is selected.
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If this option is selected, the load management uses the learned values for the
parking duration and the charged energy to determine the vehicle's demand.
Otherwise, the default values defined for the strategy are used.

The charging profiles calculated by the charging strategy can contain time
intervals where the vehicle does not receive any power (charging breaks). The
reason could be there is not enough power available to charge all vehicles at
the same time or that it is not desired to charge at the moment, e.g. due to high
energy prices.

When the setting is enabled, the vehicle receives at least the minimum power
until charging has finished if there is enough power available. This might be
necessary if the vehicle does not support charging breaks, e.g. is not able to
start to charge again automatically after a charging break.

Enabling the setting may degrade the result of the charging strategy.

When the setting is enabled, the vehicle receives the minimum power after
charging has finished. This might be necessary for example if the vehicle
continues with trickle charging.

If the option is deactivated, the configuration "Power After Charging is Finished”
determines the charging behavior (see 2.2.2.5.3 Power After Charging Is
Finished).

Enabling the setting may degrade the result of the charging strategy.

J B Vehicles

Add Vehicle ]
General ]
a
4
Load Management Battery Capacity kWh | @
Preconditioning
Minimum Current per Phase (AG Charging) * Maximum Current per Phase (AC Charging)
Token 46 A ® 1 A @
Minimum Power (DC Charging)* Maximum Power (DC Charging)
1 3 wo ® T w | ®
M Energy Consumption kwh/km |
Charging priority*
B Normal - ®
Load Management Behavior
Use historical data in Load Management @
[J Avoid Charging Breaks @
[l Wnnm minimiime mavise aftar aharmins han finickhad ~m~ T
)
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Note: It may take up to 15 minutes for changes to the settings to take effect in
load management.

Preconditioning:

Vehicle The Vehicle Identification Number (VIN) is a unique code used to identify
Identification vehicles. Its format is defined in ISO 3779.

Number (VIN) The VIN is used as an identification key in VDV463 and VDV261. This is
necessary when the vehicle is controlled by a depot management system (see
also Chapter 5) and/or when the vehicle's preconditioning is to be controlled
(see also Chapter 8.2).

VDV261 Parameters If the vehicle supports a Value-Added-Service (VAS) connection for
preconditioning control according to VDV261 (see also chapter 8.2), the
following information is also required:

Password: The password which is used for the authentication check.

: { fm Vehicles
Configure Vehicle S-V4015

General

Vehicle Identification Number (VIN}#*

Load Management @ 502C7430135812704
Preconditioning Used as username for the connection 17117
Token Enable Value-Added-Service for preconditioning (VDV261) ®

Require Authentication for Value-Added-Services

B  Password (already set) [©)

== |

Token When creating a vehicle, you can optionally link a token to it. If this is not
necessary, you can skip this step by clicking the [Create Initial Token] button.
When editing a vehicle, linked tokens are displayed in this view.

Token:
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Details about the token are described in 2.4.5 Vehicle Details. Tokens for
vehicles that have already been created can also be edited this way.

- ‘ f Vehicles
‘ Add Vehicle |
General ®

Load Management @Y Create initial token
Preconditioning

Type*
Token & RFD -~

Enter the RFID Key *

©r 041f23b23

Status *

§ Accepted -

[ Expiry date

Notes

=

- I |

2.4.5 Vehicle Details

Vehicle Details If the vehicle has been selected in the navigation, vehicle-specific information is
displayed.
Status The Status tile displays various data about the vehicle and the charging session.

The information may come from different sources:
> Received from the charging station via the OCPP protocol
> Received from the charging station via the VDV261 connection

> Received from a third-party system that provides data via a telematics
connection

The following data is displayed, if available:

> Status: The current charging status is displayed in the first line, for example,
“"Charging,” “Plugged in,"” or “Suspended by Load Management" (Source:
OCPP)

> State of Charge: The current state of charge (SoC) is visualized as a
charging bar. Information about the state of charge can be transmitted
either via the charging station when the vehicle is plugged in or via a
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telematics connection, if one has been configured. The data source and the
time of the last data point are displayed when the mouse is hovered over the
bar. In addition to the graphical display, the current percentage value is
shown.

Below the bar, the time of the last data point is displayed, along with the
absolute values for the state of charge (current / fully charged).

Current charging power (Source: OCPP)

Amount of energy charged (Source: OCPP)

Duration of the charging session so far (Source: OCPP)
Forecast values for the end of charging (Source: internal)
Telematics connection status (Source: Telematics)
Battery temperature (Source: Telematics)

Mileage (Source: Telematics / VDV261)

The Charging Power chart displays the charging power of the selected vehicle
over time. The charging curve is independent of individual charging sessions,
so the displayed curve may consist of several consecutive charging sessions.
The time interval can be adjusted via the [Date Range] dialog. You can either use a
preset option (e.g., last 7 days) or select any time period using the date/time selector.
You can also highlight a time period with the mouse (hold down the mouse button to
select the range).

Q. search =
Vehicles » E-Buses » BusS-W7601
v = New tokens m Vehicles B Takens £ YOV281 FaultInjection
~ @ Vehicles ® smp Charging Session 4 Open Event History [ Open Repert -
~ @a EBuses
Status. Charging Power
(=) Bus S-V7601
© Charging DC Station 2 Jeeieras B
= Bus SVI812 Let spo () Last7 days

~ ma Employees

= Bus Sva303

~ @a Poal

Detalls

Vehicle Model
Medal 3

Vendor
Tesla

4 Charged Energy
AC: 9.3 kwh
DC:39.7 KWh

@ Parking Duration
AG:3h 16 min
nC:8h13min

Access Restriction Notes

% Vesor Electric V300

~
>

> Q

The following information is also displayed in the form of tiles:

>

>
>
>

Vehicle model (if selected)
Vendor (if vehicle model is selected)
Battery Capacity: The battery capacity configured in the master data.

Average charged energy from the last 10 successful charging sessions. The
values for AC and DC charging are displayed separately and can be
changed by clicking on the tile.
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> Average parking time during the last 10 successful charging sessions. The
values for AC and DC charging are displayed separately and can be
changed by clicking on the tile*.

* If no 10 charging sessions have yet taken place, the value "n/a" is displayed. If the
learning function for this vehicle is deactivated in the settings, the value "n/a" is
displayed and the tile is grayed out.

2.4.6 Authorization Tokens

Summary

Token

© Vector Informatik GmbH

Public or Semi-Public installed charging stations shall only be used by
authorized vehicles. Several authorization methods are available, such as:

> RFID tag
> Key code
> Vehicle-based authorization via Autocharge or Plug&Charge

If this feature is activated on the charging station and the CSMS, the charging session
can only be started, if the authorization was successful.

Tokens are used to authorize a charging session. Different types of tokens are
supported, each representing a certain authorization method. Depending on the
type, each token represents a certain authorization device or information.
Following types of tokens are supported:

> RFID 1SO14443: The driver uses an RFID tag in 1ISO14443 or ISO15693
format for authorization. The charging station must provide an RFID reader.

> Key Code: The driver uses a key code for authorization. The charging
station must provide a key pad.

> EVCC ID: The vehicle authorizes itself automatically with its own ID
(Autocharge).

> EMAID: The vehicle authorizes itself automatically with a contract certificate
(Plug&Charge).

> Custom ID: A custom format is used for the authorization token.

For each vehicle / user, a separate token should be created in the CSMS.
A token has the following attributes:

> Token ID: Unique identifier which depends on the selected type, e.g. RFID
chip identifier or the EVCC ID (vehicle MAC address).

> Status:
> Accepted: The token is authorized to start charging sessions.
> Blocked: The token is not authorized to start charging sessions.

> Expired: The expiry date of the token is in the past. The token is not
authorized to start charging sessions.

> Expiry Date: Date until the token is authorized
> Notes: Additional information about this token
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Create, Modifiy and When creating a vehicle, a token can be linked to it right away. For vehicles that
Delete Tokens have already been created, tokens can be managed via the “Tokens" view. The
list can be filtered using vehicle filter.

In this view, new tokens can be created and linked to vehicles. Additionally,
existing tokens can be edited and deleted. The assignment of a token to a
vehicle and the token ID cannot be changed afterwards. In this case, the token
must first be deleted and then added as a new token.

At least one token should be added to each vehicle, as it is also used to identify
a vehicle at a charging station.

Add Authorization Token

— Vehicle*

= BusS-V7601

— Type*
@ EvccID

O Enter the EVCC ID (MAC Address) *

0/ 12 characters

(— Status *

g Accepted -

™) Expiry date

Notes
=]

Cancel Save
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2.4.7 Preconditioning

Summary

Planning Data

Control of
Preconditioning
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To optimize the battery range, it is recommended to heat or cool the battery and
the passenger compartment immediately before departure from the charging
station (preconditioning) in order to draw the required energy from the charging
infrastructure.

The CSMS can take into account the time and energy required for
preconditioning in the planning. The required data can be received either via a
VDV463 charging plan (see 5 Fleet- and Depot Management) or via an Excel file
(see 2.5 Charging Schedules).

If no planning data is available, substitute values can optionally be configured
and used instead.

Whether and which planning data is available can be seen in the "Charging
Infrastructure” and “Vehicles" view in the “Schedule” section.

Each blue bar corresponds to a charging session. Charging sessions that takes
place in the future (to the right of the "Now" axis) have been received as
planning data. Clicking on the bar displays additional information, including the
parameters for preconditioning.

Schedule

Q  Search Planned Charging Session
Yesterday Today Tomorrow Friday  Saturday e e >
7:44 PM (20%) 1:44 AM (90%)
00:00 04:00 08: :00

) ocstation 2 ) Vehicle: Bus S-V9812
Left Spot - By charging Station: DC Station 1
Bus S-V7601 (90 % SoC N
fm Eus ( oC) n Preconditioning: Hot water and heating (until 7:00 AM)

DC Station 1
Right Spot
E Bus S-V9812 (60 % SoC)

Click for more information
fmy Bus $V3303 (33 % SoC) - n

ltems per page: | 50 ~ 1-30f3

The planning data contains information on whether and what type of
preconditioning is required. The departure time also determines when
preconditioning is started.

The VDV261 interface is required for the vehicle to receive and use this
information (see 8.2 Preconditioning (VDV 261)). This is used for electric buses
and commercial vehicles.

No standardized interface is yet available for passenger cars.

Version 3.13 -99 -



Vehicle Information

Configuration
Default Values

CSMS Parameters

© Vector Informatik GmbH

Web Browser User Interface

By using the VDV261 interface, the vehicle also has the option of sending
information to the CSMS. This information is used to optimize planning in load
management. This means that the required time and amount of energy is
planned for each vehicle.

All information received from the vehicle is displayed in the “Preconditioning
Details” section.

Preconditioning Details

Vehicle ID (VIN) Odometer

9GZCZ43D135812708 20455 km

Required time for HV battery preconditioning Required energy for HV battery charging
10 min 143 kWh

Required energy for vehicle preconditioning Required time for vehicle preconditioning
10 kWh 25 min

Charging state Battery state

Charging Battery ok

Hydrogen leak detector state
0k

In the event that the planning data is incomplete or no planning data is used at
all, substitute values can be configured. The values can be set per vehicle
group and apply to all vehicles assigned to this group.

The values can be set on the vehicle group via [Configure] in the
“Preconditioning” section.

The "Values to Be Sent to the Vehicle” section is used to set the values that are
sent to the vehicle via the VDV261 interface as soon as the vehicle has
established communication.

The following parameters can be set:

> Desired: Is preconditioning desired (“Yes" or “No"). Corresponds to the
variable “prec_dsrd” from the VDV261 specification. If “Not defined” is
selected, “Signal Not Available” is sent instead.

> Preconditioning Level:
o 0 No HVAC preconditioning
o o No hot water, cooling or ventilation
o 0 Hot water and heating
o 0 Only hot water and ventilation

Corresponds to the variable “prec_hvac"” from the VDV261 specification. If
"Not defined" is selected, “Signal Not Available” is sent instead.

> Standing time in minutes: Corresponds to the “driveoff” parameter in the
VDV261 standard. If the departure time for a charging session is not known,
it is calculated from the arrival time of the vehicle and the standing time set
here.
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> Ambient Temperature in degrees Celsius: Corresponds to the
"ambienttemp” parameter in the VDV261 standard.

> Target SoC in percent: Corresponds to the "target-soc” parameter in the
VDV261 standard. Only used for VDV261-V2 communication.

> Target distance in km: Corresponds to the "target-distance” parameter in
the VDV261 standard. Only used for VDV261-V2 communication.

Configure E-Buses
General

Preconditioning Values to Be Sent to the Vehicle
The following preconditioning requirements are sent to a vehicle in this group in case no specific planning data is available for

the charging session.
- Desired

e Yes

~ Precenditioning Level

dn  Hot water and heating

~ Standing Time

é 420 minutes

— Ambient

ah 20

— Target SoC
80

- Target Distance

@ 100

Values to Be Received From the Vehicle
The following values are assumed by the load management if the vehicle provides no specific energy demand for
preconditioning.

Reserve energy for preconditioning @

Cancel Save

Vehicle Parameters In the section "Values to be Received from the Vehicle”, the values are set that
are used as substitute values if no data is received from the CSMS via the
VDV261 interface.The following parameters can be set:

> Energy in kWh: Corresponds to the "prec_eamount” parameter in the
VDV261 standard. Defines the energy demand for preconditioning the
vehicle.

> Duration in minutes: Corresponds to the "prec_reqtime" parameter in the
VDV261 standard. Defines the time required for preconditioning the vehicle.
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Configure E-Buses
General
Ay

Preconditioning fm  Hot water and heating

~ Standing Time

6 420 minutes

— Ambient

ah 20

— Target SoC
80

¢ Target Distance

@ 100

Values to Be Received From the Vehicle
The fellowing values are assumed by the load management if the vehicle provides no specific energy demand for
preconditioning.

Reserve energy for preconditioning

— Energy*

¥ s

- Duration*

“ 20 minutes

@
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2.4.8 Import and Export of Vehicle Data

Summary

Format Template
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If you need to make many vehicle changes at once, the Import/Export feature
can simplify the process. This feature can be used to create new vehicles and
to update data for existing vehicles.

Both the import and export functions use Excel files. If the data comes from
another source, the Excel file must be created in the appropriate format so that
the CSMS can import it.

The Import/Export function is accessible via the Actions menu at the "Vehicle”
level.

> Q, Search =
Vehicles

o] ~ ;= Newtokens = Vehicles O Tokens
=]
- @ Vehicles [4 Open Event History [ Open Report ~
E ~ =@ EBuses A Add Vehicle
Charged Energy
m & Bus SV7601 A Add Group .
D 1, Import/Export » Download Template o=
9 ) Bus 5-v9812
— P 300
¥ Export
@ g Bus 53303
250
& Import
@ ~ aa Employees l 200

a 28 Pool 150
) S-vams 100
m SVI232 *
o
= SV1050 & 8 P p oS j
& & Eg &
& Sve010 W 0 Not Plugged In [l & Gharging 1 Plugged In L = = _\}5’

1 Panses W Eneray Amount (ki)

The import function requires the data to be in a specified format. If no vehicles
have been created in the CSMS yet, you can download a template. This
template already contains the necessary columns and formatting, which will
help ensure the data is entered correctly.

Each row in the Excel file corresponds to one vehicle. Columns that can be left
blank are marked with “optional” in the column header.

If multiple tokens are to be assigned to a single vehicle, use multiple rows. The
first row contains all data for the vehicle and the first token. In the second row,
leave all columns containing vehicle data blank. Enter additional data for the
second token only in the “Token" section. Repeat this step for any additional
tokens.

[vehicle A Yes Yes

Standard ACCEPTED

040bc3a2d2681 RFID |acceeteD

standard |vehicle s |ne [ves laccerteD

The template can be downloaded in the Vehicle view via the action menu at the
"Vehicle" level by selecting “Import/Export” | “Download Template.”
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When the Import function is selected, you must first select the Excel file
containing the vehicle data. The file is then analyzed and checked for errors.
Depending on the number of entries, this process may take some time.

If the file contains no errors, all entries are imported immediately. A pop-up
window with the message “The vehicle data has been imported” appears once
the process is complete.

If the file analysis detects errors or warnings, a dialog box with detailed
information appears. A warning is a notification to the user to ensure that data is
not accidentally overwritten. For example, a warning appears if a vehicle or
token is to be imported that already exists. The user can continue the process
by clicking the [Import Anyway] button or cancel it by clicking [Close].

Errors, on the other hand, are messages that block the import. The user must
first correct the errors in the Excel file and then restart the import process. The
following types of error messages may occur:

> The file used is not a valid Excel file

> The format of the Excel file is invalid, e.g., because a worksheet or column
is missing

> Arequired column is empty

> The format of a value is invalid, or a value is being used that is not available
in the drop-down list.

> The specified vehicle group does not exist

\"

There are already multiple vehicles with the same name in the system, and
the entry cannot be uniquely identified

There are multiple vehicles with the same name in the file

There are multiple tokens with the same ID in the file

The minimum AC current is below the permitted minimum of 6 A
The minimum DC power is below the permitted minimum of 1 kW
The minimum AC current must not exceed the maximum AC current

V V V V V V

The minimum DC power must not exceed the maximum DC power

Vehicles already created in the CSMS can also be exported as an Excel file. This
export feature can be used to make multiple changes at once and then reimport
the file. In addition, the export can also be used for processing in third-party
applications.

The export can be initiated in the Vehicle view via the action menu at the
"Vehicle" level by selecting “"Import/Export” | “"Export.”
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2.5 Charging Schedules

Summary

Navigation

Display of Charging
Sessions
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Charging plans are important in combination with load management. The
"Schedule-based"” charging strategy (see 2.2.2.4.2 Charging Strategy
Schedule-based) requires that schedule data is available. This data is used to
prioritize charging sessions and finally to allocate power. The following options
are available for managing charging schedules:

> IfaBMS or ITCS system is available, charging schedule data can be
received automatically via the VDV463 interface (see 5 Fleet- and Depot
Management).

> Weekly charging schedules can be imported via an Excel file.

> Manual charging schedules can be created and edited in the Charging
Schedule view.

The charging schedules that have already been created are displayed in the
Charging Schedule view. The view shows a single day (0:00 - 24:00). The
desired day can be selected using the calendar selection. Alternatively, the next
or previous day can be displayed using the arrow buttons.

A separate row is displayed for each vehicle. The list of vehicles can be
restricted using the [Vehicles] button. After clicking on [Vehicles], individual
vehicles and vehicle groups can be displayed.

If many vehicles have been selected, only as many entries as specified under
“Items per page” are displayed. Additional entries can be displayed using the
arrow buttons.

Charging sessions are represented by bars. In addition to those planned for the
future, spontaneous charging sessions that are currently taking place or have
taken place in the past are also displayed.

The following information can be taken from the graph:

Planned and completed charging sessions:
> A blue bar symbolizes a charging session that took place during this period.

> A hatched bar symbolizes a charging session that has been planned but not
yet completed. Typically, this charging session is in the future. A planned
charging session can also be in the past if the planned vehicle did not start
charging during this time.

> A gray charging session has been planned but is not taken into account by
load management. This occurs when several charging plans overlap, e.g.,
when a weekly plan and VDV463 are used simultaneously.

Planning types:

Symbol Chapter with further information

— Charging session from weekly | 2.5.1 Charging Schedule Import via
! schedule VDV463
— Lo 2.5.1 Charging Schedule Import via
& Exception in weekly schedule VDV463
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/ Manual scheduled charging 2.5.3 Manual Administration of
session Charging Schedules
EY  Planned via vDv463 5.2 VDV463

GA

Adhoc Charging Session
(unplanned)

Planning conflicts:

[

Charging target will not be reached: The estimated state of charge
(SoC) at the planned departure time is below the required state of
charge. The vehicle will therefore have a shorter range. Load
management was unable to find a plan that avoids this conflict. The
reason for this is that more charging sessions were planned than
can be supplied with the available grid power.

Location deviation: Charging takes place at a different charging
point, charging station, or charging station group than planned. This
does not restrict the charging of the vehicle if the actual charging
point provides sufficient power. The impact on operational
processes must be assessed by the dispatcher.

Charging session overlapped: The planned charging session
overlaps with another planned charging session for the same
vehicle and is therefore not taken into account.

The charging session started much later than expected. This means
there is less time available for charging.

Several of the conflicts described above were identified.

Charge status:

If the information is available, the current charge status (SoC) and the target
status are displayed in the bar, for example 90% / 100%.

Start time:

For future planned charging sessions (hatched), the start time of the charging
session is displayed in the bar.

© Vector Informatik GmbH
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@ Charging Schedule

Detail Information

© Vector Informatik GmbH

00:00 04:00 08:00 12:00 16:00

& svi012 7 92%/70%

m SV2234 - = 90%/90%
fm S-v2030 O B5%/95%

) Sv4015 = 95%/90%
fm S-v3232
fm S-v1050
= 95%/90%
B 5-v6010
Z 80%/80%
@) Bus SV7601 = 90%/90% 0 90%/100%

fmj BusS-V9812

o 95%/20%

=y Bus3-V3303

Clicking on a charging session displays detailed information. Different
information is displayed depending on the status:

>

Arrival time: For a scheduled charging session, the expected start time of
the charging session is displayed. For an active or completed charging
session, it is the actual start time.

Departure time: For an active or planned charging session, the planned end
time of the charging session is displayed. For a completed charging session,
the actual end time is displayed.

Charge level on arrival: For a planned charging session, the expected
charge level (SoC) of the vehicle is displayed. For an active or completed
charging session, the actual charge level is displayed.

Target state of charge on departure: For an active or planned charging
session, the required state of charge at the end of the charging session is
displayed. For a completed charging session, it is the actual state of charge
on departure.

Authorization method: The method used by the vehicle to authorize
charging.

Charging station: The charging station where charging is taking place.
Status: The current status of the charging session.

Actual power: The current power in kW at which the vehicle is being
charged. The value last received from the charging station is displayed. The
more frequently the charging station sends the value, the more up-to-date
the display is.
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> Current SoC: The current state of charge of the battery. The value last
received from the charging station is displayed. The more frequently the
charging station sends the value, the more up-to-date the display is.

> Preconditioning: The desired type of preconditioning

If errors or conflicts are detected for a charging session, a message is displayed
in the dialog box.

2.5.1 Charging Schedule Import via VDV463

Reference: The configuration of the VDV463 interface is described in chapter
5.2 VDV463.

2.5.2 Charging Schedule Import via Excel File

Charging Schedules Weekly schedules can be imported via an Excel file. The Excel file can be
created and maintained manually or filled automatically from other data sources.
If created manually, a corresponding template can be exported in the CSMS,
which already contains the necessary columns and also suggests valid values
for individual columns.

Each row in the Excel file represents a charging session. Created charging
sessions are repeatedly scheduled until the charging plan is updated or deleted.

AN Example: If the charging schedule for a vehicle contains an entry with charging
e start Monday, 8:00 a.m., then a charging session is scheduled for this vehicle
every week on Mondays, 8:00 a.m..

Charging Schedule The following information is relevant:

Parameters > Vehicle Name: Name of the vehicle that is to be scheduled for charging. The

name must match the vehicle name as created in the CSMS.

The Excel template already contains a list of the configured vehicles. If a
vehicle was subsequently added in the CSMS, the template must be
exported again.

> Charging Station Group: The group of charging stations at which the vehicle
is charged. In order to calculate an accurate prediction for the end of
charging, the maximum power of the charging stations within this group
should be similar. The decision as to which charging station from this group
will actually be used for charging can be made at short notice.

The Excel template already contains a list of the configured groups. If a
group is subsequently added in the CSMS, the template must be exported
again.

> Start of Charging (Day of Week): The day of the week on which this
charging session will start. As the charging session is scheduled every
week, no explicit date is required.
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> Start of Charging (Time): The time at which the vehicle is expected to be
plugged into the charging station. If there is a power bottleneck at the
beginning, the charging session can start with a charging pause and is
automatically resumed at a later time.

> Remaining Range at Start of Charging (optional): The remaining range in km
that the vehicle is expected to have at the start of the charging session.
Based on this information and the configured energy consumption of the
vehicle (see 2.4.4 Vehicle Parameters), the range at the end of charging can
be determined. If no value is specified, 0 km is assumed.

> End of Charging (Day of Week): The day of the week on which the vehicle
should depart. The period between the start and end can be used for
charging.

> End of Charging (Time): The time at which the vehicle should depart.

> Required Range at End of Charging: Based on this information, the
remaining range at the start of charging and the configured energy
consumption of the vehicle (see 2.4.4 Vehicle Parameters), the amount of
energy that needs to be charged during the charging session is calculated.
This value should be specified with a safety buffer so that the range is also
sufficient for unplanned detour.

> Rotation Number (after charging) (optional): The number of the round trip
that the vehicle is to make after the charging session. The rotation number
is used to simplify the assignment of charging sessions, but has no effect
on the planning of charging sessions.

> Length of Rotation (optional): The length of the round trip that the vehicle
should make after the charging session. The entry is optional and has no
effect on the planning of charging sessions.

> Charge as fast as possible (optional): If this option is activated, the vehicle is
charged as quickly as possible, regardless of the time remaining until the
end of charging. This option is deactivated by default.

The "Metadata" table sheet contains settings for language and time zone, which
must be adjusted if necessary.

Export Charging In the "Manage weekly schedule" action menu, an Excel file can be downloaded
Schedule Template via "Download Template", which already contains all the required columns. It is
recommended that you use this file to create a new charging schedule.

In the same action menu, a charging schedule can be imported via [Upload New
Schedule]. If a charging schedule is already active, it will be overwritten after a
warning message. After a successful import, the planned charging sessions can be
seen in the "Schedule" view.

Import Charging
Schedules

If the Excel file contains an invalid format or implausible values, a warning or error
message is displayed. If an error occurs, the import is aborted, and no changes are
made to the current configuration.

The following checks lead to an error and the import is canceled:

> The Excel file does not contain all the necessary worksheets or columns.
> The metadata is not available, or the version entered is not supported.

> A planning entry was created without filling in all mandatory fields.
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The specified vehicle was not found in the CSMS.
There are several planning entries for a vehicle that overlap in time.
The specified charging station group was not found in the CSMS.

There are more simultaneous planning entries for a charging station group
than charging points in the group.

vV V V V

> The energy consumption was not filled in for the vehicle entered.

The following checks lead to a warning. The user decides whether to complete or
cancel the import:

> The amount of energy required to fulfill a planning entry is greater than the
specified battery capacity.

> There are several vehicles in the CSMS with the same name. The charging
plan is assigned to one of them.

> There are several charging station groups in the CSMS with the same name.
The charging plan is assigned to one of them.

@ Import failed D

The uploaded charging schedule 2024-06-21_Weekly Charging Schedule.xIsx could not be imported.

@ Errors (6) -

Row 2, Column B:  Charging Station Group is missing. @

Row 2, Column C:  Start of Charging (Day of Week) is missing. @
Row 2, Column D:  Start of Charging (Time) is missing. @

Row 2, Column F: End of Charging (Day of Week) is missing. @
Row 2, Column G:  End of Charging (Time) is missing. @

Row 2, Column H:  Required Range at End of Charging is missing. @

Close
Delete Charging The current charging schedule can be deleted via [Delete] in the [Manage
Schedule weekly schedule] action menu. The "Schedule-based" charging strategy can

then no longer perform any optimizations. If this charging strategy is
configured, either a new valid charging schedule should be imported or the load
management should be switched to a different charging strategy.
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2.5.3 Manual Administration of Charging Schedules

Summary

Edit Weekly
Schedules

Create new
Charging Sessions

Create / Edit
Charging Sessions
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The user interface allows you to create charging schedules manually or to
customize weekly schedules imported from an Excel file.

Note: Charging sessions imported via VDV463 can only be modified in the pre-
system. Editing or deleting them in the CSMS is not possible in order to ensure
data consistency with the pre-system.

Charging sessions that have been imported as a weekly schedule via an Excel
file can be edited and deleted afterwards. The change only applies to the
selected charging session. All other charging sessions that originated from this
weekly schedule remain unchanged.

To edit or delete a charging session, first open the window with the detailed
information by clicking on the blue or hatched bar. In the window, you can edit
the entry using the pencil icon and delete it using the trash can icon.

When importing a new charging schedule, changes or deletions to individual
weekly schedule elements are retained, provided that the arrival time of the
series has not been changed. If there is no series for the same vehicle with the
same arrival time in the new version of the charging schedule, all exceptions
from the old series are also deleted.

Individual charging sessions can be created directly via the user interface. To
do this, either use the [Add charging session] button or click on the location in
the graphic where the charging session should begin.

Note: Currently, weekly schedules cannot be created manually. Instead, weekly
schedules can be imported via an Excel file.

The dialog for creating and editing charging sessions includes the following
information:

> From: Date and time when the charging session should start. Typically, this
is the arrival time of the vehicle.

> To: Date and time when the charging session should end. Typically, this is
the departure time of the vehicle.

> Vehicle: The vehicle being charged.

> Battery capacity: Information from the vehicle profile about the size of the
battery. The value can be adjusted in the Vehicles view.

> Energy consumption: Information from the vehicle profile about the average
consumption of the vehicle. The value can be adjusted in the Vehicles view.

> Group: The group of charging stations where the vehicle is being charged.
To allow for more flexibility in parking space assignment, a group is selected
rather than an individual charging point. In order to calculate an accurate
prediction for the end of charging, the maximum power of the charging
stations within this group should be similar. The decision as to which
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charging station in this group will actually be used for charging can be made
at short notice.

Charging priority: If the calculation of the charging priority does not yield the
desired result, the priority can be increased manually. The current priority is
displayed provided that the required fields for the charging point and
vehicle have been filled in. If the priority is to be determined based on the
priority of the vehicle and the charging point, the option “Use calculated
priority” must be selected. The priority is automatically adjusted if the
priority of the vehicle or charging point changes. If desired, the priority can
also be set to a fixed value (Normal, High, Highest).

Remaining SoC at start of charging: The state of charge (SoC) of the battery
when the vehicle is plugged in. The information can be given either as a
percentage of the battery capacity or in kilometers for the remaining range.
The conversion between percent and kilometers is based on energy
consumption.

Required SoC at end of charging: The desired state of charge (SoC) of the
battery when the vehicle departs. This information can be given either as a
percentage of battery capacity or in kilometers for the remaining range. The
conversion between percent and kilometers is based on energy
consumption.

Preconditioning: Switch on the vehicle's preconditioning (VDV261 required)
Preconditioning level: Type of vehicle preconditioning (VDV261 required)

" Arrival & Departure @

VI

Vot

V3t

Edit series entry
© changes apply to this charging session only. The underlying series remains unchanged. [
General | M)
From* Ta*
8.1
(5 18.12.2025,16:56 [ 19.12.2025, 05:56
=
B3 Building North I
Charging priority
Normal -

Remmaining SoC at start of charging (%)*

20 % km

Required SoC at end of charging (%)*

90 % km

Preconditioning

Preconditioning desired

€2 Not defined -

Preconditioning level

E Not defined - E
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Summary

2.6.1 Overview

Summary

Web Browser User Interface

The event history abstracts the communication from the CSMS to connected
systems (charging stations, pre-system, etc.) in understandable language,
stores and displays it. The events can be filtered and sorted according to
various criteria in order to narrow down the analysis of errors.

Details of the event entries can be displayed by expanding the respective entry.

Most of the events are based on OCPP messages that are exchanged with the
charging station. The events summarize the relevant information from the
messages in order to display it more clearly and comprehensibly. The original
messages can also be viewed as described in chapter 2.7 OCPP Messages.

Event History S —

An overview of the available events is described in 2.10.4 Events &
Notifications. In the settings, you can adjust the severity level of events and
create custom events and notification rules.

2.6.2 Filters and Sorting

Filters and Sorting
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The event list can be filtered according to the following criteria:
> Severity:
> Info: Events for which no action is required.

> Warning: Events that can restrict the charging session or the CSMS
functionalities as long as the event is present.

> Error: Events for which manual intervention is recommended to resolve
the problem.

> Categories: Type of event

> Charging Station: Charging Stations / Charging Station Groups that triggered
the event

> Vehicles: Vehicles / Vehicle Groups that triggered the event
> Events: Full text search in the detailed information of the events
> Date Range: Time period in which the event occurred
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2.6.3 Export

Excel and CSV
Export
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Web Browser User Interface

The charging station, the charging station group, the vehicle and the vehicle
group can also be filtered directly in the event table using the filter icon. The
symbol appears when an entry is selected with the mouse.

The action menu can be used to filter by charging session. All events that have
occurred in the context of the same charging session are then displayed.

If one or more filters have been set, all filters can be reset using the "Clear
filter" icon.

Clicking on a table column sorts the results in ascending order according to this
column. Another click sorts in descending order.

At the end of the table, you can set how many search hits should be displayed.
If more events are found, you can use the arrow symbols to scroll through the
result list.

The filtered event list can also be downloaded as a CSV or Excel file. Once the
desired filters have been set, the "Download as" button can be used to start
either the CSV or Excel export. The events are always exported in ascending
order by date.

The export may take some time depending on the number of events. The export
contains a maximum of 5000 lines.
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2.7 OCPP Messages

2.7.1 Overview

Summary

Messages

© Vector Informatik GmbH

All OCPP messages that are exchanged with the charging station can be viewed
under "Events" | "OCPP messages".

As a large number of messages are sometimes processed in a short time, the
view offers filter options to limit the messages displayed.

The data can be exported in CSV and Excel format for further external
processing.

Only data from the last 30 days is saved and displayed.

OCPP Messages History e v E

v ) v T = v %

Dec 16,2024
1:56:12.197 PM
Dec 16,2024
12:03:49.892 PM
Dec 16,2024
12:25:13.627 AM
Dec 15,2024
7:53:39.172PM

Dec 15,2024
5:26:30.820 PM

The OCPP messages are displayed in a table. Each line contains a message pair
consisting of request and response. If no response has (yet) been sent or
received, this field is empty.

The following information is displayed:

> Date and Time: time at which the message was received or sent in the
CSMS. If the charging station was offline for a certain period of time, it is
possible that the message was generated earlier but not received in the
CSMS until later. The timestamp in the message may therefore differ.

> Charging Station: Name of the charging station with which this message
was exchanged

> Protocol: OCPP version that was negotiated when the charging station
established the connection

> Type: OCPP message type

> Message to CSMS: Content of the message received by the CSMS (request
or response). If it is a response, the time required to answer the request is
also displayed. If the field is empty, no response has yet been received.

> Message from CSMS: Content of the message that was sent to the charging
station (request or response). If it is a response, the time required to answer
the request is also displayed. If the field is empty, no response has yet been
sent.

As some of the message content can be large, only the first few characters are
displayed. The full content can be displayed by clicking on the arrow.
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Messages that have been received in the meantime can be displayed via the
"Reload" symbol.

2.7.2 Filters and Sorting

Filters and Sorting

2.7.3 Export

Excel and CSV
Export

The messages are sorted by date and time. By clicking on the column header,
the messages can be sorted either in ascending or descending order.

Due to the large amount of data, filtering will usually be necessary. The
following filters are available:

> Charging Stations: If individual charging stations are selected, only
messages from these connections are displayed.

Type: Selection of one or more OCPP message types
Protocol: Selection of the OCPP version
Payload: Full text search within the request and response

vV V V V

Time Period: Selection of the time period for the search.

The filtered event list can also be downloaded as a CSV or Excel file. Once the
desired filters have been set, either the CSV or Excel export can be started via
the "Download as" button.

The export may take some time depending on the number of events. The export
contains a maximum of 10,000 lines.

2.7.4 Send Custom Messages

Summary

=

Charging Station
Selection

Message Definition

© Vector Informatik GmbH

In special cases, it is necessary to send specific OCPP messages to a charging
station. These may be OCPP use cases that the CSMS does not support or
supported use cases for which individual parameters must be set individually.

Caution: The function requires detailed knowledge of the OCPP standard. The
message content is sent to the charging station without being checked. Syntax
errors can lead to the message being rejected by the charging station. Semantic
errors can lead to unwanted behavior on the charging station.

First, the charging station that is to receive the message must be selected in the
“Select Communication Partner” section.

The message type and message content can then be specified. Both should
conform to the OCPP standard so that the charging station can process them.
Nevertheless, it is also possible to send content that is not defined in the
standard.
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Send Custom OCPP Message ®@

o

Communication Partner

° Define Message

Templates :

(O ocpp1.6 @ 0CPP2.0.1 () OCPP 2.1

ReserveNow Ci vation ClearChargi

je TyE
ReserveNow x

2345,
expiryDateTime™: "2624-16-28T16:00:802",
"evseld”: 1,
"id

en”: "B41A2B3CADSEGF",
"type": "IS014443"

groupldToken™: {
"idToken": "DEF67590",
“"type": "Central

Close

The message can be sent by clicking on “Send”. The dialog remains open if the
message still needs to be sent to other charging stations or the message is to
be sent repeatedly in a similar form.

The response can be observed as described in 2.7 OCPP Messages under
OCPP messages.

Note: The OCPP version does not have to be selected in the dialog, as the
version has already been defined when the connection is established and
cannot be changed for individual messages. The message type and content
must match the OCPP version used.
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Summary

Filter

Export
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Web Browser User Interface

Several reports are provided with different content and visualization. The
overview shows the available reports and a short description.

The content of each report can be customized by selecting a date range and the
charging stations, which shall be considered in the report.

Configuration

Weeks Months

Filters

Maximum 3 years for download and 1 year for preview
o

From*

M 1162024 M 1/16/2024

Q. Ssearch

~ [ Charging Stations
> Q Building Downtown
> [0 @ Building North

> O & southem Region

8 charging point(s) selected

Preview Downloadas v

] csv
FH Excel

The report can be previewed directly in the browser to quickly determine the
desired filter settings. However, the preview result may be limited in number.
The maximum preview period is 1 year, unless otherwise specified. In addition,
the number of results may be limited.

Alternatively, the report can be downloaded directly. In this case, the maximum
period is 3 years, unless otherwise specified.

All data elements of a report can be exported in Excel and CSV format. The data
can be downloaded with the [Download as] button.

Depending on the number of results, generating the export may take some time.
The status can be viewed in the export overview. Once the report is complete, it
can be downloaded from the export overview. The list only contains reports that
the user has generated.
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r— J—
Efficiency Cost Savings
An averview of the charged energy of all charging sessions compared A tabular cverview of the cost savings through cost-optimized
1o the consumed energy at the mains supply measurement point). An charging

energy meter should be installed in order to get all metrics

Generated Reports

This table contains all reports which have been generated in the last 30 days.

@ The generated files from the reparts Availability and Charging Sessions Statistics are not listed here. They are downloaded dinectly.

Report Type Request time Creation time Filter Timerange Format File size Status

Gost Savings 98438, 63 A P be generated. Fucel CGueued

Charging S¢ssio Detalis /25, 937 A Feoutis st being gencrated... o e L Excel Being gercrited

Crergy Gonsumpiion - Sharg ng Points 00737725, 934 A 3min el a2k completed &
Energy Consumption - ehiclas 30725 24370 2min. Excel amsva Completed L
Charging Seesion Details. 8/20725 1:51 MM 0 riin Escel 42K Completsd &

From: 6/20425, 200 Akt

Gleating 826/25, 112PM = min, e v el azKE completed &
Cogt Savings 2077725, 1107 A0 i, el Z4MB completed &
Link Alternatively the report can be accessed later by saving the link to the report

with the [Copy Link] button. The link can be also passed on to other users.

2.8.1 Energy Consumption - Charging Points

Content A summary of the energy consumed per charging point. The listing can be
created in the following granularity:

> Days: Charged energy summed up per day
> Weeks: Charged energy per calendar week
> Months: Charged energy per calendar month

Two values are always displayed per day/week/month (depending on the
selection). The first value "Charged energy" is the energy sum of the charging
sessions on this day/week/month. The second value is the last received value
sent by the charging station.

Caution: There are charging stations that reset the energy counter for each
charging session. Therefore, the value is not continuous. However, this does
not result in any restriction for the energy calculation.

&

Caution: Due to the large amount of data, in the preview a maximum of only 50
entries is displayed. If the desired entries are not included in the result, the
period of the report can be limited. Afterwards, the report must be generated
again.

S

Alternatively, all entries can be exported as Excel or CSV file.
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& Energy Consumption - Charging Points

(5] Maintag, 24. Mz 2025 - Mortag, 24. Merz 2025

T Copy ink || Downionsas v
owi2
18.03.25 19.08.25 20.03.25 21,0325 22.03.25 22.03.25 200325 Sum
Charging Point Charged Meter Charged aeter Cherged et Changed Mreter Charged ieter charged Heeter Charged neter charged
Erergy i Crermy value Enersy value netay value Eneray value Enermy vl Energy value Eneray (41)
fkh) ) (k¥ () qatin) (kith) wh (] (kivh) (W ) (kb ) )
©C Statian 1
e SEES 44524 EER]] 4ar2 wieEs 83 seEmn 47209 43285 20365 0638 63z 0,485 68179 452559
oC Statian 1
e 83871 83871 50,413 51413 19663 19,663 83278 83278 55010 65010 7151 37151 119820 60927 493232
A spo
30 Station 2
P o0a 0000 0.000 0000 onao 0,000 0.000 000 0,000 aon 0,000 om0 150,016 73613 150,045
o Statian 2
tspat 42337 42387 60827 80027 83471 387t 54413 64218 49863 40663 83278 83278 25,000 25000 369,489
“ght spot
DG Station 3
P 59699 ATD6T 74821 71.289 81031 51081 67687 49063 82104 65254 54193 48160 BG4 781 474549
Lefl Spol
1 Statinn 3
wona 6,100 neno 0,000 onon 1,000 0000 onon 0,000 voon 0,000 e o100 anon o000
Raht Spet
o Staton 4 e " . - s . -
o 43,17 23121 0,000 0,000 22337 42337 5004 50047 3ag 3384 0,000 0000 0000 onan 169,379
o Staton 4
w0 0,000 0,000 0,000 anon 0,000 0,000 onon 0000 waon 10 [ 000 auon 0,000
Fyhl Spot
5C Station 1
A w00 o100 0,000 0,000 onan 0,000 0,000 anon [ wa0n 0,000 00 7000 Fanon 70,000
Left 5
5C Stutiur: 1
warspol [ 0000 0000 000 onon 000 0.000 Qoo 0.000 Gaoa 0.000 none o000 onan 0000
gt Spo

2.8.2 Energy Consumption - Vehicles

Content
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A summary of the energy consumed per vehicle. The listing can be created in
the following granularity:

> Days: Charged energy summed up per day
> Weeks: Charged energy per calendar week
> Months: Charged energy per calendar month

Caution: Due to the large amount of data, in the preview a maximum of only 50
entries are displayed. If the desired entries are not included in the result, the

period of the report can be limited. Afterwards, the report must be generated
again.

Alternatively, all entries can be exported as Excel or CSV file.
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— €& Energy Consumption - Vehicles
{8 Monday, March 24, 2025 - Manday, March 24, 2025
] capy link Davinlaad as

oW1z

#1725 31825 319125 220/25 321725 /22125 3/23/25 Sum

vehicla () fhh) (k) (k) hargad Energy (kW)

svI012 42037 80427 81871 54413 44663 83,278 40,042 414591
2034 10T 59864 4747 om0 0000 37080 a7 147380
22030 5308 12134 16.828 9088 10308 0.001 12,863 73,628
s¥I015 7033 0.000 42337 0000 sa gl 0.000 74955 271557
svazaz anss0 38215 EERED 43.421 6192 13177 1.563 177302
SVA0R0 [ 0.000 0.000 000 0000 0.000 1.5 1.500
SVED10 oo 0.000 0.000 0000 0000 0.000 Ba97F 84977
Bus SW760 51413 20663 85.423 52865 37151 7e.802 a2y 462038
BUs SYI812 #1871 54413 40663 @328 65010 37151 oong 373385
BUs SV ol uzy 83871 44413 44603 8§12t 65070 EIAEY 434313

Sum 366.864 352.087 301.480 303.628 345.562 315.450 385.402 2,440,582

2.8.3 Power Consumption

Content The report contains a detailed breakdown of power consumption and energy
used, as well as the various thresholds that were active at that time.

The values in the report are aggregated across all selected objects. Objects can
include charging stations and stationary batteries.

The report contains a separate entry for every 5 minutes. A received
measurement value is assigned to the respective entry. Thus, depending on the
measurement frequency, an entry may consist of several measurement values,
or only oneg, or even none at all. If a charging station sends measurement values
more frequently than every 5 minutes, the average is calculated. If a charging
station sends measurement values less frequently than every 5 minutes,
average values for power and energy are also calculated. The energy is
distributed proportionally across all entries.

Limitations Depending on the selection of charging points, the following restrictions apply:

> Total power (kW) and total energy consumption (kWh):
Available only if a single location with meter data is selected. Not available
for multiple properties.

> Power/energy of charging points (kW/kWh):
Available if at least one charging point is included in the selected properties.

> Power/Energy of Batteries (kW/kWh):
Available if at least one battery is included in the selected properties.

> Power Limits (Static Power Limit, External Power Limit, Reduced Power
Limit, Effective Power Limit):
Available only if exactly one property has been selected. Not available for
multiple properties.
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Leistungsaufnahme
Vvon

Bis

Ausgewihite Objekte

2026-01-29 00:00:00
2026-02-05 11:09:07
Ingersheimer StraRe 24

Web Browser User Interface

z g (kWh) Leistung L (kW)| _ Energie Ladepunkte (k\Wh|
2026-01-29 04:55:00( THURSDAY 118 462 kW 9,871 kWh 10,21 kW/| 0,853 kWh
2026-01-28 05:00:00| THURSDAY 138,064 kW 11.504 kiWh 24.12KW 1.707 kWh
2026-01-29 05:05:00| THURSDAY 144,729 kW 12,06 kWh 29,447 KW 2,46 kWh
2026-01-28 05:10:00| THURSDAY 146,537 kW 12,211 kWh 2917 kW 2,412 kWh|
2026-01-28 05:15:00| THURSDAY 143,469 KW 11,955 kWWh 25178 KW 2,438 KWh
2026-01-29 05:20:00| THURSDAY 145,755 kW 12,146 kWh 29,171 kW, 2,431 KWh
2026-01-28 05:25:00| THURSDAY 148,328 kW 12,41 kWh 25,162 KW 2,431 kWh|
2026-01-28 05:30:00| THURSDAY 151,559 kW 12,629 kWh 25,164 KW 2,43 kWh
2026-01-29 05:35:00| THURSDAY 153,01 kW, 12,75 kWh 35.4 kW 2,976 kwh
2026-01-28 05:40:00| THURSDAY 159,993 kW 13,332 kWh 34,166 KW 2,847 kWh
2026-01-28 05:45:00| THURSDAY 166,49 KW 13.874 kWh 33.813KW 2,844 kWh|
2026-01-25 05:50.00| THURSDAY 191,492 KW 15,957 kWWh 42,681 KW 2,779 KWh|_
2026-01-28 05:55:00| THURSDAY 193,811 kW 16,65 kWh 42,851 KW 3,503 kWh
2026-01-29 06:00:00( THURSDAY 188,299 kW 15,691 kWh 41,726 kW/| 3,584 kWh
2026-01-28 05:05:00| THURSDAY 168,985 kW 14,165 kWh 56,144 kW 3,336 kWh
2026-01-28 06:10:00| THURSDAY 200,767 KW| 16.73 kWh 55,611 kW 4,598 KWh
2026-01-25 06:15.00| THURSDAY 209,867 KW, 17,488 kWh 63,013 KW 5,245 iji:
2026-01-28 05:20:00| THURSDAY 204,905 KW| 17,075 kWh 73,822 KW 5,089 kWh
2026-01-28 06:25:00| THURSDAY 196.205 kW 16.35 kWh 73872 kW 6.163 kwh|
2026-01-25 06:30:00| THURSDAY 200.744 KW, 16.728 kWh 73,503 KW 6.157 KWh
2026-01-28 05:35:00| THURSDAY 216,863 KW| 18,071 kWh 72,857 kW 5,685 kWh
2026-01-29 06:40:00( THURSDAY 216,343 kW 18,028 kWh 83,623 kW| 6,026 kWhl
2026-01-28 06:45:00| THURSDAY 219,06 KW 18.255 kWh 76.968 KW 6,771 KWh
2026-01-29 05:50:00| THURSDAY 216,966 KW| 18,08 kWh 77,483 KW 5,179 kWh
2026-01-28 06:55:00| THURSDAY 218,398 KW| 18,199 kWh 81,251 KW 5,379 kWh|
2026-01-28 07:00:00| THURSDAY 217,93 kKW 18.16 kWh 74.167 KW 7,028 kWh
2026-01-29 07.05.00( THURSDAY 217,816 kW 18,151 kWh 57,907 kW 5,306 kWh
2026-01-28 07:10:00| THURSDAY 220,712 KW, 18,392 kWh 58,956 kW 4,803 kWh|
2026-01-28 07:15:00| THURSDAY 217.398 KW| 18.116 kWh 56.921 KW 4,893 KWh
2026-01-28 07:20:00| THURSDAY 216,595 KW| 18,049 kWh 51,524 kW, 456 kWh
2026-01-28 07:25:00| THURSDAY 220238 KW, 18.353 kWWh 45,653 KW 4,206 KWh
2026-01-29 07:30:00| THURSDAY 216,189 kW| 18,015 kWh 59,13 kW, 4,849 KWh
2026-01-28 07:35:00| THURSDAY 214,989 KW, 17,915 kWh 60,448 KW 5,011 kWh|
2026-01-28 07:40:00| THURSDAY 215.247 KW| 17.937 kWh 55.355 kW 4,949 kWh|

2.8.4 Charging Session Statistics

Content A table with all the summarized information about charging sessions on a selected

time range and location.

[=]

Number of started charging sessions

® v

Number of failed charging sessians
Longest oharging session

Shortest cherging session

#vg. duration of a charging session
T Max power consumption of a single charging session
1 Min. powss cansumption

— Avg. power consumption

¥ Requestedensrgy

¥ charged energy

8  Operstional Status Statistic
Aveilable
Preparing 1o charge

@ Charging

@ rinished charging

@ Inoperative

6

2

shecmn

ohrain

FhaTrrin

BREST KW

ok

52346,58 KW

3136,784.7 KWh

2987011 kiwh

in Charging Sessions Statistics

) March 4, 2025 al 12:00:00 AM GMT+1 - March 4, 2025 al B:00:00 AM GMT+1

2.8.5 Availability

Content A summary of the operation states of selected charging points within the

selected date range.
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‘ ?| {3 Availability
{7 Bdarch 24, 2025 at 12:00:00 AN GHT# - March 24, 2025 al 2:45:00 PM GMT+1

B copylnk | Downleadas

moperative 8.2%

Finishert charging 10.6%

Charging 12.5%

Avallablo 62 5%

Prepating Ly chiarge 6.2%

2.8.6 Charging Session Details

Content

=
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A list with all charging sessions and their details. For each charging session, a
separate entry is displayed. In the overview, the date and the status of the
charging session is displayed. The entry can be expanded, so all details of the
session are visible.

Caution: Due to the large amount of data, in the preview a maximum of only 50
entries are displayed. If the desired entries are not included in the result, the
period of the report can be limited. Afterwards, the report must be generated
again.

Alternatively, all entries can be exported as Excel or CSV file.

F ¢ Charging Sessions Details

[ 4. Mdrz 2026 um 00:00:00 GMT#1 - 24, hirz 2025 um DE00:00 GMT4+

1T topylink Downlead as v

o, e

S oldestirst I Mewestfirst

B 6o Siation 1 400 2025, 144745 @e— ]| g
‘Charging Session fd7 e93d3-77a0-47c5-Yede-di3f0ck1 981

B) oo setion 24.03.2025, 100345 24092025 130345
‘Charging Sesslon c2ec ] B11-aeEd-40d3-slel-3heo 2045 5047

> [ oo sison 50 2008 150385 50 2008 2103 45
‘Charging Session FO3kFRT0-537a-4fR3-LA72-72RdSHC=R 00

By oo statien 24,09 2005 0002.45 24092025, 101945
Glarging Sesslon cBasaaty-DoBs-hHr Gal-a74054a0ak4

> [ b sation 200 2005, 25045 SEIAD00E, UGETAS
Charging Session b 1eas7a-ebka-44c0-bd0 4108336506566

B o station 21.09.2005 220243 22092005, 0873443
Charaing Sosslan 10017453-8¢10-4756-8006-33 36631
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Minimum Dataset in  This report can also be exported in CSV and Excel formats. Two versions are
NOW Format available for each format:

> Inthe standard version, the export includes a large number of columns
containing different information

> The NOW version follows the template required by the National Organization
for Mobility Transformation (NOW). This report contains a minimum dataset
required for publicly funded projects.

2.8.7 Clearing

Content A list with all charging sessions and their clearing relevant data. For each
charging session, a separate entry is displayed. In the overview, the date, the
vehicle, the charging point and the charged energy of the charging session is
displayed. The entry can be expanded, so all details of the session are visible.

Each entry has one of the following states:

> Valid: The charging session is completed and all relevant data is valid and
stored

> Invalid: The charging session is completed, but the validation of the data
failed. The validation is based on signature checks.

> Incomplete: Relevant data is missing, e.g. due to communication interrupt

entries are displayed. If the desired entries are not included in the result, the
period of the report can be limited. Afterwards, the report must be generated
again.

o Caution: Due to the large amount of data, in the preview a maximum of only 50

Alternatively, all entries can be exported as Excel or CSV file.

‘ = i Clearing
H Mareh 4, 2025 at 12:00:00 AM GMT+1 - March 24, 2025 a1 8:00:00 AM GMT+1

sownlaad sl

S Oidestfrsr o Newestfirst

> B 0O Station 1- Left Spat Wiar 24, 2025, 1006.06 &M G 24, 2025, 12:57:06.Ph

[ DCStation 1 Left Spot Mar 23, 2025, 3.06:06 PM Mar 23,2025, B.51.06 PM
Vehicle: 537734

> [ b station - et Spar Wiar 94, 20175, 17:06:06 AM War 94, 205, 10:08:06 AM

Vehi

Mar 22, 2025, 13506 PR HAar 23, 2075, F3506 A

Token tvpe: LVGE 10
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2.8.8 Efficiency

Content

Data Sources
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An overview of the charged energy of all charging sessions compared to the
consumed energy at the mains supply (measurement point). An energy meter should
be installed in order to get all metrics.

The energy amount consumed by the charging stations is calculated based on the
meter values received via OCPP from each charging station.

The reference value for the comparison and the calculation of the efficiency is
received via a REST API. This API must be called by the smart meter device (or a
gateway device), which measures the total consumption of the charging
infrastructure.

Note: If no smart meter device is available or the APl is not integrated, the
report will not show the expected results.

F @ Efficiency

™ 1. Januar 2024 um H=00:00 EMT+1 - 1. Januar 2025 um 00:59:00 GMT+1

s
s
e
¢
e Febosn e it nsi an i o St O Nomeulos
Manat

Energiemenge [kvh]

...............

Legende

anuary 677 562 ns s3m

March 2 57 77 8704
april L cas a2 26,50

May 738 613 125 83,00

2.8.9 Cost Savings

Content
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The report calculates the savings achieved by the charging option “cost-
optimization”. For the calculation, the actual charging session is compared with
a simulated charging session that would be expected with the “Balanced”
charging strategy without cost-optimization.

The basis for the calculation is the energy consumption per time unit (15 min or
60 min) and the associated costs.

The report can be generated at different time granularities (day, individual date).
If the report is to be created for a longer time range, the resolution of the data is
15 minutes. If a month is selected, either 15min (max. 7 days) or 60min (max. 1
year) can be selected as the resolution.

Due to the large amount of data, no preview can be displayed for a month and
the granularity 15min. Only the export to CSV / Excel is possible.
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The report can only be created for charging station groups for which the cost-
optimization is currently activated. If this applies to several groups, a group
must be selected in the filter settings.

If “Day” has been selected as the time period, the course of the day is displayed
as a graph. The graph contains the following information:

> Blue curve: The energy actually charged per time unit (with cost-
optimization)

> Red curve: The simulated energy per time unit (charging strategy
"Balanced” without cost-optimization)

> Gray bars: Costs per time unit
The graph allows a quick plausibility check that, taking into account the energy

demand and standing time, charging took place primarily during periods when
the energy costs were low.

E i Cost Savings

) Monday, March 24, 2025

0On March 24th, 2025, 12.75 % cost savings were achieved! (EEIE

All values are also listed in a table. If the table contains a large number of rows,
only the first 5 entries and the total values are displayed. Click on “Show all xx
entries” to display all entries.

The table contains the following columns:
> Date: Start of the period

> Price per kWh (day) / Daily average price per kWh (month): The configured
price for this time period. The currency unit must be known to the user and
is not stored in the system.

> Charged Energy (kWh): The energy actually charged in this time period.

> Costs: The product of the price per kWh and the charged energy in this time
period.

> Charged energy without cost optimization (kWh): The simulated energy that
would have transferred if no cost-optimzation had been used.

> Costs without optimization: The product of the price per kWh and the
simulated energy in this time period.

> Cost difference: The difference between "Costs” and “Costs without
optimization”.
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= W Cost Savings
[ Friday, March 1, 2004 - Sunday, March 31, 2024
i i 0] cepylink owninad as v
In March 2024, 9.76 % cost savings were achieved! 0 epy lind naowmina

Date Daily average price per kih ‘Gharged Energy (kWh) cests Charged energy
‘cost optimizatian (kWh)

20260222 200 151121 41605 104503 68245 2335
20260223 2300 157,17 47345 169,504 5526
20250224 2310 135.952 42145 120202 40.071 0.692
20250225 0280 150.057 43515 132612 5414 0290

2005.0226 nsn 170zt 52.085 210666 73743

Note: The report only takes into account the energy costs that were provided
via the configuration. Additional costs (taxes, fees, ...) that are charged during
billing are not taken into account.

2.9 Certificates

Certificates are used for different purposes. Following certificate types can be
managed in the CSMS:

> V2G Certificates: Certificates which are introduced by the 1ISO15118

> EVSE Ledf Certificates:
The certificates are installed in the charging station and used as server
certificate during the TLS handshake between vehicle and charging

station. The corresponding root certificate (V2G root) must be installed
in the vehicle.

> V2G and Mobility Operator (MO) Root Certificates:
The certificates are used to verify the validity of other certificates, e.g.
the contract certificate which is used for Plug&Charge.

Summary

> CSMS Certificates: Certificates used to encrypt the back end
communication

> CSMS Root Certificates:

The certificates are used during the TLS handshake between Charging
Station and the CSMS.

> CSMS Client Certificates:

The certificates are used by the Charging Station to authenticate at the
CSMS.

> OCPP server certificates:

The certificates are used by an edge-device to provide a TLS-protected
OCPP connection.

> VDV261 server certificates:

The certificates are used by an edge-device to provide a TLS-protected
VDV261 connection.
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The CSMS provides functions to manage these certificates, but the certificates
must be created by a Certificate Authority (CA) outside of the CSMS.

All uploaded certificates are displayed in the navigation menu on the left-hand
side. The menu represents the structure of the Public-Key-Infrastructure (PKI).
Several PKls can be installed and managed at the same time.

The details of each certificate can be viewed by clicking on the specific
certificate. The details view provides basic information of the certificate and a
list with all charging stations using this certificate.

B certificates Overview B Certificate Signing Requests

B ©SMs RootCertificate n
Certificate Details

Subject: DC=CSMS,C=DE O=Vector Informatik GmbH,CN=CSMS_RootCertificate

Issuer : DC=CSMS,C=DE 0=Vector Informatik GmbH,CN=CSM3_RoolCertificale

Validity: valid

Valid from: 23.03.2025,17:15:53 until 06.04 2025, 09:45:53

Serial Number: 18446744073709552000

Installed

4 Not configured

2.9.1 Manual Installation

Upload of new Root
Certificates

© Vector Informatik GmbH

Use the [Upload] button to upload new certificates. One or several certificates can be
selected in the dialog. The upload is confirmed by a second dialog.

If the type of a certificate could not be determined automatically, the type must be
selected manually.
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Upload Certificates
The following not yet existing certificate(s) have been saved:

Commen Name Expiry Date ‘ Intended Use

. QCPP Backend Communication
C=DE,0=Vector Informatik GmbH,CN=MORoOtCA_1 42172025

) OCPF Backend Communication
DC=V2G,C=DE,0=Vector Informatik GmbH,CN=V2GRoot_1 4/15/2025

OCPP Backend Communication
DC=CPO.C=DE,0=Vector Infarmatik GmbH,CN=SECCCertA_1 4/23/2025

) N OGPP Backend Communication
DC=CSMS,C=DE0=Vector Informatik GmbH CN=CSMS_RootCertificate 4/3/2025

OCPP Backend Communication

Items per page: | 50 ~ | 1-50f5

o It was not possible to determine the intended use of all newly stored certificates. Please select the intended use.

If a root certificate is not installed on a specific charging station, the charging station
is listed in the “Not configured” list. Select one or several charging stations and click
on [Install] to start the installation process. After the installation was succcessful, the
charging station is listed in the “Installed” list.

@ B Certificates Overview Bl Certificate Signing Requests

B V2GRoot_1 ﬂ

Certificate Details

Installation of Root
Certificates

Subject: DC=V2G,C=DE,0=Vector Informatik GmbH,CN=V2GRoot_1
Issuer : DC=¥2G G=DE0=Vector Infarmatik GmbH,CN=V2GRoot_1
Validity: valid

Valid from: Mar 23, 2025, 6:17:52 AM until Apr 15, 2025, 4:39:53 AM

Serial Number :  18446744073709552000

b Installed -
4, Not configured -
Q, $Search Items per page: | 50 ~ 0of0
| charging Station Status Last Updated
[ DC Station 2 Failed Mar 25, 2025, B:27:56 AM
| Bioc Station 4 Ingtallation engeing Mar 25, 2025, B:27:56 AM

0 Charging Station(s) selected

B install

Installation of Sub-  Sub-CA certificates are installed automatically by the CSMS, when the
CA Certificates corresponding leaf certificate is installed.

Installation of Leaf  The installation process of leaf certificates is different to ensure optimal
Certificates security. The charging station has to generate a certificate signing request
(CSR). The CSR process can be started by using the [Update Certificates]
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dialog. The dialog can be opened in the Charging Infrastructure view in the
action menu More Options|Certificates

In the first step of the dialog, the charging stations can be selected which shall update
the certificates.

In the second step, the type of certificate can be chosen:
> Certificates for ISO15118 vehicle communication (EVSE Leaf Certificate)
> Certificates for OCPP back end communication

Update Certificates

W

1 Charging Station(s) selected

Select the certificates to be updated
[} certificates for ISO15118 vehicle communication (EVSE Leaf Certificate)

[] Certificates for OCPP backend communication

Certificate signing requests can be processed automatically, if the PKI is connected to
the CSMS. Alternatively, CSRs can be processed offline. Select the desired CSRs in
the list and download the files. After the Certificate Authority (CA) created the
certificates based on the CSR, the certificates can be uploaded in the CSMS. The
installation process of the new certificates is started automatically after the upload
finished.

B certificates Overview ad Certificate Signing Requests

Q, Search X
ertifieate Type Edring state

B Nofilter ~ & Nofilter
Common Name Certificate Type Received From Editing State
CN=SECCCert2_A,0=Vector Informatik GmbH,C=DE,DC=CPO,0 SECC Leaf Certificate DC station 1 Pending
CN=SECCCert2_A0=Vector Informatik GmbH,C=DE,DC=CPO,0 SECC Leaf Certificate DC Station 2 Done
CN=SECCCert2_A,0=Vector Informatik GmbH,C=DE,DC=CPO,2 SECC Leaf Gertificate DC Station 3 In Process
CN=SECCCern2_A,0=Vector Informatik GmbH,C=DE.DC=CPO,0 SECC Leaf Certificate DC Station 4 Rejected

1 Certification Request(s) selected

Certificates can be uninstalled and deleted. If a certificate is uninstalled, the
certificate is removed from the charging station but still available in the CSMS.

If a certificate is deleted, the certificate is removed from the charging station
and from the CSMS.
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To uninstall a certificate, select all desired charging stations in the “Installed” list

in the details view and click the [Uninstall] button. Use the E button to delete a
certificate.

The certificates are only removed in the CSMS, if they are removed from all
charging stations successfully.

Caution: If a certificate is deleted, all sub-certificates are deleted too. Example:
If a root certificate is deleted, all Sub-CA certificates and all leaf-certificates are
deleted, which are derived from this root.

2.9.2 Automatic Installation

Summary

Configuration

© Vector Informatik GmbH

To simplify installation and make the process more secure, certificates can also
be installed automatically. To do this, CSR requests are automatically forwarded
from the charging station to a certification authority. The certification authority
generates the certificate, which is then installed on the charging station by the
CSMS.

The CSMS currently supports the following certification authority:
> Hubject GmbH

Due to the increased need for coordination, the connection to the certification
authority will be set up by support.
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2.10 Settings

2.10.1 Users

Summary Users who should have access to the CSMS can be added, edited and removed
under Settings - Users.

These functions are only available to users with Administrator role.

User Roles To avoid unintended changes in the configuration, users can have limited
access to specific functions. Every user must be assigned to one of the
following roles:

Viewer:
> Intended for passive monitoring
> Read-only rights

Operator:
> Extends Viewer role
> Intended for daily operation of charging infrastructure

> Basic configuration of charging infrastructure, e.g. vehicle and token
administration

Configurator:

> Extends Operator role

> Intended for technical expert

> Right to configure all parameters in charging infrastructure, including critical

Administrator:
> Extends Configurator role
> Intended for system administrator with no usage restrictions

> Configuration of user accounts and role assignment (in development)

The assigned user role is displayed in the user profile / settings view.
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a8 Profile

Account:

Username: user@company.de

Roles: administrator

Change password

[> Sign out

Access Rights

Viewer Operator Configurator Admin

Charging Stations
Display configured
charging stations v v

Manage charging
stations and groups

Activate and
configure load-

management

Display current

operation data (e.qg.

charging point v v
status)

Change availability v

of charging points

Change charging
station parameters

Update charging
station firmware

Restart charging
station v

Request and
download log files
of charging station

\

N S N N Y N S S A SRR
AU AN YA Y YR S ENAN

Remote Start / Stop %/
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Map
Display Map Q/ §/ v §/
Vehicles
\Iil)éipi)(ljzlsconfigured v

Manage vehicles

Control
preconditioning

AIANIAN

AN
AN

Events

Display Events

%4 %4

Reports

Display Reports

%4 %4

<
<

Certificates

Manage charging
station certificates

<
<

Settings

Display and manage
users

Display and manage
sub-clients

Display and
configure
notification
receivers

Display edge
devices

Manage edge
devices

!

Manage pre
systems

Display Billing
Configuration

Appearance

<
N ASIAN S N SRR NEEN
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In the Settings - Users view, a new user can be granted access to the CSMS via the
"Add user" button. This function is only available to users with Administrator role.

The following information must be entered:

> Email address: The email address is used by the user to log in. Also, emails
are automatically sent to this address when there are changes to the user
account settings.

> Role: The role determines what actions the user is allowed to perform in the
CSMS.

> Notes: Optionally, botes can be saved for this user.

> Sub clients: A sub-client to be assigned to the user. The setting is only
relevant if the "Viewer" or "Operator" role has been selected. If a sub-client
has been selected, the user only has access to charging stations and
vehicles that have also been assigned to the sub-client. If no sub-client is
selected, the user has access to all data.

Add User

The user initially receives a temporary password. When logging in for the first
time, the user must update the temporary password with their own password. If
the user already has access for another CSMS client, he will not receive a new
password, but will only be informed about the change via email.

Add user

E-mail*

‘> name@company.com

16/255

D Roles*

Viewer
Operator
[[] Configurator

[J Administrator

It may take up to one hour for the role change to be applied. If a sign out is done, the
changes are applied immediately.

Notes

‘75 Responsible for Location City-Center

36/255
Sub Clients
; ’

‘7.'0. No sub client

() The user is not assigned to a sub client. This allows the user to view ALL data.

Cancel H Save
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2.10.2 Sub Clients

Summary

Use-Case

Access Rights
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Already created users can be managed under Settings — Users by users with
Administrator role. In addition to the information entered, the time of the last login is
also displayed.

If the icon of a user is displayed in gray instead of black, this user has never logged in
to the CSMS.

Users can be edited via the button or deleted via the E button. In both cases,
the user will be informed by email.

Caution: It may take up to one hours for the changes to be applied. If a sign out
is done, the changes are applied immediately.

Independent customers can be created in one instance, whose configuration
and data are stored separately.

Load management nevertheless takes all customer charging stations into
account and thus finds the optimum power distribution. Users only see content
in the web interface that has been approved for them.

The function is particularly suitable if several independent parties want to use
charging infrastructure in a property. In a commercial property, this could be
different companies that have rented office space and want to use charging
infrastructure at a shared grid connection. As these are independent
organizations, a strict separation of data is required. The situation is similar in
apartment buildings.

The function can also be used to integrate different locations that are
organizationally independent into one instance, but to separate access to the
data.

Note: The function can also be used to integrate different locations that are
organizationally independent into one instance, but to separate access to the
data. The following restrictions must be observed:

> The purchased scope of functions applies to all sub-clients / charging
points. This may be undesirable if the locations require different use cases.

> The access rights for sub-clients are restricted (see next section), in
particular the configuration of the charging stations.

> Not every functionality can be configured independently for sub-clients, for
example the interface for fleet and depot management systems and the
billing interface.

As the load management configuration affects all sub-clients, only users who
have access to all sub-clients are allowed to change load management settings.

Users with the roles "Administrator" and "Configurator" always see data from all
sub-clients and have the necessary rights to make settings in load management
and at the charging stations.
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Users with the "Operator" or "Viewer" rights only see the data from the sub-
client to which they have been assigned. As described in section 2.10.1 Users,
these users may not make any settings in load management in order to prevent
undesirable effects on other sub-clients.

Before sub-clients are set up, charging station groups (see 2.2.1 Topology) and
vehicle groups (see 2.4.1 Groups) should already be created.
Subsequent changes are nevertheless possible.

Create Sub Client

The charging station groups, which contain the charging stations of a sub-client, may
be subordinated to a common root node. This is usually also necessary if the sub-
clients share a house connection/transformer. However, the charging station group of
a sub-client should not be a sub-group of another sub-client. If this is the case, the
first sub-client also sees the data of the second sub-client.

Any number of charging station and vehicle groups can be assigned to a sub-client.

In the Settings — Sub Clients view, a new sub-client can be created using the "Add
sub client" button. This function is only available to users with the Administrator role.

The sub-client requires the following settings:
> Name: Name that is used for the display in the settings.

> List of charging station groups: Selection of one or more groups that are
assigned to the sub-client. Users from this sub-client only have access to
the data of these charging stations.

> List of vehicle groups: Selection of one or more groups that are assigned to
the sub-client. Users from this sub-client only have access to the data of
these vehicles.

Finally, the users must be assigned to the sub-client (see 2.10.1 Users).

@ Edit Sub Client 1

Sub Client Name*

& SubClient1

. I

Q, Search charging station group Q, Search vehicle group
s
tions ~ @ @ Charging Stations v [@ @a Vehicles
) Q Building Downtown [0 =a E-Buses N
avices

Q@ Building North Ba Employees
tems
> [J @ Building South [0 &a Pool

History The past usage data of assigned charging station groups and vehicle groups are visible to sub clients

The charging station group Building North is already being used by another sub client
ance

save

‘CharM
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Summary

License Information

© Vector Informatik GmbH

Web Browser User Interface

Warning: Users generally have access to all data that corresponds to the
current configuration. If changes are made to the configuration, users also have
access to data prior to the changeover, for example if a charging station is
moved from one group to another.

Caution: The following functions have limitations regarding the use of the sub-
client feature:

> OCPI messages are always displayed in the message view. This view may
also contain data (such as authorization tokens) that is used in other sub-
clients.

> Charging schedules via Excel files cannot be managed on a sub-client
specific basis

> Site-specific images are visible to all sub-clients

In the overview page under "Settings" | "Licenses", all client instances to which
the user has access are listed first. If the user has access to several client
instances, you can switch to the respective client instance via the list.

The following commercial information is displayed for each client instance:

> Purchased Charging Points: The maximum number of charging points that
may be configured in the CSMS. This number was agreed when the order
was placed and is the basis for invoicing.

> Configured Charging Points: The actual number of charging points
configured in the CSMS. Changes made in the "Charging Infrastructure"
view can affect this number.

> Add-ons: Functions that must be ordered separately. Only functions that are
listed here can actually be used.

Note: If it is a time-limited test version, the above data is not relevant.
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Settings
The following client is selected:
@  Help

Customer 1

2, Users

Purchased Charging Paoints: 24

Configured Charging Points: 24
221 SubClients 2 9 R ang

Add-ons: Clearing Interface, Data Interface, Static Load Management, VDV 261 Tester

Next invoice date: Mar 28, 2025
Cm Licenses
I Notifications

The following additianal clients are configured:

'E‘ Edge Devices

Customer 1
& Presystems Purchased Charging Points: 24

& Configured Charging Points: 24 =]

@ Billing Add-ons: Clearing Interface, Data Interface, Static Load Management, VDV 261 Tester

Nezxt invoice date: Mar 28, 2025
%y Change History
@ Appearance Customer 1

Purchased Charging Points: 24
@  AboutvCha (e Configured Charging Points: 24 =]

Add-ons: Clearing Interface, Dala Interface, Static Load Management, VDV 261 Tester
Next invoice date: Mar 28, 2025

2.10.4Events & Notifications

Summary The settings for events and notifications allow for fine-grained control over
which users should be notified in which situations. This ensures that users
receive the information they need based on their roles, without having to review
every single notification.

There are predefined events, and users can also create custom events.
Notifications can be configured for these events.

Event List Notification

via Mobile
App

Default

Severity

Category: Operational Status

Requested a state change to available Info

Requested a state change to unavailable Warning

Charging Station Faulted Minor Error Q/
Charging station was reserved Info

State changed to available Info

State changed to occupied Info

Temporary unavailable Warning v

Category: Charging Session

Authorization failed Warning
Authorization successful Info
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Charging session failed Minor Error §/
Charging session finished Info
Charging session started Info
Charging target not reached Warning
Unknown response to clear the fallback

L Info
charging limit
Unknown response to clear the charging Info
profile
Implausible Energy Data detected Warning
Implausible timestamp Warning
Remote authorization accepted for selected Info
charging point
Remote authorization failed for selected .

. . Warning
charging point
Remote authorization rejected for selected Info
charging point
Remote authorization requested for selected Info
charging point
Remote authorization request for selected

. . - - Info
charging point triggered by billing system
Remote stop accepted for selected charging Info
point
Remote stop failed for selected charging point Warning
Remote stop rejected for selected charging Info
point
Remote stop requested for selected charging Info
point
Remote stop for selected charging point

- Info

requested by billing system
Setting the fallback charging limit was rejected Warning
Setting the charging profile was rejected Warning
Stop Transaction Message discarded Warning

Category: Maintenance

Problem with the certificate installation Minor Error §/
Certificate was installed Info
Certificate was uninstalled Info
Problem with the certificate uninstallation Minor Error §/
Problem with the certificate request Minor Error §/
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Certificate Signing Request received Info

Device model was modified Info

Problem during Firmware update Minor Error §/
Firmware was installed Info

Firmware update request sent Warning

A restart was requested Info

Category: Charging Station Event

Error message from Charging Station received Minor Error

Info message from Charging Station received Info
Warr)mg message from Charging Station Warning
received
Category: Billing
Transmission of charge detail record failed. Warnin
Will be retried automatically. 9
Charge detail record was successfully Info
transmitted to eMSP
Could not send a clearing message to the Warnin
eMSP 9
Category: Preconditioning
Vehicle connected Info
Vehicle disconnected Info
Category: Connections
Connection was re-established Info
Charging Station disconnected Warning §/
Edge Device disconnected Warning w
Charging station was offline for a long time Warning
Presystem communication timeout Warning

Configure Events Before configuring notifications, you should first review the event settings and
adjust them as needed.

For each available event, you can set the corresponding severity level. The
following severity levels are available:

> Info
> Warning
> Minor Error
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> Major Error
> Critical Error

The selected severity level can be used to create custom notification rules.
Additionally, entries in the Event View are displayed and filtered based on the
selected severity level.

In the settings, system events are divided into different categories for a better
overview. To customize system events, the respective categories must first be
expanded. When a severity level is changed, the change is automatically saved.

The list of system events can be filtered by severity level.

2 Configure Events ~

Syst

Define wrants used on cerlain condilions, - Add Custem Event

Name Severicy Level

In addition to the system events provided in the CSMS, you can also add
custom events. A new event can be created using the [Add Custom Event]
button.

The following settings are available in the dialog:
> Name: A descriptive name to help distinguish between events later
> Severity

In the Conditions section, you can configure when the event should be triggered
and how long it remains active.

The condition consists of a number and a metric. The number can be specified
as an absolute value (items) or a relative value (percentage). You can also set
whether the event is triggered when the threshold is exceeded or not met.

The following metrics are available:

> Number of available charging stations
> Number of faulted charging points

> Number of available edge-devices

> Number of accepted charging profiles
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Optionally, you can limit which charging stations are monitored for this event.
From the selection dialog, you can choose a single charging station or a group
of charging stations. If a group is selected, the selection automatically updates
when charging stations are added to or removed from that group.

If short-term events are to be ignored, the conditions can be debounced before
the event becomes active. The debounce time can be entered in minutes.

The created events will be displayed in the table under Settings. The icon in the
first column indicates whether the conditions for this event have been met at
the moment.

If a notification shall be received for this event, email notification rule must be
created in the next step.

I
@ Add Custom Event

Configure a custom event that triggers when the specified condition is met.

General

— Name*

Faulted Charging Points ‘

— Severity Level*

Major error v

Condition

What condition triggers the event?

25 \ % - w or more - of the Charging Points are faulted -
Where should the condition occur?
(® AllCharging Stations () Specific Charging Stations
By charging Station Group
When will the event be triggered?
(O Immediately (® The condition has been met for | 3 min. ‘

Note that in order to receive email notifications for your event, you have to set up a notification rule
matching the event or severity level.

‘ Cancel H Save ‘

E-Mail Notification ~ E-Mail notification rules determine when users receive email notifications about
Rules specific events. Each notification rule has a name to make it easier to identify.
Multiple email addresses can be added to the recipient list.
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Depending on the users preference, the email can be sent immediately after the
event occurs or as a daily/weekly summary. For the daily summary, also a time
can be selected; for the weekly summary, both the time and the day of the week
can be selected.

Individual events or all events can be selected of a specific severity level. The
grouping of events by severity level can be customized as described under
“"Configure Events.”

Note: If email notifications are restricted to charging stations, all custom events
will be excluded.

Edit notification rule

General

Notify Support on Warnings

— Name* ‘

— Recipients*
oecs@vector.com €  employee123.surname@vector.com @ ‘

The notification should happen...

@® Immediately (O Daily () Weekly
Notification Options

Define when to receive email notifications for certain events. You can specify particular events or all events of a
severity level. You can further restrict the notification to charging stations, so that you are notified for events
occurring at certain charging stations. Note that restricting the notification to any charging stations excludes all
custom defined events.

It is not possible to restrict custom events to charging stations.

— Event and Severity

Q
ry
v Info
+~ [ warning
[J Minorerror
«~ [ Majorerror .
[7] select All Types
v
‘ Cancel H Save ‘
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2.10.5Edge Devices

The configuration of edge-devices is described in chapter 4 Edge-Device.

2.10.6 Modbus Device Models

Summary

Model List

© Vector Informatik GmbH

Note: Starting with version 3.13, settings for Modbus devices are configured via
the web interface. In previous versions, these settings were configured via the
Edge device. These settings can still be used, but they can no longer be
changed. If you wish to make a change, the device must be integrated as
described in this chapter.

The settings page for Modbus device models allows you to integrate any
Modbus devices. The Modbus standard defines only the manner in which data
is exchanged between devices. The data content—such as format and
meaning—is not standardized and is implemented differently by each device
manufacturer.

The CSMS already includes a list of commonly used models with the
appropriate settings. If one of these devices is used, no further settings need to
be configured other than the addressing.

If the installed device is not included in the list, a new model can be added. The
communication settings, such as the register address and length, can be
defined entirely individually.

The list displays all configured models. Predefined models cannot be edited or
deleted. Only the predefined parameters can be viewed by clicking the eye-
icon.

User-defined entries are also displayed and can be edited by clicking the
pencil-icon and deleted by clicking the trashcan-icon.

Settings

@ Hew The following Modbus modsls are configured: -+ Add Madbus Model

3

Sub Clients

Modbus TCP
O Licenses
s Power
1 Events & Notifications
T Edge Devices
Modbus TCP
sde  Modbus Device Models s Power, Cumrent L1, Current L2, Gurrent L3
Pre Systems
& 4 User Defined Battery
B eling 0 ModbusType Modbus TCP (o]
Communication Objects  Power
£S5 Telematics Systems
@ ra User Defined Meter
@ Modbus Type Modbus RTU Tl
S OpenaDR Communication Objects  Power
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A new model is created using the [Add Modbus Model] button. The following
parameters must be set in the dialog:

> Model Name: Descriptive name for the display

> Modbus Type: The communication protocol used, Modbus TCP or RTU. This
depends on the device's available interfaces and the selected cabling.

> Endian Type: The order in which the data is transmitted. This information
must be obtained from the device manual.

> Data Objects: The necessary parameters must be set for each data object to
be read. At a minimum, the parameters for the power value must be defined.
For future functions, it is recommended to also specify the current per
phase.

The following parameters must be specified for each communication object:
> Register address: This information must be taken from the device manual.

> Number of registers: The number of registers that must be read for this
communication object. This information must be taken from the device
manual. If the manual specifies the size in bits or bytes (e.g., 32 bits or 4
bytes), then the value must be divided by 16 for bits and by 2 for bytes (e.g.,
the number of registers is 2 for 32 bits or 4 bytes).

> Register Type: The Modbus operation used to access the data (Holding or
Input). This information must be obtained from the device manual.

> Data Type: The type that specifies how the data must be interpreted. This
information must be obtained from the device manual.

> Multiplication Factor: If necessary, the read value can be multiplied by a
factor. If the value is 1, the measured value remains unchanged.
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|
@ Add Energy Meter

Configuration for a Modbus Device which provides measured power and current values.

— Device Name*

>

Smart Meter

— Modbus Type*
Modbus TCP

— Endian Type*

Big Endian

Communication Objects
Types*
( Power v

Type: Power ~

~— Register Address*

3080

— Register Quantity*

2

— Register Type*

Holding

— Data Type*

Integer

— Unit Factor*

1

‘ Cancel H Save ‘

2.10.7 Pre Systems

The configuration of pre systems is described in chapter 5 Fleet- and Depot
Management.

2.10.8Billing

e The configuration of billing systems is described in chapter 6 Billing.
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2.10.9 Change History

Summary All configuration changes made in the CSMS are logged. The log can be
exported and viewed so that changes can be tracked later and unintentional
changes can be detected.

Content Changes to the following data are logged. The creation and deletion of sub-
elements is also included:

Charging station groups

Load management configuration

Charging stations, charging points and connectors
Vehicle groups

Vehicles

Authorization tokens

Actions at charging stations, e.g. restart

Import of charging schedules

V V V vV V V V V V

Settings
> Users and roles

> Sub-clients

> Notifications

> Edge devices

> Pre-systems

> Successful Login-Attempts

Export The log can be downloaded as an Excel file. The period of the entries must be
selected beforehand.

A maximum of 1000 entries are exported. If there are more entries in the
specified period, the period must be selected smaller in order to see the desired
results.

The Excel file contains the following columns:
> Timestamp: Time and date of the change
> Item Type: The type of object that was changed, created or deleted

> Item Name: The name of the object at that time. If the name of the object is
subsequently changed, previous entries are not updated. There is a
separate entry for the name change.

> Action Type: The type of change
> Username: The name of the user who triggered this change

> Item ID: A unique identifier for the object that does not change over the life
cycle.
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Settings
Changes 10 a wide range of data in the system are documented in the change history. This includes data such as charging groups, charging
@ Help stations, vehicle groups, vehicles and tokens, individual user adjustments as well as specific user actions and changes to settings.
2, Users Generate change history for a specific period of time:
2 Sub Clients (7] 18.3.2025,09:53 - 25.3.2025, 09:53
©O=  Licenses
A Notifications
T FEdgeDevices
& Presystems
[  Biling
T, Change History
@  Appearance
(@  AboutvCharM

2.10.10 Appearance

Summary

The CSMS offers functions for a wide range of applications, which is also
reflected in the different vehicle types. A corresponding vehicle symbol can be
selected to adapt the web interface to your own application.

The selection is saved permanently and applies to all users.

Icon for vehicles:

® @ Car
(O W™ Light Commercial Vehicle

O @& Bus

2.10.11 Single-Sign-On

Summary

Authentication
Endpoint

Configuration

© Vector Informatik GmbH

Users can use their company organization account to log in to the CSMS. This
saves users having to enter a password and makes it easier for organization
administrators to manage access to the CSMS.

Optionally, multi-factor authentication (MFA) can also be activated in the
company's identity provider.

The authentication endpoint is available at:

https://auth.charging-management.com/oauth2/idpresponse

The initial setup in the CSMS is started in coordination with the support.
Following information is required:
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Identifier An E-Mail domain to identify your company
users e.g. company.com
Clientld A client identifier provided by the OpenID

Connect identity provider

ClientSecret

A client secret provided by the OpenID
Connect identity provider

IssuerUrl

URL of the provider which allows the API
server to discover public signing keys e.g. for
Microsoft Entrald
https://login.microsoftonline.com/<directory-
tenant-id>/v2.0

Scopes

email, openid, profile

AttributeRequestMethod

POST or GET

Authorization Endpoint

The endpoint a user is redirected to at sign-in
e.g. for Microsoft Entrald
https://login.microsoftonline.com/<directory-
tenant-id>/oauth2/v2.0/authorize

Token Endpoint

The endpoint used to exchange the code
received in a user's request for an ID token
e.g. Microsoft Entrald
https://login.microsoftonline.com/<directory-
tenant-id>/oauth2/v2.0/token

Userinfo Endpoint

The endpoint used to retrieve information
about the authenticated user e.g. Microsoft
Entrald
https://login.microsoftonline.com/<directory-
tenant-id>/oidc/userinfo

JwksUri Endpoint

The endpoint used to decode and verify
tokens issued by the identity provider e.g.
Microsoft Entrald
https://login.microsoftonline.com/<directory-
tenant-id>/discovery/v2.0/keys

© Vector Informatik GmbH
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Mobile App

3 Mobile App

3.1 Overview

Overview

Platforms

In addition to the web browser user interface, a mobile app for smartphones is
provided for charge point operators. This allows a flexible monitoring of the
charging infrastructure outside the office.

The features of the mobile app are limited to monitoring, for configuration tasks
the web browser user interface is still required.

Supported platforms:

> Apple iOS
> Google Android

3.2 Charging Stations

Charging Point
Status

© Vector Informatik GmbH

The Charging Infrastructure view provides statistics and information about the
status of all charging stations.

The first graphic shows how many charging points are

> in use (charging in progress)

> available (no vehicle connected)

> inoperative (charging station is faulted or not connected)

The second graphic shows the power consumption of all charging stations in the
selected group. The time frame can be adjusted.

At the bottom of the view, a list of charging points is provided. The list is divided into
the different states (in use, available, inoperative).
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@ =  Charging Stations &

All

7 Charging Points
4 2 1

In Use Available | Inoperative

Last 6 hours

4,000

Power [kW]

2,000

12:00 PM 3.00PM

Actual Power: 2 MW

nUse Available noperative

DC Station 1
o Left Spot
S-V 2030 (Battery 30 %)

Mobile App

Navigation The charging stations can be filtered by selecting specific groups. Open the

-

navigation by clicking on the = symbol. Select any group, sub-group or

charging station to filter the view.

@ €& Select
Q

v @ charging Stations
v o Depot City-Center
[} DC station 1
[} DC station 2
[}iDC station 3
[} DC station 4

> 9 Depot North

Charging Station The mobile app supports the following functions to control charging stations.

Control Use the &~ symbol to open the options menu:
> Restart charging station (available only on charging station level)

> Change availability of charging points (available on group and charging

station level)

> Authorize/Start and stop charging session remotely (available at group and

charging station level)
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Restart

Change Availability

Remote Start/Stop

3.3 Notifications

Overview Important events are displayed in the Notifications view. The entries are
separated into new events and already seen events. Furthermore, events have
different severity level, depending on the event reason.

If the notifications option in the Settings view is activated, new events are directly
pushed to the home screen of the smartphone.

@ Notifications

DC Station 3
o Firmware Update problem
Aug 31,2021, 5:10:50 PM

DC Station 1
o Charging Station disconnected
Aug 31,2021, 5:10:50 PM

DC Station 1
o Fault at Charging Station
Aug 31,2021, 5:10:50 PM
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4 Edge-Device

Overview

Connection to
edge-device

© Vector Informatik GmbH

Reference: Information about the product can be found on the product page
and in the user manual:

> Product Information

> Product Documentation

With the help of an edge-device, on the one hand the use of dynamic load
management is possible, on the other hand the operation of the charging
infrastructure becomes more robust, since disturbances of the Internet
connection do not lead to any restriction during charging.

Further documentation on the installation and initial configuration of an edge-
device is available from Support.

After installation, access to the device is no longer required, as all further
configuration settings are made via the familiar CSMS interface. The relevant
settings are explained below.

As soon as the edge-device connects to the Internet, the configuration data is
retrieved. To protect the data from unauthorized access, each edge-device
must be enabled separately.

The edge-device configuration is performed under "Settings" in the "Edge
devices" section. Via "Add edge device", a new device can be authorized to
retrieve data.
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Edge-Device

Add edge device

— Device ID*
@ edgenorth @

Only hexadecimal characters (0-9, a-f, A-F) are allowed 10/255

— Password *

— Ocpp Security
@ No Security

— Assigned Charging Station Group
G= Building North

— Name

’ﬁ edge-device-north

17/255

— Notes

Bl Installed in IT cabinet in room U.1a

36/255

Save

Following settings are available:

>

Device-ID: The Device-ID is used to identify the edge-device and is printed
on the device housing. Furthermore, the Device-ID can be read via the
configuration interface.

Password: The edge-device logs in with this password. For security
reasons, a strong password should be selected. The same password must
also be entered in the configuration interface of the edge-device. The
device can only connect if the Device-ID and password has been entered
correctly.

OCPP Security: Details are described in chapter 4.1 OCPP Security

Assigned Charging Station Group: Each edge-device is assighed to a group
from the charging station configuration. This determines which charging
stations are under the management of this edge-device. Assignment is done
at the top level, subgroups cannot be assigned.

Name: A name can optionally be entered for display.
Notes: Annotations can optionally be entered for documentation purposes.
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@ vCharM Configuration

Connection

Connection State Connected &

Tenant-ID @ Tenant-ID

Authorization

vCharM.edge-ID @ B

Password @ | e o

After saving, the device is displayed in the overview list and can be edited from
there. The device configuration can also be deleted, but the load management
must be deactivated beforehand so that no unintentional overload can occur.

@ Settings
@ Help

2 Users
224 SubClients

O Licenses

A1 Notifications
'E Edge Devices
o PreSystems
@  siling

%y Change History
@  Appearance
(@  AboutvCharM

You can find infermation abaut the use of vCharM.edge in the user manual

User Manual

A description of how to set up vCharM.edge can be found in our quick start guide.

Quick Start Guide

The following edge devices are configured:

Building Downtown Edge Device

'_ﬁ‘ Assigned group: Building Downtown 1
Edge Device to centrol the Depot located at the city center
Building South Edge Device

Fi Assigned group: Building South Vail |
Edge Device to cantrol the Underground Garage parking lacated at the south

=, localcontroller-device-d-3 N —

S PN |

+ Add edge device

If the device has been successfully configured and assigned to a group, this is
also indicated in the charging station view by an icon in front of the name.

© Vector Informatik GmbH
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Configuration

Edge-Device

Q, Search =
« := New Charging Stations
- [ Charging Stations -

¥ Q T [ Building Downtown

¥ @ Building North :

~ @ 7 Building South :

Once the configuration has been completed, it may take a few minutes for the
next connection attempt to be made and the data retrieved. The charging
stations can then be configured (see 2.2.2).

Note: The backend URL for the charging stations differs if the connection is to
be made via an edge-device. The exact address depends on the local network
installation. For more information, refer to the product manual.

4.1 OCPP Security

Summary

=

Security Profile
Activation

CSMS Certificate
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Charging stations that connect without an edge-device must support OCPP
Security Profile 2. This means that the connection must be secured via TLS and
Basic Authentication.

However, if the charging station is connected via the edge-device, Security
Profile 2 can be activated or deactivated.

Caution: A secure connection must be guaranteed in all cases. If Security
Profile 2 is deactivated, other technical and organizational measures must be
taken to ensure that communication with the charging infrastructure is secure.

As certain requirements must be met to activate Security Profile 2, the setting is
deactivated by default. The setting can only be changed once all requirements
have been met.

To protect the OCPP connection via TLS, a suitable OCPP server certificate
must be installed on the edge-device.
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Edge-Device

As this certificate must be adapted to the conditions of the local IT installation,
the edge-device does not have its own certificate. The certificate must be
generated and installed by the customer.

Reference: The corresponding CSMS root certificate must be installed on the
charging station, either via OCPP or via a manufacturer-specific method.
Installation via OCPP is described in chapter 2.9 Certificates.

The CSMS server certificate must be generated via a Certificate Signing
Request (CSR). The CSR can be requested and downloaded via the following
steps:

1. After the edge-device has been created, the CSR can be requested via
[Update CSMS Certificate] in the options. The device should be actively
connected at this point.

2. The list of all certificate requests can then be called up via [Check
Certificate Status]. Alternatively, the view can also be opened via
Certificates | Certificate Requests.

Building Downtown Edge Device

. Assigned group: Building Downtown E‘ IZ‘
i Security Profile 2 Status: Activation succeeded (last update a day ago)
Edge Device to control the Depot located at the city center )
Update CSMS Certificate
o . Update VDV281 Certificate
Building South Edge Device
.i. Assigned group: Building South Check Certificate Status

Security Profile 2 Status: Deactivation succeeded (last update a day ago)

Edge Device to control the Underground Garage parking located at the south

3. If the list contains several entries, the appropriate entry can be searched
for using the “Received from"” and “Received on” columns.

4. The entry must be selected for further processing and saved using the
[Download] button.

b Sk | OU-vShe . edus N1 BL1£0.23C.

1 BCaton R st seiected

5. A certificate can then be generated based on the CSR. The necessary
steps are known to the PKI operator and are not explained further here.
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6. The certificate file must be uploaded to the CSMS. The CSMS
automatically recognizes which certificate request the certificate must
be assigned to and starts installing the certificate on the edge-device.

@ Upload Certificates

The following not yet existing certificate(s) have been saved:

Common Name: Expiry Date Intended Use

0OCPP Rackend Communication
C=DE0=Acme Corporation CN=Depott 122026

Items per page: | 50 -I 1-10f1

Itwas not possible to determine the intended use of all newly stored certificates. Please select the intended use.

Reference: Requirements for the content and format of certificates are
described in chapter 7 Charging Station Communication and the OCPP
specification.

7. The installation status can be checked via the Certificates view. To do
this, the appropriate PKI must be selected in the menu on the left-hand
side and the [OCPP Server Certificates] entry opened.

8. To see the status, the desired certificate must be selected from the list.

9. Inthe detail view, the correct edge-device should be listed under the
"Installed” tab. "Installed” should be the value in the “Status” column.

@ B certificates Overview &4 Certificate Signing Requests

B ocppServerLeaf_1 ﬂ

Subject: C=DE,0=Vector Informatik GmbH,CN=ocppServerLeaf_1
Issuer: C=DE,0=Vector Informatik GmbH,CN=0cppServerRoat_1
Validity: valid

Valid from: Jun 11, 2025, 2:42:19 PM until Jul 10, 2025, 12:22:19 PM

Serial Number:  18446744073709552000

Installed

Q  search ltems perpage: 50~ 1-10f1

Device Status Last Updated

i" Building Downtawn Edge Device Installed -Jun 12,2025, 11:53:31 PM

0 Charging Station(s) selected

@ Uninstall

¢}, Not configured

10. Finally, the OCPP Security Profile 2 can now be activated as described
in chapter 4 Edge-Device.
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Caution: As soon as the OCPP Security setting is changed, all active OCPP
connections are interrupted. The charging station must then re-establish the
connection according to the OCPP Security setting. This usually requires an
adjustment of the settings in the charging stations. Details on the configuration
of the charging pole can be found in the charging station manual.
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5 Fleet- and Depot Management

5.1 Overview

Overview

Interfaces

© Vector Informatik GmbH

The CSMS integrates with fleet and depot management systems. The automatic
exchange of data between the two systems brings a number of benefits:

>

The CSMS receives information about planned tours. This includes, for
example, arrival/departure times and energy demands. If schedule-based
optimization is selected in load management, this information is used to
ensure that vehicles are charged at the right time and receive enough
energy to make planned tours.

The CSMS detects power bottlenecks in the schedule and informs the fleet
manager. As a result, planning can be adjusted at an early stage and delays
are avoided.

The fleet or depot management system receives up-to-date data on the
availability of charging stations, status information on charging sessions and
error information.

The following interfaces can be used for integration:

>

>

VDV463 V1.0
CSMS REST API
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Fleet- and Depot Management

5.2.1 Configuration

Supported
Messages

Configuration

Create Pre System

© Vector Informatik GmbH

Following messages are supported:

> BootNotification Request / Response

> ProvideChargingInformation Request / Response (partially)
> ProvideChargingRequest Request / Response (partially)

The use of the VDV463 interface requires a configuration in the CSMS and in
the pre system (depot management system or ITCS). The configurations must
be coordinated with each other so that the data is exchanged correctly. For
example, identifiers (IDs) must be consistent.

VDV463 V1 defines a URI format for the Pre System ID and Depot ID. To
increase compatibility, the CSMS also allows other formats. During
configuration, a format must be selected that is also supported by the Pre
System.

The CSMS supports the connection to a maximum of one pre system. The
connection data must be entered in the configuration. Under "Settings", "Pre
Systems", a new pre system configuration can be created via "Add pre system":

> Pre System ID: The pre system connects to the CSMS with this identifier.
The identifier must be configured identically in the pre system.

> Password: With this password the pre system authenticates itself at the
CSMS. The password must be configured identically in the pre system.

> Name: Optional parameter that is used for the display in the CSMS.
> Notes: Optional parameter for relevant information.

Also displayed is the server address that must be used in the pre system to
establish the connection.

After saving, the new pre system is displayed in the configuration. There, the
pre system can also be edited and deleted afterwards.
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Edit VDV463 Pre System - Depot

Connection URL for Pre Systems
1 wss://ws.veharm.works/vdv463/

Pre system ID*
(Jeb uri://BMS

— Username*

©® BMS

— Password (already set)

cﬁe, Depot-Management-System

23/255

B Notes

Create Depot Once a pre system has been created, one or more depots can be created. The
depots are automatically assigned to the pre system.

A new depot can be created via "Add depot". The following parameters can be
entered:

> Depot ID: Via this ID, the pre system recognizes which depot it is.

> Assigned Charging Station Group: All charging stations within this group are
assigned to the depot.

> Name: Optional parameter, which is used for the display in the CSMS.
> Notes: Optional parameter for relevant information.
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Add depot

— Depot ID*
@ depotnorth

10/255

— Assigned Charging Station Group
G= Building North

— Name

[l DepotNorth

11/255

=

Cancel

Charging Station- A unique identifier (ID) is generated for each charging station and charging
and Charging Point  point. These IDs are used for data exchange with the pre system. The IDs must
Identifer be transferred manually to the pre system configuration. It is mandatory that the

following IDs are configured identically in the CSMS and the pre system.
> Pre System ID

> Depot ID(s)

> Charging Station and Charging Point ID(s)

If the configuration differs, communication will not work at all or will be limited.

The IDs can be copied to the clipboard individually or as a complete table.
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Vehicle Battery-
Capacity und VIN
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Fleet- and Depot Management

The following depots are configured:

Building South BMS

> [ Assigned group: Underground Garage ﬂ

The BMS controlling the buses

depot://center-bms
- Assigned group: Building Downtown

0] Copy entire table to clipboard

Charging Station Name Charging Station ID Charging Point Name Charging Point ID
Left Spot 0 uri://06c7e6
@y DC Station 1 B uri/afi71d 0 0 o
¢) Right Spot 0 uri:/16c7e6
Left Spot C i://f39af4
By DC Station 2 0 uri:/sfiz1d O LeftSpo L uri//39%
€) Right Spot 0 uri://049af4
Left Spot IC i://e16d03
By DC Station 3 0 wri:y6ff71d O LeftSpo o) wikfe
@) Right Spot 0 uri:/f16d03
Left Spot D) uriz/df2021
@) DC Station 4 0 uriy7ff71d 0 Srsp )
@ Right Spot 0 uri:/ef2021

+ Add depot

To track the connection activity, the timestamp of the last received message is
displayed for the pre system. This helps to identify connection problems.

If a vehicle is used in the pre system planning, the following information must be
filled in the vehicle profile:

> Battery capacity: The maximum amount of energy that the vehicle battery
can charge. Since the VDV463 only transmits the energy demand in relative
terms (State of Charge), the total capacity must be stored in the CSMS as a
reference.

> Vehicle Identification Number (VIN): The vehicles are referenced in the
VDV463 via the VIN number.

Both parameters can be entered when creating the vehicle or added later.
Although the parameters are optional in the vehicle profile, they are required
when using the VDV463.
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Add Vehicle
® ©
l m sv2033
¢ hsegned Groups .
@ FEBuses - ®
L Assigned Driver (0]
Bttery Capscity (cWh .
220 @
— Enengy Consumpticn (k¥hm) .
m|m s @
— G Prioily
l B Normal - ®
-
Used as username for the cannection 1717
Enable Value-Added-Service for preconditioning (VDV261) @
Require Authentication for Value-Added-Services
Use historical data in Load Management @

As soon as the connection with the pre system has been established, the CSMS
sends all available data to the pre system.

As soon as the pre system sends planning data, these are displayed in the
Charging Schedules view and in the Charging Infrastructure overview. Ongoing
or planned charging sessions are displayed as a blue bar. With a click on it,
details of the planning are displayed.
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Charging Schedule

00:00 04:00 08:.00 12:00 16:00

& svi012 # 92%/70%
m Sv2234 - = 90% /90%
fm S-v2030 O B5%/95%

=) S-v4015 ::,’ 95% / 90%

fm S-v3232
fm S-v1050

= 95%/90%
B 5-v6010

Z 80%/80%

fmj BusS-V9812

=) BusSV7601 = 90% / 90% 0 90%// 100%

~ 959 / 20%
95% / 20%
Ead
@ BusS-v3303

If the CSMS shall take the planning data into account in load management, the
load management strategy must be set to "Schedule-based". The setting can be
made on the group that has been linked to the respective depot.

General Configure Building Downtown

Peak Shaving — Group Name+

Building Downtown
Advanced Settings

17/500
Loadmanagement™ () Off (@ Static () Dynamic

Charging Strategy

— Select Strateqy™

Schedule-based

Power Supply

Number of phases *
— rant®

2174 ®

~— Phase Voltage*

230 @

Poweer Supply Limit*

1500.06 W@

Cancel Save
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5.2.2 Protocol Implementation

Limitations of
Provide-Charging-
Information

chargingPointinfo:
chargingPointinfo:
tractionBatterylnfo:
tractionBatteryInfo:
vehicleStatusinfo:
vehicleFaultinfo:

V V V V V V V

electricData:

Fleet- and Depot Management

The following parameters of the ProvideCharginglnformation message cannot
be sent. For some of the parameters there is currently no data source, so that
an implementation is not possible.

outsideTemperature
connectorTemperature
stateOfHealth
temperature

All parameters

All parameters
reactivePower

Note: Further restrictions apply if a charging strategy has been selected in load
management that does not allow advance planning. With advance planning, as
is the case with the "Schedule-based" charging strategy, for example, the end

of charging and target SoC are calculated.

For charging strategies without advance planning, such as "Balanced", status
data is sent via VDV463, but no prediction of the end of charging is made.

Limitations of
Provide-Charging-
Request

evaluated on receipt:

> ChargingRequest:

> chargingRequestData:
> chargingRequestData:
> manualPreconditioning:

VDV463 without
Load-Management

The following parameters of the ProvideChargingRequest message are not

priority
maxTargetSoc
adHocCharging
All parameters

If the VDV463 is fully set up, but load management is deactivated or “Schedule-
based"” has not been selected as the strategy, the following information is not

sent to the BMS in addition to the restrictions mentioned above:

> Total power of ChargingPoint

> ChargingProcessinfo

Prediction

During a charging session, the CSMS sends the data structure

chargingPredictionDataMinSoC with the values requestedMinSoC and
predictedTime via VDV463. There are two cases:

1. requestedMinSoC is expected to be reached in time before departure:

a. requestedMinSoC is then the requested requestedMinSoc

b. predictedTime is then the time at which this SoC will be reached
(before the planned departure time)

2. requestedMinSoC is not expected to be reached in time before

departure:

a. requestedMinSoC is then the SoC that is expected to be reached
at the departure time (less than the requestedMinSoC)
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b. predictedTime is then the requested departure time

Without planning data, the time until 100% SoC is reached is predicted. If no
battery capacity has been specified for the vehicle, no prediction is made.
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6 Billing

Summary

6.1

Billing

The CSMS can be connected to one or more external billing systems to
automatically bill charging transactions. The following interfaces are available:

> OCPI
> OCPP

A billing system via OCPI and a billing system via OCPP can be integrated
simultaneously. Only a single billing system can be integrated per interface.

Connection to Billing System

Monitor Connection The connection status to the billing system can be viewed under Settings |

Billing. The way the status is displayed depends on the protocol.

For OCPP, the status for each charging station is displayed in the “eMSP
Connection Status” column and should show the value "Connected.”

For OCPI, the connection status between the CSMS and EMSP is displayed for
each communication direction. The status is shown in the "Status” column and
should show the value "Connected.”

@ v B

E-Mobility Servicer Provider OCPP
Reaming Protocel  OCPP

Gonnection URL

websockel endpoinl.com:443/cepp

Gonnection Stalus  Connected

Last Message nia

The following charging stations are configured for the billing system

Charging Station eMSP Connection Status |-

By DC Station 2 %X Not connected

OCPP Billing ID

0 depotcenter_es_2_roaming_ocpp_id

[#][+][w]

Group

Depot City-Center

DC Station 3 T Not connected 0 depotnorth_cs_3_roaming_ocpp_id Depot North
By DC Station 1 Connected with problems D) depotcenter_cs_1_roaming_ocpp_id Depot City-Center
By DC Station 4 Connected with problems 0 depotnorth_cs_4_roaming_ocpp_id Depot North
By DC Station 3 Cennected 0 depotcenter_es_3_roaming_ocpp_id Depot City-Center

E-Mobility Service Provider Platform
Protocel  OGPI

ltemsperpage: | 5 =

1-50f8

> M|

Co s cled
Last M 5, 2026, 9:53:06 FM
Connection Status Last Message Last Response
CSMS — EMSP
Connected 25.02.2026, 21:53:.06 200 OK
(Dulgaing Requests )
EMSP — CSMS Connected 25.03.2026, 21:52.01 200 OK
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6.1.1 Authorization Sequence

Authorization Authorization requests received from the charging station via OCPP are
Sequence processed in a defined sequence.

First, the authorization request is checked in the CSMS against the tokens in the
vehicle configuration. If there is a match, the authorization request is responded
to with this result. If the token is still valid, the charging session is authorized; if
the token has been blocked or is no longer valid, the charging session is
rejected.

If the token is not recognized in the CSMS, the billing systems are queried one
after another. As soon as a request is answered positively by a billing system,
the charging session is authorized and no further billing systems are queried.

If none of the billing systems recognize the token, the authorization request is
rejected and the charging session is not rejected.

The order in which the billing systems are queried can be changed in the
settings. The first and subsequent billing systems can be selected using the
arrow keys.

6.2 Reports

Reports The "Clearing" report shows whether a charging session has been billed via the
billing system and whether this was successful. A green billing symbol is
displayed in the top right-hand corner if the charging session was successful,
and a red symbol if it was unsuccessful.

The overview displays the billing system and the billing date.

If the entry is expanded, further details are visible:
> Billing status

> eMSP charging session ID

> Billing System storage location

> [y DESlation 1 - Lefl Spal War 71, 2026, 7:58:23 AR Mar 31, 2026, 6:30:23 PM
hary 3,28 Kifh
uthor ethod: n/a
ekcen type:

War 20, 2026, 6:26:23 A Iilar 20, 2026, 4:58:23 PM

Token type: E¥OG ID
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6.3 Clearing Interfaces

6.3.1 Open Charge Point Interface (OCPI)

OCPI Version

OCPI Modules

Configuration

© Vector Informatik GmbH

OCPI versions 2.2-d2 and 2.2.1 are supported.

Following OCPI modules are support:
> Versions:
> Implemented methods: GET
> Used methods implemented by eMSP: GET
> Credentials:
> Implemented Methods: GET, POST, PUT, DELETE
> Used methods implemented by eMSP: GET, POST, PUT, DELETE
> Token:
> Implemented methods: none
> Used methods implemented by eMSP: POST (Sender)

> Realtime Authorization is supported, but the Token Exchange is not
possible

> CDRs:

> Implemented methods: GET (Sender)
> Used methods implemented by eMSP: POST (Receiver)
> Locations (Sender)

> Implemented methods: GET (Sender)
> Used methods implemented by eMSP: PUT, PATCH (Receiver)
> Sessions:

> Implemented methods: none
> Used methods implemented by eMSP: GET, PUT, PATCH (Receiver)
> Commands:

> Implemented methods: POST (Receiver)
> Used methods implemented by eMSP: POST (Sender)
> Commands: START_SESSION, STOP_SESSION

The OCPI configuration is set up under Settings | Billing. You can add a new billing
system via the [Set up] menu and the [New OCPI System] button. If an OCPI
connection is already configured, the button is disabled.

The following settings are available:
> Billing system name: An optional display name for the billing system.

> Country code CPO: The ISO 3166 Alpha-2 country code of the country in
which you operate.

> Party ID CPO: The party_id in OCPI is used to uniquely identify and
distinguish parties such as CPOs and EMSPs from one another. For
example, a CPO in Germany with the party_id ABC in OCPI is uniquely
identified by the combination of country_code = DE and party_id = ABC.
Before assigning a new party_id and country code, make sure that this
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combination is not already in use in your EMSP system. If you are unsure,
contact your EMSP for clarification.

> Only charging sessions authorized via OCPI should be transferred:

> If this option is enabled and the charging session has been authorized
via the OCPI token module or the OCPI command module, a CDR is
generated via OCPI. If the charging session has been authorized via
another method, e.g., via the CSMS internal vehicle list, then no CDR is
generated.

> If this option is disabled, a CDR is generated via OCPI for all charging
sessions, regardless of the authorization method.

> Credentials Exchange: To start the exchange of access tokens, one platform
must be selected as the sender of the initial setup token. Select "Sender
initial setup token" if the CSMS should initiate the credentials exchange. If
you are unsure whether your EMSP (E-Mobility Service Provider) supports
this, please contact your EMSP.

> Initial Setup Token: Enter the initial setup token here. You can create the
token yourself and provide it to your EMSP (e-mobility service provider).
Alternatively, you can obtain the token from your EMSP and enter it here.

> OCPI version endpoint EMSP: The address at which the OCPI version
endpoint of the EMSP can be reached. The address must be provided by the
EMSP.

Caution: For “OCPI version endpoint EMSP", an address is recommended which
starts with "https”. Addresses with "http" provide not enough security.

Note: The initial setup token cannot be copied from the configuration later and
must be copied before the dialog is closed. The token must be exchanged with
the EMSP via a sufficiently protected channel.

Note: The connection to the OCPI Version Endpoint EMSP is protected by a
firewall. As a result, the initial connection and the connection established after
each change take approximately 10 minutes until the firewall settings are
applied.
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Create OCPI configuration
— Name Billing system

EMSP System

11/255
— Country code CPO*

DE

— Party ID CPO*
VIS

Only charging sessions authorized via OCPI should be transmitted

~— Credentials Exchange*

(® CPO - Receiver initial setup token () CPO - Sender initial setup token

— Initial Setup Token*

52e743ec-1a42-48c4-8144-18a8549%ache5 o 0

36/64
— OCPI Version Endpoint CSMS*

https://api.staging.vcharm.works/csmsapi/s1d9u2cnr2/ocpi/versions F|:|

| have copied and saved the initial setup token. For security reasons, it cannot

be viewed again later.

Cancel

6.3.2 Open Charge Point Protocol (OCPP)

OCPP Version OCPP1.6J is used for the connection between the CSMS and the billing system

The connection between the charging station and the CSMS is independent of this.
The information from chapter 7 applies.

OCPP Messages Messages received from third-party backends:

> TriggerMessageRequest: Following MessageTrigger are supported:
BOOT_NOTIFICATION, DIAGNOSTICS_STATUS_NOTIFICATION,
FIRMWARE_STATUS_NOTIFICATION, HEARTBEAT, METER_VALUES,
STATUS_NOTIFICATION

> RemoteStartTransactionRequest
> RemoteStopTransactionRequest
> ReserveNow
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> ResetRequest
> UpdateFirmwareRequest

Messages transmitted by the CSMS to third-party backends:
> AuthorizeRequest

o If Plug&Charge according to ISO15118 is used, the
AuthorizeRequest is sent as described in the OCA Whitepaper
»Using ISO 15118 Plug & Charge with OCPP 1.6". This means, that
the CSMS uses a DataTransferRequest message instead of a
AuthorizeRequest.

FirmwareStatusNotificationRequest
HeartbeatRequest
MeterValuesRequest
StatusNotificationRequest
StartTransactionRequest
StopTransactionRequest

V V V VvV V V

Transaction Data The transaction data is only forwarded to the third-party backend, if the
charging session was authorized by the third-party backend. If the charging
session has been authorized via another method, e.g., via the CSMS internal
vehicle list, then no transaction data is forwarded.

Configuration The OCPP configuration for billing systems is created by the support.
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7 Charging Station Communication

7.1 Overview

OCPP

Charging Station
Prerequisites

7.2 Security

SaaS Operations

© Vector Informatik GmbH

The following OCPP versions are supported:

>

>

>

OCPP 1.6 with JSON syntax. SOAP is not supported.
OCPP 2.0.1 (IEC 63584)
OCPP 21

The connection parameters are listed in 1.3.1.1.

A charging station acting as an OCPP communication partner must meet at least
the following requirements:

>

>

>

OCPP 1.6J, 2.0.1, or 2.1
Smart charging functionalities

Installation of root certificates for OCPP and EVSE leaf certificates for ISO
15118

OCPP connections that are established directly to the CSMS (without an edge-
device and no on-premise installation) must meet the following requirements:

OCPP Security Profil:

>

OCPP Security Profil 2: TLS with Basic Authentication

Cipher Suite:

>

>
>
>

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_RSA_WITH_AES_128_GCM_SHA256 (not recommended)
TLS_RSA_WITH_AES_256_GCM_SHA384 (not recommended)

TLS Version:

>

>
>
>

TLS 1.0 (not recommended)
TLS 1.1 (not recommended)
TLS 1.2
TLS 1.3
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Caution: The following cipher suites are not recommended, although they are
specified in the OCPP specifications (OCCP2.0.1 - A00.FR.416 and A00.FR.318).
These cipher suites are not state of the art as they do not include perfect
forward security and should therefore not be used:

> TLS_RSA_WITH_AES_128_GCM_SHA256
> TLS_RSA_WITH_AES_256_GCM_SHA384

Caution: TLS 1.0 and TLS 1.1 are only offered because specific charging station
models do not yet support TLS 1.2. If possible, at least TLS 1.2 should always be
used to ensure state-of-the-art protection.
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7.3 OCPP1.6J

Supported Feature The following Feature Profiles of OCPP 1.6 are supported:
Profiles > Core
> Firmware Management
> Smart Charging
>

Remote Trigger

Whitepapers The following whitepapers are implemented:
> Improved security for OCPP 1.6-J edition 2 FINAL, 2020-03-31
> Using ISO 15118 Plug & Charge with OCPP 1.6, v1.0, 2020-09-16
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7.4 OCPP 2.0.1/IEC 63584

Standardisation

Supported
Use Cases

© Vector Informatik GmbH

OCPP 2.0.1 has now been formalized as an international standard under the
specification IEC63584.

A. Security

> AO01 - Update Charging Station Password for HTTP Basic Authentication

> AO02 - Update Charging Station Certificate by request of CSMS

> AO03 - Update Charging Station Certificate initiated by the Charging Station
> AO04 - Security Event Notification

B. Provisioning

Booting a Charging Station

> BO1- Cold Boot Charging Station

> BO03 - Cold Boot Charging Station - Rejected
> BO04 - Offline Behavior Idle Charging Station
Configuring a Charging Station

> BOS - Set Variables

> BO07 - Get Base Report

Resetting a Charging Station

> B11 - Reset - Without Ongoing Transaction
> B12 - Reset - With Ongoing Transaction

C. Authorization

Authorization options

> CO01 - EV Driver Authorization using RFID

> CO02 - Authorization using a start button

> CO03 - Authorization using credit/debit card

> CO04 - Authorization using pin-code

> CO5 - Authorization for CSMS initiated transactions
> CO06 - Authorization using local id type

Plug and Charge Authorization

> CO7 - Authorization using Contract Certificates

> CO08 - Authorization at EVSE using ISO 15118 External Identification Means
(EIM)

Groupld

> CO09 - Authorization by Groupld

Authorization Cache

> C10 - Store Authorization Data in the Authorization Cache
> C11 - Clear Authorization Data in Authorization Cache

> (12 - Start Transaction - Cached Id
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E.

Charging Station Communication

Transactions

OCPP transaction mechanism

>

>

\"

V V V V VvV V V V V

>

EO1 - Start Transaction Options

EO2 - Start Transaction - Cable Plugin First

EO3 - Start Transaction - IdToken First

EO4 - Transaction started while Charging Station is offline
EO5 - Start Transaction - Id not Accepted

EO6 - Stop Transaction options

EOQ7 - Transaction locally stopped by IdToken

EO08 - Transaction stopped while Charging Station is offline
EO9 - When cable disconnected on EV-side: Stop Transaction
E10 - When cable disconnected on EV-side: Suspend Transaction
E11 - Connection Loss During Transaction

E12 - Inform CSMS of an Offline Occurred Transaction

E13 - Transaction related message not accepted by CSMS

Interrupting and stopping ISO / IEC 15118 charging

>

F.

>

vV V V V

vV V. V V Q®

>

>

E15 - End of charging process

RemoteControl
FO1 - Remote Start Transaction - Cable Plugin First
FO2 - Remote Start Transaction - Remote Start First
FO3 - Remote Stop Transaction
FO4 - Remote Stop ISO 15118 Charging from CSMS
FO6 - Trigger Message

Availability
GO01 - Status Notification
GO02 - Heartbeat
GO03 - Change Availability EVSE
GO5 - Lock Failure

MeterValues
JO1 - Sending Meter Values not related to a transaction
J02 - Sending transaction related Meter Values

ISO / IEC 15118 MeterValue signing

>

K.

JO3 - Charging Loop with metering information exchange

SmartCharging

General Smart Charging

>

>

K01 - SetChargingProfile
K02 - Central Smart Charging
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> K06 - Offline Behavior Smart Charging During Transaction

> KO7 - Offline Behavior Smart Charging at Start of Transaction

> K10 - Clear Charging Profile

> K15 - Charging with load leveling based on High Level Communication
> K16 - Optimized charging with scheduling to the CSMS

> K17 - Renegotiating a Charging Schedule

L. FirmwareManagement

\"

LO1 - Secure Firmware Update
> LO2 - Non-Secure Firmware Update

M. ISO 15118 CertificateManagement
> MO04 - Delete a specific certificate from a Charging Station
> MOS - Install CA certificate in a Charging Station

N. Diagnostics

NO1 - Retrieve Log Information
NO2 - Get Monitoring report
NO7 - Alert Event

NO8 - Periodic Event

vV V V V

P. DataTransfer
P02 - Data Transfer to the CSMS

\"
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Supported
Use Cases
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A. Security

> AO01 - Update Charging Station Password for HTTP Basic Authentication

> AO02 - Update Charging Station Certificate by request of CSMS

> AO03 - Update Charging Station Certificate initiated by the Charging Station
> AO04 - Security Event Notification

B. Provisioning

Booting a Charging Station

> BO1 - Cold Boot Charging Station

> BO02 - Cold Boot Charging Station - Pending
> BO03 - Cold Boot Charging Station - Rejected
> BO04 - Offline Behavior Idle Charging Station
Configuring a Charging Station

> BOS5 - Set Variables

> BO07 - Get Base Report

Resetting a Charging Station

> B11 - Reset - Without Ongoing Transaction
> B12 - Reset - With Ongoing Transaction

C. Authorization

Authorization options
CO1 - EV Driver Authorization using RFID
CO02 - Authorization using a start button

>
>
> CO03 - Authorization using credit/debit card
> CO04 - Authorization using pin-code

> CO0S - Authorization for CSMS initiated transactions
> CO06 - Authorization using local id type

Plug and Charge Authorization

> CO7 - Authorization using Contract Certificates

> CO08 - Authorization at EVSE using ISO 15118 External Identification Means
(EIM)

Groupld

> CO09 - Authorization by Groupld

Authorization Cache

> C10 - Store Authorization Data in the Authorization Cache
> C11 - Clear Authorization Data in Authorization Cache

> (€12 - Start Transaction - Cached Id

E. Transactions
OCPP transaction mechanism
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vV V V VvV V V

V V V V V V

>

Charging Station Communication

EO1 - Start Transaction Options

EO2 - Start Transaction - Cable Plugin First

EO3 - Start Transaction - IdToken First

EOQ4 - Transaction started while Charging Station is offline
EOS - Start Transaction - Id not Accepted

EO6 - Stop Transaction options

EOQ7 - Transaction locally stopped by IdToken

EO08 - Transaction stopped while Charging Station is offline
EO9 - When cable disconnected on EV-side: Stop Transaction
E10 - When cable disconnected on EV-side: Suspend Transaction
E11 - Connection Loss During Transaction

E12 - Inform CSMS of an Offline Occurred Transaction

E13 - Transaction related message not accepted by CSMS

Interrupting and stopping ISO / IEC 15118 charging

>

F.

>

vV V V V

VvV V. V V ©®

>

>

E15 - End of charging process

RemoteControl
FO1 - Remote Start Transaction - Cable Plugin First
FO2 - Remote Start Transaction - Remote Start First
FO3 - Remote Stop Transaction
FO4 - Remote Stop ISO 15118 Charging from CSMS
FO6 - Trigger Message

Availability
GO01 - Status Notification
GO02 - Heartbeat
GO03 - Change Availability EVSE
GO5 - Lock Failure

. MeterValues

JO1 - Sending Meter Values not related to a transaction
J02 - Sending transaction related Meter Values

ISO / IEC 15118 MeterValue signing

>

K.

J03 - Charging Loop with metering information exchange

SmartCharging

General Smart Charging

>

>
>
>
>

K01 - SetChargingProfile

K02 - Central Smart Charging

K06 - Offline Behavior Smart Charging During Transaction
K07 - Offline Behavior Smart Charging at Start of Transaction
K10 - Clear Charging Profile
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> K15 - 1SO 15118-2 Charging with load leveling
> K16 - Renegotiation initiated by CSMS

> K17 - Renegotiation initiated by EV

L. FirmwareManagement

\"

LO1 - Secure Firmware Update
> LO2 - Non-Secure Firmware Update

M. ISO 15118 CertificateManagement
> MO4 - Delete a specific certificate from a Charging Station
> MOS5 - Install CA certificate in a Charging Station

N. Diagnostics

> NOT1 - Retrieve Log Information
> NO2 - Get Monitoring report

> NO7 - Alert Event

> NO8 - Periodic Event

P. DataTransfer
> P02 - Data Transfer to the CSMS
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8 Value-Added-Services

8.1 Overview

ISO 15118 Value-
Added-Service

Services

© Vector Informatik GmbH

The term Value-Added-Service (VAS) is defined by ISO 15118 and describes
additional communication channels between the electric vehicle and the
charging infrastructure. The communication partner can be the charging station
or any back end system connected to the charging station.

The I1SO 15118 standard does not define the communication protocol and the
message format. Therefore, Value-Added-Services cannot be implemented as a
generic service but must be defined during the development of the EV and the
back end. Only if both communication partners agree on the same VAS protocol
specification, the service can be used.

The CSMS is able to support several Value-Added-Services and has
implemented the following:

> Preconditioning according VDV 261
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8.2 Preconditioning (VDV 261)

Summary

Versions

Protocol Overview

Authorization

© Vector Informatik GmbH

Note: For this functionality, an edge-device is recommended. A usage without
edge-device must be coordinated with the support.

The Value-Added-Service described in the specification VDV 261 describes a
protocol to exchange data related to the preconditioning of electric busses. The
standard is released by The Association of German Transport Companies
(VDV).

The CSMS supports version V1.0 (01/2020) and V2.0 (05/2023). Furthermore,
for V1.0 additional parameters (see Vehicle Data and Back end Data) are
optionally supported.

The vehicle establishes the communication via HTTPs to the CSMS. This means
the vehicle is the HTTP client and the CSMS the HTTP server. The charging
station is only responsible for offering the internet service and routing the VAS
data packets to the CSMS server.

The communication is secured by TLS. This requires installing the certificate of
the root certificate authority (CA) in the vehicle. The verification of the server
certificate is also used as authentication method of the server.

The client uses HTTP BasicAuth as authentication method. Therefore, a
username and a password must be stored in the vehicle. VDV 261 defines the
Vehicle Identification Number (VIN) as username.

The “Credentials” dialog can be used to enter the password for a specific
vehicle. The vehicle connection is only accepted, if the credentials are correct
and the check box “Authorized” is activated.
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Configure Vehicle S-V4015

General

Vehicle Identification Number (VIN)*
Load Management @ 567C7430138812704

Preconditicning Used as username for the connection

Token Enable Value-Added-Service for preconditioning (VDV261)

Require Authentication for Value-Added-Services

ﬂ Password (already set)

Vehicle Data The vehicle provides the following data to the back end:

V1.0 -

Parameter V1.0 optional V2.0
Extension

Vehicle Identification Number (VIN)

Electric Vehicle Communication
Controller (EVCC) ID

Odometer value

Required time for HV-Battery preconditioning

Required energy for HV-Battery charging

Required time for vehicle preconditioning

Required energy for vehicle preconditioning

X X X X |X |[X | X X

Vehicle charging status

Battery state X

XX X [X X | X X X | X [X

Hydrogen leak detector state X
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Back end Data The back end provides the following data to the vehicle:

V1.0 -

Parameter V1.0 optional
Extension

Scheduled drive-off time

Preconditioning desired

HVAC Preconditioning desired

X |IX X [X

Ambient temperature outside the garage

Target SoC X

X IX X X X |X

Target distance X

All parameters can be configured in the vehicle view. The parameters can be
changed at any time and will be exchanged the next time the vehicle connects to the
back end.

Reference: The display and configuration of the VDV261 parameters is
described in chapter 2.4.7 Preconditioning.

8.2.1 Vehicle-Communication via IPv6

IPv6 Proxy VDV261 specifies IPv6 as the protocol for transmission. Experience from
VDV261 project implementations has shown that continuous IPv6
communication from the vehicle to the backend is difficult to implement.

For this reason, an edge-device is used as a communication proxy. Only the
network connection between the charging station and the edge-device must
support IPv6. The established IPv4 protocol is used for the further connection
to the customer network / Internet, so that no complex network changes are
required. In addition, the edge-device offers further network services for easier
commissioning.

The configuration of the vehicle and the edge-device is explained in the edge-
device user manual.

8.2.2 Certificate Installation

Installation of The VDV261 server certificate must be generated via a Certificate Signing
VDV261 Server Request (CSR). The CSR can be requested and downloaded via the following
Certificate steps:

1. After the edge-device has been created, the CSR can be requested via
[Update VDV261 Certificate] in the options. The device should be
actively connected at this point.
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2. The list of all certificate requests can then be called up via [Check
Certificate Status]. Alternatively, the view can also be opened via
Certificates | Certificate Requests.

Building Downtown Edge Device
_ Assigned group: Building Downtown

- >
i Security Profile 2 Status: Activation succeeded (last update a day ago) E‘ IZ‘
Edge Device to control the Depot located at the city center )
Update CSMS Certificate
o . Update VDV281 Certificate
Building South Edge Device
,i. Assigned group: Building South Check Certificate Status

Security Profile 2 Status: Deactivation succeeded (last update a day ago)

Edge Device to control the Underground Garage parking located at the south

3. If the list contains several entries, the appropriate entry can be searched
for using the "Received from" and "Received on" columns.

4. The entry must be selected for further processing and saved using the
[Download] button.

@ E Certificates Overview ﬁ Certificate Signing Requests

Q, Search X

Certificate Type Editing State

B No filter - &d Nofilter -
Common Name Certificate Type Received From Received on Editing

State

C=DE,ST=Baden-Wuerttemberg,0=Vector Informatik VDV261 Server = Sep 5, 2025 :

v 5 A 2 2

. GmbH,0U=vCharM.edge,CN=vcharm.edge Certificate § 100000002369d475 3:07:43 PM Pending

Items per page: | 10~ 1-100f10

1 Certification Request(s) selected

5. A certificate can then be generated based on the CSR. The necessary
steps are known to the PKI operator and are not explained further here.

6. The certificate file must be uploaded to the CSMS. The CSMS
automatically recognizes which certificate request the certificate must
be assigned to and starts installing the certificate on the edge-device.
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@ Upload Certificates

The following not yet existing certificate(s) have been saved:

Common Name Expiry Intended Use

Date

CN=vcharm.edge, 0U=vCharM.edge,0=Vector Informatik 0/5/2026 VDV261 Local Controller ... =
GmbH,ST=Baden-Wuerttemberg,C=DE

Iltems perpage: 50 ~

It was not possible to determine the intended use of all newly stored certificates. Please select the
intended use.

Save

Reference: Requirements for the content and format of certificates are
described in the VDV261 specification.

7. The installation status can be checked via the Certificates view. To do
this, the appropriate PKI must be selected in the menu on the left-hand
side and the [Leaf- Certificates] entry opened.

8. To see the status, the desired certificate must be selected from the list.

9. Inthe detail view, the correct edge-device should be listed under the
“Installed” tab. “Installed” should be the value in the "“Status” column.

@ B cCertificates Overview & Cerlificate Signing Requests

B ocppServerLeaf_1 ﬂ

Subject: C=DE 0=Vector Informatik GmbH,CN=ocppServerLeaf_1
Issuer: C=DE,0=Vector Informatik GmbH,CN=0cppServerRoat_1
Validity: Valid

Valid from: Jun 11,2025, 2:42:19 PM until Jul 10, 2025, 12:20:19 PM

Serial Number:  18446744073709552000

Installed

Q. Ssearch Items perpage: 50 ~ 1-1of1
Device Status Last Updated
'E‘ Eui\ding Downtown EdgE Device Installed Jun 12,2025, 11:53:31 PM

0 Charging Station(s) selected

@ Uninstall

ok, Not configured
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10. Finally, the VDV261 communication can be activated via the edge-
device user interface.

8.2.3 Fault-Injection

Summary

Modes

© Vector Informatik GmbH

For development and testing purpose, the VDV 261 communication can be
influenced. This can be used to verify the correct communication behavior of
the vehicle. The functions are displayed only if the user has the necessary
permissions and preconditioning is enabled for the selected vehicle.

By clicking on [Configure], following options are available:
> Disabled: All requests are answered according to the VDV 261 specification.

> Raw values: The values for each parameter can be specified directly,
without range or consistency checks. Each response contains these
parameters; in other words, the backend does not send only changed
values, as it does in "Disabled” mode. Additionally, the HTTP response code
can be changed optionally. If a specific HTTP response code is assigned,
the response message is empty.

> Suppress response: Requests are received, but no response is sent to the
vehicle. This can be used to provoke timeouts.
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@ VDV261 Fault-Injection

Injection Mode

(® Disabled (O Rawvalues () Suppressresponse

<>

Variables
(® Absolutevalue (0) Date-time

&b

‘ Cancel H Save ‘

Communication Messages exchanged with the vehicle can be observed in the Trace Window.
Trace All request and response messages are listed together with the content of the
messages. The following messages are marked with a special warning icon:

> Response suppressed
> Request with wrong authentication data

@ VDV261 Fault-Injection
‘ B Clear message log &, Export log as CSV £ Configure

s
A 07.09.2026, 15:37:03: #4 Response . "seq": 4,
"vin™: null

07.09.2026, 15:37:02: #4 Request
@ suppressed response

07.09.2026, 15:36:51: #3 Request

AT AO ANNE 1EDE AT #9 Dannanan v hd
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Export Trace

Value-Added-Services

The [Clear messag log] button can be used to delete all messages from the
Trace Window. The messages are also deleted in the database and cannot be
reloaded.

The [Export log as CSV] button can be used to create a CSV export of all
messages which are listed in the Trace Window.

8.2.4 Requirements for Charging Stations

Requirements

© Vector Informatik GmbH

Charging stations must meet the following requirements for trouble-free
commissioning:

> The charging station must support ISO 15118-2 communication (CCS2
connector) and TLS communication for VDV261.

> Furthermore, it must support the ISO 15118 “Value-Added Service"
functionality for VDV261 (Internet Access (ID 03) as a free service on port
443 (Param. Set 04))

IPv6 address assignment for vehicles via SLAAC/NDP and DHCPv6
Forwarding of DNS requests from the vehicle
Ethernet-based communication with the OCPP/VAS backend

Recommendation: Tracing of powerline communication for troubleshooting
during commissioning

vV V V V
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9 Grid Operator Interface

Summary

Load-Management

9.1 OpenADR

Protocol Version
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In order to improve or ensure grid stability in the future, it may be necessary for
the grid operator or energy supplier to control the charging infrastructure. This
controllability allows consumption to be temporarily reduced and the grid
stabilized in exceptional load situations.

Controllability can be implemented via the following interfaces:
> OpenADR
> External power limits

As soon as a request to reduce power is received from the grid operator, a new
limit is added to load management. The site or group must therefore already
have a valid load management configuration.

Load management continues to operate in the desired configuration. The new
limit resulting from the grid operator's request does not replace limits that are
already active, for example from static or dynamic load management. If the grid
operator limit is lower than all other limits, consumption is restricted
accordingly. If one of the other limits is already lower, there is no change for the
time being.

The CSMS supports OpenADR version 3.0 with the “Demand/Response” (DR)
program.

Due to increased coordination requirements, the initial configuration of the
OpenADR interface is carried out by Support.
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Grid Operator Interface

Settings
The following systems are configured:
@ Help
@ To configure a utility company (Virtual Top Nade) contact our support team.
z&:  SubClients
2F Utility Company (Virtual Top Node)

Ow  Licenses

Protacol QOpenADR
Ja Notifications Platform URL https:/fenergy.provider/openadr

Name Energy Provider
[ Edge Devices Connection Status Connected

Last Successful Request  09/01/2025, 06:02:47 PM
£o  PreSystems
B  eiling

i /
B rubeetr The fallowing lacations/groups are confgured
2F  OpenaADR - Building Downtown VARE |
~  Curtailment Maximum Power: 20 kW
Yy Change History
@  Appearance o Underground Garage m,, mi
—  Curtailment Maximum Power: 30 kW

(@  AboutvCharM

+ Add New Location/Group

Once the OpenADR interface has been activated, various charging
infrastructure locations or groups can be linked to the interface. To do this,
create an entry under Settings | OpenADR using the [Add New Location/Group]
button.

The entry requires the following settings:

>

SDP ID: SDP ID is the identification of the service delivery point; it is
provided by the network operator to determine which charging stations are
to be throttled.

Assigned Charging Station Group: Location or group to which the new limit
is to apply. Distribution within the location/group is carried out according to
the selected load management configuration.

Name (optional): Display name.

Curtailment Maximum Power: The maximum power that the SDP (Service
Delivery Point - Virtual End Node) may consume during throttling. The
CSMS ensures that energy consumption remains below this limit. If the
network operator specifies a relative value, this must be manually converted
to an absolute value and entered here.
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Edit Building Downtown

— SDP ID*

@ open-adr-sdp-id-1 ®

17/255
— Assigned Charging Station Group

G= Building Downtown (500 kW)

— Name

3 Building Downtown

17/255

— Curtailment Maximum Power*

T kw | @

Cancel

Display If a limit has been received from the grid operator, it is displayed under charging
stations in the power consumption diagram under "Curtailment Power Limit."”

9.1.1 Program Details

Definitions The OpenADR specification serves as the basis for the program definition.
Definitions of terms can be found in the specification and are not repeated in
this manual.

Message Sequence Once the configuration has been completed, the CSMS (VEN) creates a
subscription at the grid operator (VTN). The CSMS is then ready to receive a
curtail event.

If the grid operator detects a high load on the grid, a curtail event is created.
This is sent to the CSMS, whereupon the associated charging station group is
throttled. The CSMS then creates a report that is sent asynchronously to the
VTN.

Before a new curtail event can be sent to the CSMS, a restore event must first
be sent.
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Authentication

Subscriptions

Events

Reports
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Grid Operator Interface

VEN and VTN uses the OAuth 2.0 flow for authentication.

The subscription request contains the following parameters:

> id: Created by the CSMS and contains the client ID followed by a dash and a
unique ID.

> createdDateTime: Timestamp when the CSMS created the subscription.

modificationDateTime: Timestamp when the CSMS modified the
subscription.

objectType: Always “SUBSCRIPTION".
clientName: The customer ID of the customer.

\"

programiD: The ID of the curtailment program.
objectOperations: EVENT object with POST operation.
Targets: Always null.

vV V V V V

The event request contains the following parameters:

id: The event ID to be used for correlation.

createdDateTime: Timestamp when the event was created.

modificationDateTime: Timestamp when the event was modified.

objectType: Always "EVENT".

programlD: Same ID as in Subscription.

eventName: A name for debugging and logging purposes.

targets: Specifies the Service Delivery Points (SPD) affected by the event:
o type: Always “SDP_ID".

V V V V V V V

o values: An array of SDP IDs (only one ID is expected).
> intervalPeriod: Specifies when the request should be executed:
o o start: Always "0000-00-00" (means immediate start).

o o duration: a duration in ISO 8601 format, which specifies how
long the requested event should last. "P9999Y" is a special case
that specifies that the interval of the event will continue until
further notice.

> reportDescriptors:
o payloadType - always “SIMPLE".
> payloadDescriptors
o payloadType —always “SIMPLE".
> intervals: There is only one interval, which lasts until a restore event is sent.
o ld: always 0.
o Payloads
= type: always “SIMPLE".
» values: “Curtail” or “Restore”.

The report request contains the following parameters:

> id: Created by the CSMS and contains the client ID followed by a dash and a
unique ID.
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> createdDateTime: Timestamp at which the CSMS executed the
corresponding request.

modificationDateTime: Timestamp at which the CSMS modified the report.
objectType: Always "REPORT".

programID: Same ID as in the associated event.

eventID: The ID of the associated event.

clientName: The customer ID of the customer.

reportName: A name for debugging and logging purposes.

V V V V VvV V V

payloadDescriptors
o payloadType —always “SIMPLE".
> resources:
o resourceName — Name of the resource ("SDP" + SDP ID)
o intervalPeriod

= start: Time when the request was executed (or not
executed).

= duration: Duration of execution
o ointervals
» jd-always 0.
= payloads
e type-always “SIMPLE".
e values - "Executed” or "Not Executed".

Note: The curtail event does not contain any specific information about the limit.
The actual limit is configured in the CSMS.

External Power Limit

Reference: The external power limit function can also be used to implement
controllability. Details are described in section 2.2.2.7 External Power Limits.
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10 Telematics Interface

Summary

Connection Setup

© Vector Informatik GmbH

A telematics component in the vehicle makes it possible to transmit vehicle data
to telematics service providers via a wireless connection. Data transmission is
independent of charging processes and continues even while the vehicle is in
motion. Furthermore, the data is not limited to charging-related information—
such as the state of charge—but also includes other useful information, such as
the vehicle's geographic location.

The CSMS enables the integration of interfaces to telematics services. Since
there is no standardized interface format, the various interfaces must be
integrated individually upon request.

The following providers are currently integrated:
> MAN RIO Datapackage S

Note: Additional hardware is required in the vehicle to use telematics services.
In addition, there are typically ongoing costs associated with a subscription. The
fleet operator is responsible for installing the hardware and covering the
additional costs.

The CSMS support is responsible for setting up the connection to the telematics
service provider. Upon request, the support will request the necessary access
credentials from the telematics service provider and configure all settings. Once
setup is successfully complete, the CSMS automatically retrieves data from the
telematics service provider every minute.

The current connection status between the CSMS and the telematics service
provider can be checked in the settings under “Telematics Systems.” All
configured systems are displayed there, along with the status and time of the
last request.

To ensure that the data in the CSMS can be assigned to the correct vehicle, the
VIN number must be set correctly during vehicle configuration in the CSMS.
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Vehicle Data
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> Settings

L @ Help

a £ Sub Clients

a Om Licenses

m] n Events & Notifications

@ ’E Edge Devices

Q .,f\ Pre Systems

@ 6} Billing
€5 Telematics Systems
® ra
=S¥ OpenADR

,  Change History
@  Appearance
B Profile

@  aboutvCharm

Telematics Interface

To configure telematics systems, please contact the support team here: Support Link

The following telematics systems are configured:

Telematics System A

£ status of the last request @& Connected
Last request Jun 14, 2026, 6:57:52 FM

Telematics System B

n

Status of the lastrequest @ Authorization error

Last request Jun 14, 2026, 6:42:59 PM

The following information is retrieved from the telematics service provider:

> Battery state of charge (SoC)

Mileage

vV V V V

Geolocation

Battery temperature
Battery state of health (SoH)

The data is displayed in the vehicle view as described in Chapter 2.4.5 Vehicle

Details.

The geolocation is displayed in the map view. When a vehicle is selected on the
map, the telematics data is displayed in a sidebar.
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11 REST API

1.1 Overview

Summary

oD

OpenAPI
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All features provided by the CSMS back end can be controlled via a RESTful
API. This API is offered as an HTTP interface and is also used by the browser
front end.

The API can be used by any third party software to use information provided by
the CSMS and to control the back end features.

Example:

> An external display shows the current state of the charging stations and
running charging sessions. EV drivers and depot operators can use the
display to monitor the charging sessions.

> Information related to the load management can be exchanged
automatically, e.g. the departure time of vehicles organized by a fleet
management software. This information improves the load management
algorithms.

The REST APl is specified in the OpenAPI syntax. The OpenAPI Specification,
originally known as the Swagger Specification, is a specification for machine-
readable interface files for describing RESTful APIs. Several source-code
generators are available for a large set of programming languages, which allows
to integrate the API into a client application with low effort.

The specification includes all available operations, their request and response
formats, datatypes and the required authorization roles.

The OpenAPl is available as HTML documentation and as a YAML file. The files
can be requested via the support.
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1.2 Examples

Get EVSE Status

Change Departure-
Time
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REST API

Request URL:
http://xxx/csmsapi/chargingStation/evse/status/?evselds=depotcenter_cs_1_evs
e_l

Request Method: GET
Request Payload: empty

Response Code: 200

Response Payload:

[
{
"evseld": "depotcenter_cs_1_evse_1",
"currentStatus": "Available",
"connectorStatus": [
{
"connectorId": "depotcenter_cs_1_evse_1_con_1",
"status": "Available"
}
]
}
]

Request URL:
http://xxx/csmsapi/vehicle/17ZVBP8CH7A5121324/vas/preconditioning/paramete
rs/

Request Method: POST
Request Payload:

{
"driveoff":"2019-12-20T06:50:23.000Z",

"precDsrd":1,

"precHvac":1

Response Code: 200

Response Payload: empty

Version 3.13 - 203 -


http://xxx/csmsapi/chargingStation/evse/status/?evseIds=depotcenter_cs_1_evse_1
http://xxx/csmsapi/chargingStation/evse/status/?evseIds=depotcenter_cs_1_evse_1
http://xxx/csmsapi/vehicle/1ZVBP8CH7A5121324/vas/preconditioning/parameters/
http://xxx/csmsapi/vehicle/1ZVBP8CH7A5121324/vas/preconditioning/parameters/

On-Premise

12 ONn-Premise

12.1 Functionality

Limitations The following functions are not available with an on-premise installation:
> Mobile app (see chapter 3)
> Edge devices (see chapter 4 Edge-Device)

o The Runtime Service is part of the delivery and can be installed
independently of the Control Service. This means that the key
benefits of the distributed architecture can also be used without
an edge-device.

\"

User and role management is only available in combination with the Single-
Sign-0On feature. Users and roles are configured through the customer's
identity provider. The same applies to the subtenant feature.

12.2 Operations

Availability To ensure high availability, the operator of the on-premise infrastructure is
responsible for taking appropriate measures to avoid failures and keep recovery
times as short as possible, for example by designing redundant network and
storage components or by virtualizing the server infrastructure.

A business continuity plan must be drawn up to define targets for data backup
and recovery.

Caution: Protection against unauthorized access to the application and data
must be designed in accordance with the cyber security concept of the on-
premise infrastructure. The operator is responsible for planning, implementing
and verifying the cyber security measures.

12.3 Setup

Minimum To deploy the CSMS on your computer, the following conditions must apply:
Requirements > B64-bit Linux kernel with Version 3.10 or higher

Docker (at least version 18.06)

Docker-compose(at least version 1.24.0)

At least 4 GB of RAM

At least 2 CPU cores with 2.0 GHz

vV V V V

Setup Prerequisites  To start the CSMS, the following conditions must apply.
> Port 80 is free
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> Port 443 is free

ﬁ Note: Port 80 is used for the http communication.

Port 443 is used for the https communication.

12.4 Installation & Maintenance

Documentation Detailed instructions for the installation, configuration and maintenance of an
on-premise installation are included in the software delivery.
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13 Troubleshooting

Summary

Im folgenden Kapitel werden haufige Fehler beschrieben. Uber das Fehlerbild
kann die Ursache eingeschrankt werden. Mittels Fehleranalyse kann die
Ursache festgestellt und behoben werden.

13.1 Error Patterns

13.1.1 Charging sessions cannot be started

Symptoms

Possible Causes

The following signs indicate that the charging session has not started:

>

The indicators in the vehicle and/or at the charging station indicate that the
charging session has not started. These may be LEDs on the charging inlet
on the vehicle or a display in the vehicle/at the charging station. The
vehicle's mobile app can also be used to check.

There is no acoustic feedback from the vehicle and/or charging station. The
driver cannot hear the typical clicking sound when the contactors in the
vehicle and charging station are closed.

The display in the CSMS does not show any charging session, i.e., the
charging point status is not “Charging”.

The following causes may be the reason for the malfunction:

>

Authorization failed. Further analysis:

> Chapter 13.2.3 Authorization Result

The OCPP connection was not established or is unstable. Further analysis:
> Chapter 13.2.1 OCPP Connection Setup

> Chapter 13.2.2 OCPP Connection Stability

The charging limit has been set to 0 amps/kilowatts. Further analysis:

> Chapter 13.2.4 Load-Management Power Limits

13.1.2 Charging session not at expected power

Symptoms
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The charging power is lower than expected:

> The charging power displayed in the vehicle / charging station / CSMS is
lower than expected.

> The predicted charging time is unexpectedly long.
> The state of charge (SoC) is changing very slowly.

In principle, however, the charging session has started successfully. In the
CSMS, the charging point is displayed with the status “Charging” or "Paused
by vehicle" / "Paused by load management.”
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The following causes may be the reason for the malfunction:

The CSMS has set a low limit, which prevents the charging station and the
vehicle from charging at a higher power level. Further analysis:

> Chapter 13.2.4 Load-Management Power Limits

The vehicle is charging at a lower power level than possible, for example
because the battery temperature does not allow higher charging currents.
Compare the permitted charging power with the actual power. Further
analysis:

> Chapter 13.2.4 Load-Management Power Limits

The charging station is in a critical state (e.g., due to high temperatures) and
does not allow higher charging power. Further analysis:

> Chapter 12.2.5 Charging station events

13.2 Fault analysis

13.2.1 OCPP Connection Setup

The following methods can be used to check whether the OCPP connection has
been successfully established:

Connection 1. In the Charging Infrastructure view, select the affected charging station from
Diagnosis the menu on the left.

2. If a Status Diagnosis section appears, follow the instructions to establish a
successful connection.

3. If the Status Diagnosis section does not appear, check the status of the
charging points.

Charging Station 1. Check the Events view to see which events the charging station last reported.
Events 2. Use the filters to narrow down the messages.

> Select a suitable time period.

> Select only a single charging station that is affected by the problem.

> Narrow down the results either by severity (warning/error) or by category

© Vector Informatik GmbH

(connections).
Check the messages to see if there is a problem with the connection.
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If the charging station has its own user interface, check there for error
messages/error codes and download log files for a more in-depth analysis.

If the connection cannot be established, the following measures may help:

> Check your internet connectivity, especially if you are using wireless
networks.

> Check the charging station configuration and compare it with the
information in the commissioning slides.

> Check that the correct CSMS root certificate is installed on the charging
station (see 1.3.1.2 TLS Encryption).

13.2.2 OCPP Connection Stability

OCPP Messages

© Vector Informatik GmbH

Use the following steps to check the stability of the OCPP connection:

1. Check in the Events | Messages view whether the charging station is sending
OCPP messages reliably.

2. Use the filters to narrow down the messages.
> Select a suitable time period.
> Select only a single charging station that is affected by the problem.

3. Check whether the response times are less than 1 second (e.g., response
after +230 ms). Responses should only take longer in exceptional cases.

4. Check that the charging station sends a message at least every 100 seconds.
In most cases, this is either the Heartbeat message or, during a charging
session, the MeterValues (OCPP1.6) / TransactionEvent (OCPP2.x) message.

5. A charging station should not send more than one message per 10 seconds to
avoid overload.

6. No messages with error responses should be visible. These can be filtered
via Messages | “Show error messages only.”
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Troubleshooting

7. The BootNotification message should only be visible if an expected restart
has taken place. If this message appears unexpectedly, this indicates a
hardware or software problem in the charging station, e.g., undervoltage.

Actions If the connection is unstable, the following measures may help:

>

Check your internet connectivity, especially if you are using wireless
networks.

Restart the charging station.

Check the charging station configuration and compare it with the
information in the commissioning slides.

13.2.3 Authorization Result

Check the following steps if charging is not possible at the charging station:

Authorization Result 1. Check the Events view

N

v W Vv Vv

. Use the filters to narrow down the messages.

Select a suitable time period
Select the severity level Warning and the category Charging Session

. Check whether there are any entries with the text “Authorization failed”:

The status "unknown"” means that the token could not be found in the
CSMS. Create a new token to enable charging (see 2.4.6 Authorization
Tokens).

The status “NotAtThisLocation” means that this token is not allowed to
charge at this charging station. Change the access restriction if necessary
(see 2.4.1.1 Access restriction for groups).

The status "blocked” means that this token has been blocked in the CSMS.
Check the status and validity period of the token (see 2.4.6 Authorization
Tokens).

13.2.4 Load-Management Power Limits

Check the following steps if you want to check the power limits for a charging
session:

Load-Management >
Configuration

© Vector Informatik GmbH

The CSMS can only limit power if load management is enabled for the
charging station in question. Check at the location level whether load
management has been enabled and whether the load management settings
have been selected correctly.

Check at the location level, for all subgroups, at the charging station and
charging point level, whether the power limits have been selected correctly.
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Compare the selected power limits and actual consumption with the limit parameter in
the OCPP message SetChargingProfile:

. Check the SetChargingProfile messages in the Events | Messages view

. Use the filters to narrow down the messages.

Select a suitable time period.
Select only a single charging station that is affected by the problem.

Select the following message types: SetChargingProfile, StartTransaction
(OCPP1.8), StopTransaction (OCPP1.6), TransactionEvent (OCPP2.x)

Find the start of the charging session. For OCPP1.6, this is the
StartTransaction message. For OCPP2.x, this is a TransactionEvent
message with EventType “Started.” The time and the vehicle token will help
you with your search.

Check the SetChargingProfile messages that were sent after the start (pay
attention to sorting). The chargingProfilePurpose is “TxProfile.” The limit
parameter contains the limit either in watts (chargingRateUnit ‘W') or in
amperes (chargingRateUnit "A").

As long as no SetChargingProfile message has been sent for this charging
session, the last message of type “TxDefaultProfile" applies.

Make sure that the status in the response is “Accepted.”

If the charging station has multiple charging points, the Connectorld must be
taken into account.

13.2.5 Charging Station Events

Check the following steps if the charging station is not behaving as expected
and the cause is unclear:

Events 1. Check the Events view to see which events the charging station last reported.

2
>
>
>
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. Use the filters to narrow down the messages.

Select a suitable time period.
Select only a single charging station that is affected by the problem.

Narrow down the results either by severity (warning/error) or by category
(connections)

Check the messages to see if there is a problem. After expanding the
message, manufacturer-specific information is displayed. Clarify the
meaning using the charging station manual or manufacturer support.
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Autocharge
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Procedure to authenticate and to authorize a vehicle automatically at a charging
station. The EVCC ID of the vehicle is used as identifier. The Combined
Charging System (CCS) standard is required, since the EVCC ID is exchanged
via V2G communication (DIN 70121 or ISO 15118).

The recommended integration with OCPP is described in the Whitepaper
"WhitePaper Identification of ElectricVehicles in
ChargingStationManagementSystem via OCPP" published by Vector.
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