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The Developer’s Perspective: Building Software-Defined Vehicles with Alloy Kore
The auto industry's shift toward software-defined vehicles (SDVs) is already having significant impacts on the
latest machines hitting showroom floors. More features, more tech and more connectivity are the hallmarks,

but beneath the skin, the transformation runs far deeper.

A new generation of digital architectures is completely upending traditional automotive software development
procedures. As vehicle components become increasingly interconnected and software-driven, the old ways of

writing code for cars are falling behind, and they threaten to drag down the industry with them.

Add in a fast-expanding web of global security and safety regulations and certifications, plus an increasing
appetite from consumers for cars with the latest and greatest features, and you can see why modern
automotive software development is spiraling out of control. Amidst this chaos, Alloy Kore™, a new
foundational software platform jointly developed by market leaders Vector and QNX, offers a chance to
stabilize and streamline at least one aspect of the development process. If you imagine a modern SDV as a
city, Alloy Kore is the municipal infrastructure, handling the electricity and water supply, while OEMs define the
architecture and culture and everything that makes the city unique. In that regard, Alloy Kore provides a pre-
certified, easily integrated solution to the development teams at OEM or Tier 1 site that greatly streamlines
modern software development and deployment, allowing developers to focus much more on actual application

work.

The Scaling Crisis

In the early days of automotive software development, everything was foundational. Individual hardware
components handled discrete functions in cars, and none were even aware of each other. Your windshield
wiper controller never talked to your headlight controllers, for example. Discrete components handling their

own tasks meant that writing software for each was relatively straightforward.

Over the years, that’'s changed, with more and more systems becoming interrelated and controlled by shared
systems and controllers. Zonal architectures or central architecture with HPCs as the focus are becoming the
norm, with systems like BMW's Heart of Joy, Mercedes MB.OS, or Rivian's second-gen platform consolidating

onto fewer, more powerful systems sharing information and collaborating.

The challenge, though, comes in scaling a system fused together using different software pieces from different
vendors. "Progress towards the SDV has slowed down due to fragmented software integration. Integrating
disparate components leads to unpredictable behavior, costly rework and an increased risk of missed
production deadlines and recalls," explained Max-Ferdinand Suffel, a workflow architect at Vector who works
on the company'’s software platform offering, and part of the development team shaping the Alloy

Kore platform.
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And it's only going to get worse. Once upon a time, cars never changed after pulling off the lot. Now, they're
expected to stay updateable for much longer. "Today, you want to continuously be adding features later on,

and this may be for 10, 15 years," Suffel said.

It goes beyond features, too. Car companies must also provide security and safety updates for that decade or
more, a shift that extends well beyond technical challenges. "The entire software development and

engineering organization has to evolve," Suffel noted.

Simplify to Add Scalability

A common software development approach, particularly when dealing with writing code that runs on integrated
systems like cars, is to split things into layers. At the bottom is the hardware or mechatronic layer. This
handles all the system-level details about how to talk to the numerous sensors and systems scattered

throughout a modern car.

In the middle, additional layers more or less handle the communication in between. Meaning it's here that
those integration headaches and scaling issues are getting out of control, despite none of this being visible to

the end user. Fragmentation here is a growing challenge for automotive software developers.

Finally, at the top, you have what's called the application layer. This is an umbrella term for a number of
different functions and features that define and influence the behavior of the car you’re driving, everything from

touchscreen interfaces to active safety systems.

"OEMs should concentrate on what matters most to them, and this is the application layer," Suffel said. "This
is where the users who buy a vehicle actually perceive a difference. The goal, then, is to shift the burden of

integration to the platform provider."



MOTORTREND i Courtesy by Hearst Auto
QNX | VECTOR D> il

OEMs and Tieris

—0n
] = > @
P —o S
Infotainment Personalization ADAS Features Connected OTA Updates
Services
Differentiating
Software
Alloy Kore
O -~ @
Real-time 0S Middleware Safety/Security

Certification
Foundational

Software

Alloy Kore is a pre-integrated and pre-certified foundational vehicle software platform. By building upon this, automotive
software developers can focus on developing differentiating USPs for the end user.

The Role of Alloy Kore

And that's where Alloy Kore comes in. As a foundational vehicle software platform, Suffel describes it as a
"base plate," something that developers can absolutely rely on to be not only stable, but also to handle a lot of
the heavy lifting of vehicular software development. "It's rock-solid," Suffel said. “Like the foundation of a

house.”

Alloy Kore eliminates many of the hidden costs and risks associated with stitching software components
together. Built on proven QNX and Vector technologies, it delivers a unified, pre-integrated software
foundation. Developers at OEMs and Tier 1 suppliers avoid the complexity of building platforms themselves.

Instead, they can focus on what matters: delivering innovative, consumer-facing applications and experiences.

Just as importantly, Alloy Kore meets the latest safety and security requirements for modern SDVs right out of
the box, making it suitable for both current and future vehicle generations. "It's pre-integrated, it's pre-certified
and it delivers strong performance. In the end, OEMs save both time and money by using our solution," Suffel
said. Even early results are compelling. In early-access releases, communication latency dropped by 85

percent compared to separate stacks, while overall CPU load was cut in half.

Configuration Instead of Chaos

Working with a software platform like Alloy Kore may dramatically ease the workload of basic software
development by providing a solid foundation. But there's still the task of successfully integrating all use cases
into the car. Modern cars are highly complex systems, and developers must still integrate domain-specific
middleware plus the application layer itself. There are many use cases and individual building blocks, and

each of these building blocks needs configuration to ensure everything behaves as the developers intended.
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Think of it like building a model kit versus sculpting in clay. With clay, you need to meticulously sculpt
everything precisely, and there’s little hope of ever re-using any individual part of the resulting sculpture. With
a kit, you can make something complex much more quickly, and build it out of reusable parts, but you need an
instruction manual to tell you how all the pieces fit together. As that model gets more and more complex, that

instruction manual will likewise grow larger.

Alloy Kore simplifies that as much as possible, presenting a consistent and easily understood means of
configuration, one that plays nicely with many of the version control systems and other implementation tools

that developers already use.

"We follow an 'everything as code' strategy. That means that configuration can be put into data formats that
can be version-controlled, and the creation of that can be done using a programming language like Python,"
Suffel said.

By relying on modern, widely adopted programming languages and development tools, automotive software
development can become more current and attractive to developers. This allows a significant portion of the
software configuration process to be automated, with Al agents supporting developers by managing repetitive

and complex configuration tasks.

The result is more efficient and predictable software development, with coders spending less time deciphering
and updating configuration files and more time writing code that pushes the boundaries of what's possible in

modern vehicles.

Beyond Better Cars
The world of automotive software development is radically changing, and there's no silver bullet that can
eliminate all the potential risks of operating in this environment. And a foundational software platform like Alloy

Kore can't solve things like an organization's structure, which must evolve as well.

However, Alloy Kore can substantially reduce the overhead of building, testing, and deploying solutions in this
increasingly demanding world. This gives developers a utility belt full of tools that will help them stay focused
on developing the next generation of SDVs, not reinventing the wheel. And though it is the "base plate" for
development, that platform is continuing to evolve as well. Next is building additional layers upon Alloy

Kore that would not only interface with higher-performing onboard chips and systems but provide better
bridges between classic vehicle architectures and modern, service-oriented systems. This will, again, help

push automotive software development into the future.

Even that may just be the beginning. "Software-defined systems are everywhere. You have them in robots,
automation systems, or in medical devices," Suffel said. “With more than 35 years of experience in automotive

software development and highly regulated industries, Vector specializes in accelerating development cycles
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and optimizing system performance. When we look at other emerging industries, we see the same needs and
challenges. Our universal solutions can support those environments as well. The principle of Alloy Kore is only
one of many solution examples that can serve as a rock-solid, foundational platform for any system — whether

it's in cars or beyond automotive."

You can find more information about the sponsorship at our website: www.vector.com/motortrend
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About Vector

Vector has been a leading partner in the development and networking of embedded electronics for over 35
years. With more than 4,500 employees at 32 locations worldwide, the company supports manufacturers and
suppliers in industries such as automotive, MedTech, 10T, and aerospace. A comprehensive ecosystem of
tools, cloud services, a professional software factory, and engineering services forms the foundation for
building safe and high-performance embedded systems. Driven by a passion for technology, Vector develops
solutions that ease engineers’ demanding tasks and is actively engaged in education, research, and social

responsibility.

About QNX

QNX, a division of BlackBerry, enhances the human experience and amplifies technology-driven industries,
providing a trusted foundation for software-defined businesses to thrive. The business leads the way in
delivering safe and secure operating systems, hypervisors, middleware, solutions, and development tools,
along with support and services delivered by trusted embedded software experts. QNX technology has been
deployed in the world’s most critical embedded systems, including more than 275 million vehicles on the road
today. QNX software is trusted across industries, including automotive, medical devices, industrial controls,
robotics, commercial vehicles, rail, and aerospace and defense. Founded in 1980, QNX is headquartered in

Ottawa, Canada.
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About MotorTrend

MotorTrend has chronicled the auto industry’s past, present, and future since 1949, catering to in-market
shoppers and enthusiasts through authoritative, entertaining storytelling, world-class photography, and
engaging video presentations. In addition to in-depth coverage of the latest in automotive technology,
reporting on breaking news, and features on the biggest personalities, MotorTrend reviews hundreds of new
cars every year, leveraging objective testing and the team’s extensive expertise. Its renowned MotorTrend Car
of the Year, SUV of the Year, and Truck of the Year awards are also internationally recognized as among the

most prestigious in the industry. Follow MotorTrend on X, Instagram, Facebook and LinkedIn.
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