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Comprehensive Communication Tests for ECUs Developed 
at Volkswagen Group

ECUs not only need to fulfill their required functionality, but must 

also fit seamlessly into the ECU environment – while considering 

special OEM-specifics. This is why intensive communication tests 

are needed in addition to the functional tests. Such tests investi-

gate the ECU’s behavior, not only under normal conditions, but in 

numerous error situations as well, for example: drops in supply 

voltage, reception of faulty messages, protocol violations during 

transmission, irregularities in cycle times and disturbances in bus 

voltage level due to short circuits.

Reproducible testing at the supplier

The supplier assumes primary responsibility for correct and repro-

ducible behavior of the Device Under Test (DUT) under all of these 

constraints. The costs for the implementation of the tests are not 

insignificant considering the growing complexity of automotive 

electronics. Test applications must be created and maintained, or 

else a testing facility must be hired. Finally, each new ECU and each 

modification requires making extensive changes to the created 

tests. Problematic with this process is that some details of each 

party’s test implementation – whether supplier, testing facility or 

OEM – may deviate to a greater or lesser degree. If tests yield dif-

ferent results in reference to the latest test specification, time-

consuming troubleshooting will follow. Furthermore, it is then nec-

essary to address the unpleasant question of who is responsible for 

the caused problem. Errors do not necessarily have to be caused by 

the ECU itself; gaps are also possible in the specification itself or its 

interpretation. The conventional wisdom of detecting errors as  

early as possible to avoid the much higher costs of correcting them 

later, is proved once again.

Identical test environment for both OEM and suppliers 

OEM-specific test implementations play an important role for suppliers in the ECU development process. They are used to 
check the network conformance, assure error-free communication between the numerous ECUs and are important criteria 
for the final acceptance from the automotive OEM. Suppliers of the Volkswagen Group (VAG) can now minimize both ECU 
development times and costs using a VAG-specific test software to automatically generate high-speed CAN tests according 
to the VW80118 specification.
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Testing at the push of a button

The VAG extension for the CANoe test and simulation 

system from Vector demonstrates that cost reduction 

and enhanced ECU quality do not need to contradict 

themselves. The CANoe Test Package VAG offers an 

incomparably quicker path to these desired goals for VAG 

developers, test houses and of course also in-house OEM 

departments. PC-based test configurations can be gen-

erated for the automatic execution of high-speed CAN 

conformance tests at the push of a button and without 

further preparation. Version 2.0 of the Test Package, 

developed in cooperation with Volkswagen in Wolfsburg, 

Germany, conforms to the latest test specifications 

released by the Volkswagen Group. It covers all VW80118 

test cases, which are mandatory for VAG suppliers. The 

package supports both the current and previous versions 

of the VW80118 test specification.

The CANoe Test Package VAG consists of a test configuration 

generator with configuration dialog, CAPL (Communication Access 

Programming Language) test libraries for UDS (Unified Diagnostic 

Services) and KWP (Key Word protocol) as well as the VAG Interac-

tion Layer for the rest-of-bus simulation (Figure 1). So, CANoe is 

not only responsible for the actual test sequences; it also imple-

ments the necessary rest-of-bus simulation using the provided VAG 

Add-Ons. Such OEM-specific extensions are generally available 

free-of-charge and consist of a simulation generator, Interaction 

Layer (IL) and Network Management (NM). To achieve full automa-

tion, the Test Package utilizes the VH1100 to supply voltage to the 

ECU and the CANstress disturbance module (Figure 2).

Automatic generation of disturbances and supply voltage 
control

The VH1100 is a controllable voltage supply used by the test system 

to simulate various supply situations for the DUT. It has relays for 

independently switching terminals ignition (15), battery (30) and 

ground (31), and can make precise measurements of the DUT’s cur-

rent consumption. Various voltage patterns and disturbances may 

be simulated by remote control via USB, to examine DUT behavior 

in reaction to overvoltages, undervoltages and voltage interrup-

tions. The hardware module CANstress is used to simulate digital 

and analog disturbances on the CAN bus. This USB-hardware is con-

nected directly to the bus line and is used to reproducibly manipu-

late physical properties and logical levels. Flexible trigger and dis-

turbance logic lets users destroy any desired bit posi-

tions of CAN messages and manipulate bit fields. Full 

remote control capability via COM (Component Object 

Model) makes a valuable contribution toward automat-

ing VAG tests.

OEM delivers test base to suppliers

One of the key requirements for successful configura-

tion of the test environment is a consistent description 

of ECU communication in the form of the TBD (Test 

Basis Documentation) file and the CAN network data-

base (DBC). The OEM creates these two files and passes 

them on to the supplier. While the DBC file stores OEM-

specific information on the network and rest-of-bus 

simulation, the TBD file contains detailed information 

on the ECU. A new file must be created for each ECU, 

which provides information about the ECU in XML 

Figure 2: 
Time-synchronous real-time acquisition and visualization of internal 
ECU signals via CCP/XCP, and of signals from CAN, LIN and FlexRay 
buses and external measurement equipment via CANape.

Figure 1: 
At the push of a button, the CANoe Test Package VAG creates an entire 
test configuration, starts test execution and generates a report.
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detection, fewer iterations and improved quality. The CANoe Test 

Package VAG is the only test system available on the market that is 

certified by VW for high-speed CAN conformance tests and is explic-

itly recommended for in-house testing at suppliers. An extension of 

the existing solution by adding globally applicable VAG test specifi-

cations – such as for network management messages (NM-High) 

– is already planned for the next version.

Translation of a German publication in Hanser automotive, 
October/2010

Figures:
Vector Informatik GmbH

Links:
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Product Information CANoe Test Package VAG:  
ww.vector.com/canoe_tp_vag

format. This information includes a list of the Tx and Rx messages, 

diagnostic parameters, Diagnostic Trouble Codes (DTCs), specifica-

tion versions, etc. The TBD file supplies information about a VAG 

ECU that is needed to properly configure VW80118 tests. The sup-

plier may also add information to this file using an editor provided 

by VAG, e.g. to add DTCs. The test configuration generator reads 

the TBD and DBC files and uses them to generate the CANoe test 

configuration (Figure 2), which consists of the remaining bus sim-

ulation and an XML test flow module.

Clearly represented HTML test reports

Up to several hundred test cases may be generated, depending on 

the number of Tx and Rx messages (Figure 3). Each test case 

returns a detailed HTML test report (Figure 4) and log files in 

ASCII format. The test reports are organized with section numbers 

corresponding to those of the VAG test specification. Color high-

lighting of errors gives users a quick overview of the success or fail-

ure of executed test cases.

Summary and Outlook

The CANoe Test Package VAG – together with the VH1100 test hard-

ware and the CANstress module – creates a cost-effective test envi-

ronment based on standard CAN tools. The described solution lets 

developers, suppliers and test houses perform the same tests as 

the OEM with minimal effort. The automated generation of configu-

rations and test sequences saves time and reduces the development 

costs. At the same time, OEMs and suppliers benefit from early error 

Figure 3: 
Test execution control of the VW80118 test

Figure 4: 
Detailed report example for a successful test case
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