SOLUTIONS FOR

Flashing

Vector Embedded Solutions

Embedded Software for Flash Bootloader
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Flash Bootloader Introduction

Overview

ECUs with Bootloader vFlash

Usage of Flash

0 Development

o EOL programming

o After-Sales Programming

Bus System
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Flash Bootloader Introduction

Very hardware dependent

Currently more
than 40 supported
hardware platforms

New hardware platforms will be

supported on request
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Flash Bootloader Introduction

OEM specific
Vector knows what the OEMs want

ECUs with Bootloader and provides it

o o

Renault
GACGM ,_‘ﬁ\ Ford
VW/Audi
Nissan &
Porsche "
Daimler Prayong

Chrysler
OEM independent

» Flash programming according to ISO 14230 (,K-Line"“)
Flash programming via CAN according to ISO 15765-3 (WD) Protocols: KWP-2000 on CAN, ISO 14229 (UDS)

>
Flash programming according to ASAM Protocols: CCP (,CAN Calibration Protocol"), XCP (,Universal Measurement and Calibration Protocol™)

»
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Flash Bootloader Introduction
Support for multiple bus systems

Vector offers flash solutions for
usual bus systems in the
automotive environment

Bus System CAN LIN FlexRay MOST ETHERNET
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Flash Bootloader Introduction

Provision Of Source Code

include <sys/types.h>
#include <sys/stat.h>
#include <stdio.h>

#ifndef S_ISREG

#define S_IFREG _S_IFREG

#endif

#ifndef S_IFMT

#define S_ISREG(m) (((m) & S_IFMT) == S_IFREG)
#endif /* not S_ISREG */

#ifndef O_BINARY
#ifdef _O_BINARY
#define O_BINARY _O_BINARY

#else

#define O_BINARY 0 | = -«..55::-:_“

#endif . & e / ;;m».::lm 511
#endif — = — | ’>° o P e s e SR 857

o et s g
——
#include "filemap.h" e me
int filemap(const char *name,

void (*processor)(const void *, size_t, const char *, void *arg),

void *arg)

size_t nbytes;
int fd;

int n;

struct stat sb;
void *p;

fd = open(name, O_RDONLY|O_BINARY);
if (fd < 0) {
perror(name);

return 0;

i

if (fstat(fd, &sb) < 0) {
perror(name);
return 0;

) Vector Flash Bootloader Software

if (IS_ISREG(sb.st_mode)) {

fprintf(stderr, "%s: not a regular file\n", name); is S 0 u rce Cod e .

return 0;

b
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Overview

Memory location

FBL memory architecture The Flashtool is an easy to use PC
tool and controls the download of
your application (as executable)
via a PC card, e.g. CANcardXL.

The Flash Driver erases the Application
Flash and writes the new !
Data into the flaSh. It -----------------------------------------------------------------------
contains the derivative- Interrupt Vector Table

specific routines. Application
\ RAM

. Flash Driver

/

Protected Area M

Bootloader [cANT LIN JFiexRay |
b MOST |Ethernet Flas
Interrupt Vector Table TOOI
FBL

The Bootloader contains OEM-specific
algorithm, basic bus communication, a
Transport Protocol and Diagnostics
(KWP2000, UDS), all code optimized to
use minimum memory.
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Overview

Memory Units

31241224124
2352352356587867846
456454757456456564
4563453453466576867
3453453436463424533
2342536363668986786
4557777343452323425
2356463467575890089
4634534647658657564
5645745746345345231
1231345344534534544
3476799878975687856
7866345212312454646
6879890009789785653
1235235231241224124
2352352356587867876
4564547574564565645
4563453453466576867
3453453436463424533
2342536363668986786
4557777343452323425
2356463467575890089
4634534647658657564
5645745746345345231
1231345344534534544
3476799878975687856

Smallest programmable flash unit (page).
Memory-Alignments must be considered!

o ———

%
~N

~ — Eraseable flash blocks (sector)

<
Do not write twice to the
> same location without
previous erase operation!!

J\

Protected sector in flash memory
> for bootloader

| Reset Vector |
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Overview

Memory Partition

Software Structure Logical Blocks Flash Blocks Device Drivers

0x10000 ‘
0x11000

0x10000
#1 Software

(mandatory) 0x12000
Ox12FFF 0x13000
Device
0x14000 0x14000 } Driver #1

#2 Software
(mandatory/optional) 0x16000

Ox17FFF 0x18000

0x19000

0x1A000 } Device

0x1A000 Driver #2

> #3 Data
(mandatory/optional)

Ox1BFFF 0x1C000

o Internal representation
Bqumg bI(_)cks of the Each block is erased and Physical flash sector
ECU application software programmed at once partitions
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Overview

Bootloader building blocks

Bootloader

Bootloader Application Layer

Flash-Tool
Flash = Flash Security (Crypto)
npty Vata (Optional)
vFlash GENy OEM Data Decc!mpressiun
Download Manager (Optional)
Multiple
Memory Manager
Network
Services
Library
v
CAN \ 4
LIN v
FlexRay v
MOST v
Ethernet

Flash-Treiber

HIS Device Driver 1
HIS Device Driver 2
HIS Device Driver n
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Features

Adaption

» Flash Bootloader offers great flexibility
» GENy configuration

H P Nonvolatile Data HIS EEPROM .
> Memory mapping e | o —

A
> Communication settings -
* * g oo Module [

A
» User callbacks

> Watchdog / SBC handling

> Transceiver initialization

> Non volatile memory

» Memory drivers

» Bootloader AND Application have to be adapted!

> Does not run “out of the box™
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Features
Advanced

» Multiple memory devices » Bus systems

» Internal/external flash » CAN

» EEPROM » LIN

» Dual processor ECUs » FlexRay
» Multiple identity » Ethernet, MOST
» Security

» Data processing
» Encryption

» Compression

© 2011. Vector Informatik GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector.
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Vector — Toolchain

Development Tools

» Development process is supported by Vector toolchain

» Generation tool
> GENy - Easy configuration of FBL through GUI

» Development support tools
> Makesupport

> Hexview

» Flash tool

> VvFlash

» Vector Support

© 2011. Vector Informatik GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector.
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Vector — Toolchain

Bootloader - Build

B Core files Decompression Security option
Security key option
<TXT, INI>

GenData FBL FBL App LzSS Snfg:[l'ltg’
GENy <c, h> <c, h> <c, h> <c, h> <obj>

+ Y
Components

T Compiler

Make
support 1

I Linker

CANdb++
Editor | ECU

Debugger /
Programmer

FBL
<HEX>
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Vector - Toolchain

Download preparation (development phase)

Linker

Y

Flash
Description
Application
<HEX>
A

A

ECU
i > lash fmat
Hexview > VvFlash e Application
FBL
» Simple OEM containers 2
» Create signatures
» Encrypt data (MkPsKeys) s
yp y Templates
» Cut data
» Fill data Seed/Key

DLL
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Vector — Toolchain

ODX and Flash Download (production phase)

optional | _ _ _ _ __ ___________
|
|
— |
' licati
Linker — L, VFIaSh Flash- App Ication
Applicati&) : process FBL
<HEX> I
| S
| — |
| |
| |
| Signature 1
1 <TXT> I Flash-
: : process
| |
| |
v
ODX- | OEM Tool/
Studio vFlash

Q

Security
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Delivery

Contents

» Flash Bootloader core files
» User callback templates
» Flash driver
» CAN driver
@ StandardECU
» Dummy EEPROM driver (RAM buffer) 52 Lomen
. . . --h%lDeml:u.ﬁ. I
» Security module (object code) =2 vemort
- B Appl
. L MDD camdb
» Generation tool GENy Lo
- _Doc
> MakeSUpport 133 _FlashScripk
hi'l _GenTool
1 " 3 Uppar
» Flash script %0 lesior
@ Hexview
> DemO FBL 0T mkpskeys
- Dy
. 57 DrvEe
» Documentation O o
B3 Pl
» Development support tools () Secttod



Toolchain

Generation Tool — GENy

. .
» Comfortable Bootloader configuration T -
uFle Edit View Configuration Window Help _|2] %
DEE + 2R &% S-=-Q -8~ Fns
. . (} ECU: Demo Corfigurable Options | FielDrvCan_V8S&dfeanCoc ﬂ
» Graphical interface -t C—
g gin'\ffso;f;e:y"zg:fonﬂgD Internal system clock (kHz) 32000
% NameDecorator FEL length (Byte) 210000
Flash code buffer size (Byle) [
» Component based % e 125 -
E; ::S:ran[mzzs,\/e:mr Number of maskable interrupt sources 56~
p_lso
B DrvCan_V8ScafcanHl B
E-g> Channels User Config File |
'_LF‘MC’WEWE'D Wultiple moduls [
» Structured by module i >
lessages
B (3 T Messages Enablc Appl task ~-
(-E5 Rx Messages Enable flashblock check -
-l T Sigrials Enable debug status [l
» Hardware
Diag buffer length (Byte) 514
P2 time (ms) 0
. P2* time: (ms) 5000
» Security module -
y |= Downioad
Downioad [
|; General Timer Algorithm
“Cc" Timer clock (kHz) |32DDD
_ Watchdog
> specific =
Enable [
Watchdog time (ms) |1~
| Flash Block Table
» Transport protocol —
kNl v | | = WEC aFCAN EPU) =l

* | 15: Precorfiguration for 'Deran,;I
4 | 16: Pre<corfiguration for GenToo
17: Pre-corfiguration for 'FbiDrvC

o |Software Componerts * |Navigation Tree ltem

> CAN driver Egéa"nj\;sizﬁx;;l‘j:ﬂ: C~

Fbl DrvCan_V85eifcanCac

I’ 18: Pre-corfiguration for ‘GenToo
FolOrvCan VESkAfoantr 5 15 Pre-corfiguration for Th_VB!
-~ 20: Pre-configuration for ‘FblDrvC.
Fhlsechlad_Vector o ¥ 21: Pre-configuration for GenToo
FoiTp_lso - 22: Pre-configuration for Hw_VE!
- - - "= | Hw_VB5xCpu (Afcan) v v E 23: Using user pre-corfiguration 1
» Preconfigured for target derivative : :
- i S D
. [P Compon.. | £ Generat. £ E
For Help, press F1 INUM Number of Ok 4
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Toolchain

Generation Tool — GENy

Corfigurable Options |FbIDn'Can_‘u’B&nMcanCm
. . |: FBLWE50_aFCAN
» Hardware confi guration internal system clock (kHz) 32000
FBL length (Byte) (b 10000
1 Flash code buffer size (Byts) D00
> TI mer CIOCk Watchdog function size O 200
. Humber of maskable interrupt sources
» Watchdog trigger - ” =z
User Config File - _I
> Device types Muttiple moduls T
Enable sy=stem check ¥
Enable Appl tagk ¥
> e Enable flazhblock check |l
. . Enable debug status W=
» General FBL configuration Header adiress 0<E00
Diag buffer length (Byte) s
» Diagnostic buffer size P2 tme (ms) o
PZ* time: (mz) 5000
. . . Fill code ™
» Communication timeouts [~ Dovinioad
Download |
> e |~ General Timer Algorithm
Timer clock (kHz) |32D[:-[:-
|:Watchdng
Enable I
Watchdog time (ms) 1°
|- Flash Block Table
Device types | Add
|— MEC aFCAN [(CPUY
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Toolchain

Generation Tool — GENy

> FIaSh BIOCk Table ' StartAddress | EndAddress | Device Type | Description
] 1] (0™ (b 3fFF Protected =] =
» Physical flash layout 1 000 O |Protected ]
2 (k2000 ulind Protected =
H 3 (koo 000 (b Protected =
» Affects erase granularity - - )
. 3 7 as -
> Logical Block Table o o o
. . . 7 (b 1000 (b 1 Flash =
» Logical software partitioning g 2000 ozF P o|F
9 (24000 (b 2 AT Fash =

laflallalallalaffallafallallafallalfal]ala

» Mapping on flash block table 10 028000 |Bbfif  |Flash :
il (2000 Wi Flash - N
12 B30000 | DN Flash - L=
13 (b 34000 (o 37FH Flash -
14 (e 32000 1 i Flash -
15 (e 3000 i Flash -
16 (e D000 (o 3F Flash -
Block Index | Disposability | StartAddress | EndAddress Maoe. Description
0 (5%a mandatony | - (10000 (b T (el ™
! (x5a mandatony (il (40000 (e ST (el ™
2 (56 mandatany (e (0000 (b AT (el ™
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Toolchain

Generation Tool — GENy

» Security module configuration
» Seed/Key constant
» Security class

» Authenticity key for signature calculation

Configurable Options IFbISecMud_‘u’ednr
|: FilSecKod_Vector
I Constant for key i
Timeout for key (ms) 100*
Call cycle 10
Memory access mode Memary Access j
Operation mode of 2ecurity module  |Production |Memnry;
CRC Size optimized -
Enable CRC Total = =
Add =egment address and length to [
| File Selection
Select File Type for Key Authenticity File -
Path for authenticity key file O-wostCANDISTRIB WWalvo ABGene _
L6l e WO A O A LI RED
Select security class Class CCC =

© 2011. Vector Informatik GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector.
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Toolchain

Generation Tool — GENy

» Transport protocol configuration

» Call cycle
» Timing

» Flow control

» Diagnostic callbacks

Corfigurable Options IFbITp_Iso
|: Advanced zettingzs
lzo-compliance for 15765-2.2 W=
Variable Tx OLC W=
Fox DLC check: No R DLC check =l
Uze internal memcpy I~
Uze CAN confirmation sync. Fi
|: Timing
TP call cycle (ms): 1°
|: Tx Tiring
Confirmation timeout or CAN-Tx retry |70
Tx Timeout FC (m=) 2507
Tx Tranzmit CF (m=} 0™
|- Tx FlowCentrol
STmin (mz) o0
Blocksize o
|: Rz Timing
Rx Timeout CF (ms) 2507
|- Callbacks
TpErrorindication Fbl DiagErmorindication™
TpConfirm FblDiag TpConfimation™
TpDatalndication FblDatalnd™
Diata buffer overrun indication FblDatalndBO®

TpCopyFromCAN (woid (MEMCPY( (void ~)dst),
O RACRAM RAN Y BATRA LA
TpCopyToCAN (woid {MEMCPY|( (void ~)dst),
A BACRACSHBAN Y BRACRACISHEA
TphotifyTx -

TpCanMeszageTransmitted

=

TpCanMeszageReceived

-

TpRxSF

FblDiag Tp First Single Frame Indi

——
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Toolchain

Generation Tool — GENy

Corfigurable Options IChanneID
|- Initialization
I |= mit Structures Add
» CAN driver configuration - —
Interrupt Enable (CnlE) &2700*
Bit Rate Prescaler (Cn BRP) 3™
Bit Rate (Cn BTR) bc220b

. = -
> B I ttl I I l I n g Acceptance Fiter Configuration

Bustiming Configuration

|— Init Structure Delete
M I t - I - - t t t Interrupt Enable (CRIE) 27007
> u I p e I n I S ru C u res Bit Rate Prescaler (Cn BRP) 7
Bit Rate (Cn BTR) bc220b

Acceptance Fiter Configuration

Bustiming Configuration

. Delett
CAN bustiming register setup ﬂl‘ =

PR CnlE} &2700°
i~ Bit timing AGEET] =
220b
“Wiew mode i
Clock [kHz) Im G Ir Configuration
- = Liration

nominal bit timing [bus)

Baudrate (kBaud) IEDD 0

ress
CrBRP register [hex) IDUUB ction Register (CGMCS) | (0*
CrBTR regster hes) 2208 0 |
sks r
ject: k '
TSeql [time guanta] ’12— ects per mas !
TSeg? [time quanta €]
Calculate baudrate Time guantum [ns) 123

Bit time [ps] 2
Calculate bustiming register
Samples I‘I VI Prescaler |4

CnBRP | CrETR |_Sample | ETL cycles | Sdw/ [«
<0003 (<3308 3 16 4
(<0003 (<2706 5% 16 3 [ |
040003 (<2507 BEx 16 a
040003 (2503 2% 16 3
(<0003 (x2409 Bax 16 k]
0x0003 (<2304 5% 16 3
0x0003 (<2208 LIS 16 a
040003 01 706 503 16 2 =l

Cancel
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Toolchain

Development support — Hexview

» Prepare application for flashing
» Binary and Hex file manipulation

» Checksum and signature calculation

.
» Alignment 1 D sScabe e vecwr »101
File Edit Wew Flash 2
DEH| 2R (S5 ? x|
f'” Block O Starts at: Ox10000 Ends at: 0x100FF (Length: Ox100=256) :I
> Gap I Block 1 Starts at: 0x10200 Ends at: Ox3FFFF (Length: Ox2FE00=196096&)
00010000: 32 1C 41 DA E2 81 F3 5E  CD A1 2E 1A 8D CO F6 96 2.A...."........
00010010: EO B2 9D 62 4E FO 89 F2  OC EB 37 49 21 A0 80 75 ...iN..... 7I!..u
00010020: €7 6D 1B E0 14 23 64 08 D9 5C 5B 76 CB OF FO F4
> 00010030: EO 61 7E FB FC BE 95 €8 CD 29 FC 7E F3 DO F6 FF
nue 00010040: €5 E4 C5 B7 10 A7 6D 28 C1 C7 BA 7F 44 EA 24 C3
00010050: CE 8A 32 52 98 03 7D 8E CD EA 77 D4 A6 Al CB AE  ..2R..}...W.....
00010060: D3 228 46 49 1E 36 96 29 4B 89 52 1B 42 7A 3B 6B . (FI.6.)K.R.Bz;k

|I H 'I | r] r] 00010070: 70 D4 C2 58 6 E6 CAC5 D3 D7 AE 31 81 3R 86 E9 p..X3...... 1.:.
> A Operat|0ns aval a e t rOUg 00010080: DB E2 A6 7C &5 F8 68 70 40 4& 2C 33 0B E6 9C 54 ...|..hpBJ,3...
00010090: ©E E8 35 F3 B9 90 03 77 A9 98 AB 7F CB C4 AF 1A ..5....w...O...

I' H f: 000100R0: 43 BA EE 32 ©F 14 6B 66 67 B4 4E BO EE 57 30 ET

Comman Ine Inter ace 000100B0: F2 6D 93 OD CF 23 BO OB 15 D4 76 A4 CD 66 CF AS
000100C0: D4 57 25 6A 82 B3 25 73 S8R 6D €2 78 21 F5 7D B
000100D0: 63 OC E4 BD F2 D8 59 EB  EO 33 15 8A CF 49 6D FB
000100E0: 56 62 53 F4 AT FC 1F 00 6F 1D 90 75 FE E7 OD A6

(000100F0: 8 6D 31 5B 6B C5 87 TE D2 5F %2 17 18 94 11 7B
00010200: 24 4D 94 29 1E 53 E6 4D L6 1D B2 05 F5 10 6E F6
00010210: 8§ 20 3L DB 29 E6 OE 2L 0OC F3 06 24 BT 65 9B EE
00010220: 06 B8 23 OF DE 9B 28 20 91 A5 EZ2 BO E8 CD 25
00010230: Fe6 28 10 8B 74 DD 9F 14 TR 2L E0O 1B 47 S5E B6 B8
00010240: 71 C7 02 48 &7 CB 6A FA Fa 34 59 EB 26 CC 46 45
00010250: FO 2A 34 83 2D CB 8C 28 A7 &5 EF B1 37 77 BO C8
00010260: 2D 25 38 BA F1 43 DE 2B EB BO Cé 09 Al ES5 62 BE

1F CD BE RR SC D8 SE DO 54 4B 3C CF CE DA OF 15

: 01 78 CD 4F 36 6E 6F 23 CD BL F4 22 &7 SA A8 F8
00010290: 4B BA A6 E6 09 2A 9C 73 5D 84 CE 5E 55 AC SE D6
D00102R0: B6 69 CA ED 9D 73 B6 4B 62 CD EC 1F C1 54 Al 5C
000102B0: 3C 99 FA 21 BB EC CE 78 76 B9 AE 44 14 18 22 75
NO0INIC0: 14 GF 3/ TR fD TH 35 N8 71 BE_RR FG@ F7 FR D3 50
Bereit Size=195352
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Toolchain

Flash Tool “vFlash” — Key Features

» Use case driven - different views for different use cases
> Native Flashing (Intel-Hex, Motorola-S, Binary), ODX-F, VBF
> Interactive AND batch processing
» Support different bus systems
> CAN
> DolIP

> Flexray

» Generic and data-driven
> Support of different OEM protocols and flash sequences
> User-oriented GUI (minimal interaction, clear progress overview)

> Easy start-up: Configuration is based on template
(pre-defined OEM and/or Bootloader specifics)

> One flash procedure works for different data sources

© 2011. Vector Informatik GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector.
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Toolchain

vFlash - How to Configure

» Create new project based on
flash template

> The template defines basic
settings like flash procedure,
OEM specifics, ...

» Set communication parameters
and select Seed-Key-DLL

» Select data to be flashed
» Start flash

» Save project
(optionally as Pack&Go)

ejeq

UDIEDILNUILOT:

SNOSLR| 2351

File

?ﬂ Vector vFlash - VectorDemonstrator.vflash
Tools  Help
Flash " Configwe |
Type Datablock Checksum Signature
Ciiver 1 flash_s12.519 flash_s12.erc
O ODriver 2 it
[rata DiagnosticDemonstrator, 519 DiagnosticDemonstrabor, crc
Please dlick here o add a Datablock
e =
Details
File DiiDemo’iflash_s12.519 2010-03-26 0:26:14
Checksum D:\Dema’flash_s12.crc 2010-03-26 0::26:14
Signature
Length of Memory Address 1
Length of Memory Size 4
JInFormation lTrace l

Ready
(S,

Status ) _A

© 2011. Vector Informatik GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector.

Slide: 27

vector’



Toolchain

vFlash — How to use

E’ﬁ Vector vFlash - VectorDemonstrator. vflash

File  Tools Help

i a Flash | Conf_iEL_lre

» Load existing project Ty —

1.5 seconds remaining - 9 of 17 KB (5,3 KB/s)

» Project file e

TimeStarmp | Description Status | Start | End Marmne
Prepare datablocks (@ %30 0w4B4 Region 1-DRIVERD 1

> AII reql_“red flles are Just Start communication, . () D50 Dx4050 Region Z-DATA 1

00:00.000  Stark Extended Diagnostic Session
refe re n Ce d 000,015 Stark Programming Session
0000031 Unlock ECU {Security Access)
00:00.062  ECU unlocked
> P ac k &G o) DIO0.062 Wit Fingerprint

00:00.093  Request Download
00:00.109  Transfer Data
00:00,328 Reguest Transfer Exit

> All required files are packed D Ceeacaien

00:00, 359 Erase Memary

together (PrOjeCt, 00:00.375  Request Download
Seed&Key.dll, flashware, ...) ST (S

» Start flashing immediately T

Ready. Status(@) :

© 2011. Vector Informatik GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector.
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» Registration to the upcoming Webinars and the list of recorded Webinars:
http://www.vector.com/vi webinars en.html

» The overview of Vector’s training services:
http://www.vector.com/vi training en.html

» Contact data for additional questions, product information or
presentation:

» Armin.Happel@vector.com
» +49 (0) 711 80670 364
» embedded@de.vector.com
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Thank you for your attention.

For detailed information about Vector
and our products please have a look at:

www.vector-informatik.com

Author:

Armin Happel
Armin.happel@vector.com
Vector Informatik GmbH
Ingersheimer Str. 24
70499 Stuttgart
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